
    
      
    
  
    
      


Richard M. Pearlstein

Fatal Future?

Transnational Terrorism and the New Global Disorder

May 1, 2004

<www.utpress.utexas.edu/9780292702653>

ISBN 0292797575, 9780292797574

University of Texas Press







      

    

  
    
      

 




The nature and goals of terrorist organizations have changed profoundly since the Cold War standoff among the U.S., Soviet, and Chinese superpowers gave way to the current “polyplex” global system, in which the old rules of international engagement have been shattered by a new struggle for power among established states, non-state actors, and emerging nations. In this confusing state of global disorder, terrorist organizations that are privately funded and highly flexible have become capable of carrying out incredibly destructive attacks anywhere in the world in support of a wide array of political, religious, and ethnic causes. This groundbreaking book examines the evolution of terrorism in the context of the new global disorder. Richard M. Pearlstein categorizes three generations of terrorist organizations and shows how each arose in response to the global conditions of its time. Focusing extensively on today’s trans-national (i.e., privately funded and internationally operating) terrorist organizations, he devotes thorough attention to the two most virulent types: ethno-terrorism and radical Islamic terrorism. He also discusses the terrorist race for weapons of mass destruction and the types of attacks, including cyber-terrorism, that are likely to occur in coming years. Pearlstein concludes with a thought-provoking assessment of the many efforts to combat trans-national terrorism in the post-September 11 period.
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Preface




IT IS A CRISP, SUNNY MORNING in America’s heartland. The date is September 15, 1995. The place is the corner of Fifth and Robinson Streets, Oklahoma City, Oklahoma. I can see an enormous crater where a massive office building once stood. I also see the damage to nearby buildings, some of which appear near collapse. I can hear the bulldozers going about their grim work, the soft weeping of bystanders. I can touch the rubble, the fence festooned with poetry, prayers, and toddlers’ sneakers. I can smell the diesel exhaust, the dust, the indescribable smells of disaster. It is nearly five months since the Oklahoma City bombing. I have never personally witnessed a scene such as this. Terrorism is no longer an abstract academic topic to me—it is a reality.




It is a warm, clear, and bright afternoon in America’s largest city. The date is July 31, 2002. The place, a viewing platform along lower Manhattan’s Church Street, is adjacent to a site now known simply as Ground Zero. I can see a sixteen-acre crater where mighty twin skyscrapers—once the most recognizable image of New York City—and other buildings once stood. Upon that crater stands a simple makeshift cross composed of rusty steel girders. I again see the damage to nearby buildings—dusty, abandoned skyscrapers now shrouded by dark meshlike material. An enormous American flag and a banner conveying words of eternal remembrance for the victims, their families, and the city’s gallant rescue workers are sewn to one of those shrouds. I also see hundreds of other visitors: a large church group from Portugal, a cluster of Muslims reading passages from the Quran, an impeccably dressed young businessman who clutches his briefcase and leans against the metal fence. Was he a friend or loved one of one of the nearly three thousand souls who perished here? Had he, long ago, resolved to make a daily visit to this now-hallowed ground? I do not know, and I cannot bring myself to ask. I can hear the Portuguese church group praying and singing, the Muslims softly murmuring their prayers. Again I touch the rubble. I can feel the pain in my teeth, which—perhaps in subconscious dread of this pilgrimage—I had been grinding in my sleep. The odor of burned buildings hangs in my nostrils. Again, I smell the diesel exhaust, the dust, those now all too horribly familiar odors of unimaginable tragedy. But this dust is much more than mere dust. I pause and remember the thousands of photographs posted by frantic family members and friends after the collapse of the towers. It is nearly eleven months since that hideous day in September.




Will the human race ever witness an end to this scourge? Most of us acknowledge that we cannot expect to eliminate terrorism, any more than we can expect to end other major crimes, such as rape or murder. Nonetheless, terrorism has undergone a dramatic evolution in recent years. What are the environment and nature of this evolution? What does this evolution tell us about the future of terrorism?




Do you remember where you were when you first learned of the terrorist attacks in Oklahoma City, New York, Washington, and Pennsylvania? Who did you immediately assume was responsible for these monstrous deeds? Given the growing number of attacks against Americans by foreign-based terrorists, most Americans, including me, assumed that foreign terrorists were to blame in each case. In the first instance, our assumptions were wrong. The fact that so horrible an act was planned and executed by American citizens was in itself profoundly shocking. Yet the foreign-based terrorist attacks of September 11 were many times more disturbing, for on that day our national home, our collective sanctuary, our safe haven was violated and desecrated by outside infiltrators. To a great extent, our very sense of “home” has been forever lost.




We ask: Why? There are no simple answers. A new form of terrorism is at our door. What led us to this point?




In addressing these questions, Fatal Future? Transnational Terrorism and the New Global Disorder focuses on two closely related themes. The first is the evolution of a global system once dominated by fairly predictable diplomatic or military relationships among dominant nationstate actors on a well-structured global stage. In recent years, this wellordered system has been deliberately undermined by new actors—such as transnational terrorist organizations—which follow no clear rules. Second, Fatal Future? examines the gradual transformation of terrorism from a relatively restrained form of domestic, or intranational, conflict to a much more threatening form of transnational conflict, which, unlike its intranational predecessor, intentionally spills over the borders of nation-states.




Fatal Future? consists of seven chapters. Chapter One, “What Is Terrorism?” seeks, quite obviously, to define the term terrorism. This chapter also classifies and describes the various “generations” of terrorist organizations. Chapter Two, “The Rise of the New Global Disorder,” analyzes the old global order’s nature, demise, and replacement by a new global disorder marked by turbulent interactions between global actors—particularly new types of actors—on a new global stage. These major players include not only traditional nation-states, but also intergovernmental organizations and transnational organizations. Chapter Three, “Transnational Terrorism and the New Global Disorder,” examines the evolution of terrorism from the old global order through the new global disorder. and also highlights the origins and nature of transnational terrorism. Chapter Four, “Ethnoterrorism: Menace from Within and Without,” examines the continuing specter of ethnonationalist terrorism as well as how and why this form of terrorism now violates the borders of so many nation-states. Chapter Five, “Holy Rage,” analyzes the political, religious, and ideological factors which have culminated in a new and even more formidable form of transnational terrorist organization. Most disturbingly, what the perpetrators of this new form of terrorism may have accomplished is to thrust upon the global stage a prototype or model for the transnational terrorist organization of the future. Chapter Six, “Superterrorism: What’s in It for You?” probes the now widely accepted prospect that transnational terrorists will expand their use of nonconventional weapons of mass destruction. Chapter Six also explores the relative likelihood, and consequences, of the transnational terrorist employment of chemical, biological, radiological, and nuclear weapons. Chapter Seven, “After September 11: Responding to Transnational Terrorism,” addresses some of the many efforts—some successful, some controversial—to combat transnational terrorism in the post–September 11 period.
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Chapter One: What is Terrorism?






A great people has been moved to defend a great nation. Terrorist attacks can shake the foundations of our biggest buildings, but they cannot touch the foundation of America. These acts shattered steel, but they cannot dent the steel of American resolve.




U.S. President George W. Bush, September 11, 2001







IN HIS FIRST FORMAL RESPONSE to the events of September 11, 2001, U.S. President George W. Bush sought to reassure a nation abruptly and harshly confronted by one of the most horrifying and formidable threats of our age: terrorism. What is terrorism? Common understanding of this term is far too vague, broad, and simplistic. Terrorism is widely characterized, for example, as the “weapon of the weak,” as “violence for effect,” or as “violence for political purposes.” Terrorism may be all of these things, but so are many other forms of violence. Further obscuring the issue is that far too many people use two very different terms, terrorism and terror, interchangeably. Heated debates over how to define terrorism are a staple at any conference on terrorism. Even various agencies within the same government are unable to agree on a common definition of terrorism. Some students of terrorism despair that a common definition is even possible.[1]




In order to counter a threat, it is essential to understand precisely what that threat is. The controversial and highly emotional threat of terrorism is no exception. It is certainly true that the same act of terrorism may be condemned by one observer and glorified by another. For example, although the destruction of the World Trade Center is vilified by most Westerners, that same event is celebrated by many non-Westerners. Whether acts of terrorism are condemned or extolled, however, is of no definitional relevance whatsoever.




The definition of terrorism is a technical issue, not an emotional one. Terrorism may be defined as a specific form of civil rebellion in which the use or threatened use of violence is imposed from below the governmental level against certain symbolic victims or objects. Terrorism is actual or threatened violence intended to indirectly coerce a primary target (typically, a government or a people) to accept a demanded outcome through the fomenting of intense fear or anxiety. Acts of terrorism have generally included, for example, means such as kidnappings for propaganda effect, hostage-takings, shootings, bombings, hijackings, sabotage, chemical and biological attacks, and threats of any of the above.[2]




Terror, on the other hand, may be defined as a specific form of official, governmental intimidation in which the use or threatened use of violence is inflicted from above, from the governmental level, against certain symbolic victims or objects. Like terrorism, terror is intended to indirectly coerce a primary target (typically, all or part of some population) to accept a demanded outcome due to the fomenting of intense fear or anxiety. Terror, however, differs from terrorism in that terror is the official act of a governmental body, whereas terrorism is the rebellious act of a discontented nongovernmental organization. Acts of terror have included, for example, means such as shootings, bombings, “disappearances,” arrests, torture, amputation, imprisonment, execution, exile, and threats of any of the above.




It is certainly true that there have been all-too-frequent partnerships between certain governments and terrorist organizations. Not surprisingly, those same governments also frequently practice terror against their own populations. Governments and their official agencies also occasionally support, sponsor, or even control terrorist organizations. However, as long as those terrorist organizations maintain a clear degree of separate identity and independence from their official patrons, then those organizations are in fact practicing terrorism, rather than terror.




Terrorism is easily distinguished from direct violence, which takes place for personal, financial, or even political reasons. Common acts of direct violence include, for example, robbery, rape, and murder. When not meant as a means to convey a threat to some third party, the simple assassination of any prominent figure also constitutes an act of direct violence.




An act of direct violence involves only two distinct parties. One is the perpetrator, and the other is the victim, whose harm is the direct and sole aim of the perpetrator. It may also be noted that perpetrators of direct violence typically shun news media coverage of their actions and their actual identities.




An act of terrorism, on the other hand, involves at least three, and in almost every case four, distinct parties. These parties are the perpetrator, the victim, the primary target of the terrorist act, and, in almost every case, the messenger. Indeed, the role of the messenger is a crucial one. To ensure that a primary target may be made aware that it has been targeted, a messenger, most typically the news media, must somehow report an act of terrorism. For this as well as other reasons, perpetrators of terrorist violence typically crave news media coverage of their actions, if not of their identities.



[1] For a more detailed discussion of this controversy, see for example Richard M.Pearlstein, The Mind of the Political Terrorist, 1–3, and Bruce Hoffman, Inside Terrorism, 13–44.



[2] On the alleged impossibility of defining terrorism, see Walter Laqueur, A History of Terrorism, 7. For a more current work on this point, see Omar Malik, Enough of the Definition of Terrorism. On the often overlooked, and invaluable, distinction between terrorism and terror, see Frederick J. Hacker, Crusaders, Criminals, Crazies, x.




      

    

  
    
      

Terrorist Generations




What are the major motivations, and types, of terrorist organizations? In terms of overall motivations, terrorist organizations may be classified as: (1) left-wing, (2) ethnonationalist, (3) right-wing, or (4) religious. It is far more useful, however, to classify terrorist organizations from the old global order period through the new global disorder period on a “generational” basis. From the early 1970s through the present, there have been three major generations of terrorist organizations. Each generation is characterized by whether or not a terrorist organization is financed or otherwise actively supported by a government, and whether or not its operations cross nation-state borders. These terrorist generations may be classified as




	

first generation: intranational terrorist organizations





	

second generation: international terrorist organizations





	

third generation: transnational terrorist organizations (TTOs)[3]










There are important functional and organizational differences between these three generations of terrorist organizations. First-generation, intranational terrorist organizations confine their attacks within the boundaries of a single nation-state. They are funded and actively supported exclusively through private means; they thus neither require nor receive financial or other support from any nation-state. Equally significant is that this private funding or support is derived solely from within the organization’s own nation-state borders.[4]




Both second-generation, international terrorist organizations and third-generation, transnational terrorist organizations routinely conduct their activities across nation-state borders. Yet international and transnational terrorist organizations also differ in certain important respects. Although international terrorist organizations typically require, and always receive, funding or other active support from nation-state sponsors, transnational terrorist organizations neither require nor receive nation-state sponsorship.




The issue of nongovernmental funding or other support is also significant. All three types of terrorist organizations may receive funding or other active support from private organizations or individuals. Unlike intranational terrorist organizations, however, international and transnational terrorist organizations may receive such funding or support from anywhere in the world.[5]




Each of these three generations of terrorist organizations may be further classified on the basis of underlying motivations. Left-wing terrorist organizations, for example, plagued many Western nation-states during much of the old global order period which existed prior to the disintegration of the former Soviet Union. The following is a partial list of those organizations, followed by the nation-states within which they operated:






Weather Underground (United States)




Symbionese Liberation Army (United States)




Sam Melville–Jonathan Jackson Unit (United States)




Red Army Faction (West Germany)




Revolutionary Cells (West Germany)




Red Brigades (Italy)




Front Line (Italy)




Armed Revolutionary Nuclei (Italy)




Direct Action (France)




Angry Brigade (Britain)




Fighting Communist Cells (Belgium)




November 17 (Greece)







The Weather Underground, Symbionese Liberation Army, Sam Melville–Jonathan Jackson Unit, Angry Brigade, and November 17 organizations serve as pure illustrations of the intranational generation. These organizations thus neither received financial or other active support from any nation-states nor pursued their activities outside of their own nation-state borders. Of the scores of left-wing terrorist organizationstoplaguethedemocraciesofWesternEuropeandtheUnitedStates, few remain in existence. November 17 operated as a major left-wing terrorist organization from the mid-1970s until at least the summer of 2002, when the Greek government declared the group defunct.[6]




The Red Army Faction, Red Brigades, Revolutionary Cells, Front Line, Armed Revolutionary Nuclei, Direct Action, and Fighting Communist Cells appear to have originated as intranational terrorist organizations. Due to their eventual acceptance of financial and other active support from nation-states such as the Soviet Union, East Germany, and Czechoslovakia, however, these organizations gradually evolved into examples of the second, international generation.




Left-wing terrorist organizations generally subscribe to some form of anticapitalist ideology. During the old global order period, they attacked capitalism and extolled the interests and virtues of the working class. Left-wing terrorist organizations tended to engage in small-scale bombings of symbolic capitalist targets (e.g., business, military, or police interests) and in the kidnappings of certain high-profile business, military, or political figures (e.g., corporate executives, heiresses, NATO generals, political party leaders, or mayors). The supposed goal of these acts was to compel democratic nation-states to overreact in such a repressive manner that the latter’s “democratic façades” would be exposed as fraudulent or hypocritical and would be so stripped away as to enable the working class to view its government as the repressive and autocratic force that it supposedly was. This realization would presumably lead to some form of popular uprising or revolt and, eventually, to some sort of “workers’ revolution.”




Perhaps the most enduring type is the ethnoterrorist organization, the basic purpose of which is to utilize terrorist tactics in order to ultimately foster new nation-states for stateless ethnic groups. Examples of ethnoterrorist organizations include the Corsican National Liberation Front, the Palestine Liberation Organization (PLO), the Puerto Rican Armed Forces of National Liberation (FALN), the Puerto Rican Los Macheteros, and the Puerto Rican Armed Revolutionary Movement.




Given the fact that the Corsican National Liberation Front has neither received state sponsorship nor attacked targets outside of France, that terrorist organization is a fine example of the pure intranational generation. The FALN, Los Macheteros, and the Armed Revolutionary Movement are organizations which have restricted their attacks within the borders of the United States (including Puerto Rico); however, they must be classed as second-generation, international terrorist organizations in that each has received financial and other active support from the government of Cuba. The PLO, which accepted financial and other active support from any number of Arab nation-states, and conducted its attacks across national boundaries, is another example of an international terrorist organization.[7]




Right-wing terrorist organizations have become an increasingly serious problem in the United States and Europe. Members are obsessed with an imagined “new world order,” within which certain intergovernmental organizations (such as the United Nations and the World Bank), as well as certain minority groups, have supposedly “colonized” powerful nation-states. These organizations and groups are thus obvious targets for right-wing terrorists.




There is no evidence that any contemporary right-wing terrorist organization receives nation-state support. Moreover, these organizations are not known to have conducted actual operations across national borders. There is evidence, nonetheless, that the advent and growth of the Internet is leading to increased transnational communication between such organizations. For example, a shared sense of transnational racial identity, rather than specific national identity, is becoming an ideological link between right-wing terrorist organizations in the United States and Europe. Thus, such organizations may well evolve from almost purely intranational to more distinctly transnational. Examples of rightwing terrorist organizations and the nation-states within which they operate include the Aryan Nations and the Order (United States), Black Order and New Order (Italy), and S O S France (France).[8]




Religious, or “theoterrorist,” organizations are motivated by religious, cultural, and ultimately political issues. Theoterrorist organizations are exemplified by groups as diverse as the radical Christian fundamentalist Army of God, the radical Islamic fundamentalist al-Qaeda, and the radical Jewish Gush Emunim (“Bloc of the Faithful”). The Army of God and Gush Emunim are fairly clear examples of intranational terrorist organizations. Al-Qaeda, on the other hand, is perhaps the premier example of a transnational terrorist organization.




The third generation of terrorist organization is the transnational. As one of the two primary subjects of this book, transnational terrorist organizations merit special attention. Before turning to that topic, however, the global stage upon which transnational terrorist organizations thrive—the other major theme of this book—needs to be set. That global stage, the new global disorder, is the focus of the next chapter.



[3] The term organization is defined as any functional structure with which one or more individuals are affiliated. It should also be noted that the different generations of terrorist organizations are not discrete entities; rather, each generation has gradually evolved into, or overlapped, each succeeding generation.



[4] The term active support shall be defined as deliberate and intentional support beyond mere access to nation-state territory.



[5] Four of the better works on second-generation, international terrorist organizations are Ovid Demaris, Brothers in Blood; Uri Ra’anan et al., eds., Hydra of Carnage; Claire Sterling, The Terror Network; and Robert D. Chapman and M. Lester Chapman, The Crimson Web of Terror. The financing of terrorist organizations by nation-states, intergovernmental organizations, and transnational organizations has been superbly addressed in James Adams, The Financing of Terror.



[6] See for example “Premier Says Terrorist Group Dismantled,” Dallas Morning News, September 9, 2002. For a fuller analysis of the November 17 terrorist organization, see George Kassimeris, Europe’s Last Red Terrorists, and Andrew Corsun, “Group Profile: The Revolutionary Organization 17 November in Greece (1975– 91),” in Yonah Alexander and Dennis A. Pluchinsky, eds., European Terrorism, 93–125.



[7] On the Cuban sponsorship of Puerto Rican ethnoterrorist organizations, seefor example U.S. Senate, Committee on the Judiciary, Terrorist Activity (94th Cong., 1st sess., 1975).



[8] Increasing transnational communication between American and Europeanright-wing terrorist organizations is a topic that is extremely well explored in Jeffrey Kaplan and Leonard B. Weinberg, The Emergence of a Euro-American Radical Right. Kaplan and Weinberg note that, whereas radical right-wing ideology was transmitted from Europe to the United States in the earlier part of the twentieth century, that ideology now originates in the United States and moves to Europe.




      

    

  
    
      

Chapter Two: The Rise of the New Global Disorder






The old order changeth, yielding place to new.




Alfred, Lord Tennyson, “The Passing of Arthur”







A NUMBER OF RECENT DEVELOPMENTS in global politics have helped shape an entirely new type of global system. These developments have led to the replacement of the old global order by a new global disorder, the emergence of which illustrates the important principle of change in global systems. In order to grasp the nature of that change, it is first necessary to understand: (1) the basic types of global systems, and (2) the basic types of global actors which populate those systems.




      

    

  
    
      

Global Polarity




Global systems have traditionally been classified according to the number of system “poles,” or power centers, which exist within them. Most scholars of global politics, such as John T. Rourke, believe that three such polar systems have been present at one historical moment or another. The first is the bipolar system, in which two nation-states, or alliances of nation-states, dominate global politics. The second is the tripolar system, or “triangular” relationship, in which three nation-states, or alliances of nation-states, dominate the global system. The third is the multipolar, or “balance-of-power” system, in which as few as four to as many as perhaps ten nation-states, or alliances of nation-states, dominate global politics.[9]




According to Rourke and other scholars of global politics, one of the best ways to understand the nature of any global system is to grasp the most important “rules of the game” for that system. For bipolar systems, the rules of the game are:




	

Eliminate the other bloc by techniques including war, if it isnecessary and the risks are acceptable.





	

Increase power relative to the other bloc by such techniques asbringing new members into your bloc and preventing others from joining the rival bloc.










For tripolar systems, the rules of the game are:




	

Optimally, try to have good relations with both other playersor, minimally, try to avoid having hostile relations with both other players.





	

Try to prevent close cooperation between the other two players.










For multipolar systems, the rules of the game are:




	

Oppose any actor or alliance that threatens to become hegemonic [i.e., overly dominant]. This is also the central principle of balance-of-power politics.





	

Increase power or, at least, preserve your power. Do so by negotiating if possible but by fighting if necessary.





	

Even if fighting, do not destabilize the system by destroying another major actor.[10]










Bipolar, tripolar, and multipolar global systems have been present during various periods during the pre-1991, old global order era.




A bipolar system dominated global politics from 1945 to 1972. During this period, the democratic nation-states of the West, led by the United States, and the communist nation-states of the East, led by the Soviet Union, fought what is customarily referred to as the cold war, which generally involved nonviolent conflict between the two sides. For example, the West sought to contain the East primarily through the stationing of defensive military forces in western Europe in order to counter the positioning of offensive military forces in eastern Europe.[11]




Cold war conflict also involved nonviolent skirmishes between East and West. Particularly dramatic examples included crisis “brinksmanship,” such as the Berlin blockade of 1948, the Berlin Wall crisis of 1961, and the Cuban missile crisis of 1962. By going to the very brink of nuclear war, the two blocs demonstrated their desire, if not total dedication, to observe the first rule of bipolarity: eliminate the other bloc by whatever means possible.[12]




Cold war rivalry occasionally turned, however, into a “hot” or shooting war, as during the Korean and Vietnam conflicts. Throughout these primarily civil wars, the United States and her allies lent massive military and economic assistance to noncommunist South Korea and South Vietnam; the Soviet bloc states provided similar aid to communist North Korea and North Vietnam. In providing that aid, the two blocs observed, however roughly, Rourke’s second rule of bipolarity: “Increase power relative to the other bloc by bringing new members into your bloc and preventing others from joining the rival bloc.”[13]




From roughly 1972 to 1991, a triangular, or tripolar, system dominated the global stage. The poles of this relationship consisted of the two cold war adversaries, the United States and the Soviet Union, and the People’s Republic of China, which had aligned herself with the Soviet Union from 1949 until the late 1950s. From 1972 to 1991, both the United States and the Soviet Union attempted to foster a more positive relationship with China. Each of the two superpowers also sought to discourage China from establishing a similar relationship with the other actor. This “playing of the China card” thus observed the major rules of tripolarity, which caution against both having hostile relations with the two other players and allowing close cooperation between them.[14]




Although the collapse of the Soviet Union in 1991 spelled the official end of this era of tripolarity, the United States, Soviet successor-state Russia, and China continue to pursue friendly relations with each other whenever possible. Moreover, each of these three nation-states attempts to prevent the remaining two actors from forming an alliance against itself.




The nation-states of Europe shared relations within an essentially multipolar, or balance-of-power, system from the mid-seventeenth century until 1945. During this roughly three-hundred-year period, four to as many as perhaps nine powers dominated the European regional system at any one time. As colonial powers, many of these European nation-states also served as masters of the global system as a whole. Spain, Sweden, Britain, France, Prussia (later Germany), the Austrian Empire (later Austria-Hungary), the Ottoman Empire, Italy, and Russia (later the Soviet Union) were the most notable such power centers during the long history of European, and global, multipolarity. During the waning years of multipolarity (1905–1945), two non-European nation-states, the United States and Japan, became major power centers, and colonial powers, in their own right.[15]




Nevertheless, none of these nation-states, or any alliance comprising these nation-states, was able to dominate either the European continent or the global system for any extended period of time. This was due largely to the commitment of Britain, and later the United States, to maintaining a balance-of-power system in which no single actor or combination of actors could dominate Europe. When first France during the Napoleonic Wars, and then Germany during the two world wars, threatened to destroy this balance-of-power system, Britain, and later the United States, successfully intervened in order to preserve a European balance of power. Hence, Rourke’s first rule for multipolar systems, to “oppose any actor or alliance that threatens to become hegemonic,” was successfully observed. Moreover, this was generally accomplished without the permanent destruction of any major actor (thus observing Rourke’s third rule of multipolarity), a measure which might have permanently upset the European balance of power.[16]



[9] John T. Rourke, International Politics on the World Stage, 60–64. The term global system may be defined as an interacting group of world actors forming a unified whole.



[10] Ibid., 61, 62–63.



[11] During this period, a growing number of developing, or “third world,” nationstates refused to formally align with either bloc. However, these nonaligned nationstates never organized any competing bloc of their own. Moreover, although many of the nonaligned nation-states, such as India, Egypt, and Indonesia, claimed formal neutrality during the cold war period, those same nation-states did indeed informally tilt toward one bloc or another at a given juncture.



[12] Rourke, International Politics on the World Stage, 61.



[13] Ibid.



[14] Ibid., 61–62.



[15] For an excellent overview of global politics during the last five centuries, seeKaren A. Rasler and William R. Thompson, The Great Powers and Global Struggle. Diverging from the conventional view that the global system during the period between the First and Second World Wars (1918–1939) was multipolar in nature is Randall Schweller, Deadly Imbalances. Schweller argues that the interwar global system was tripolar, with the United States, the Soviet Union, and Germany serving as the dominant centers or poles. On the general issue of dynamic change among global systems, see Stuart J. Kaufman, “The Fragmentation and Consolidation of International Systems,” International Organization 51 (1997): 755–776. See also Richard Falk, “In Search of a New World Model,” Current History 23 (1993): 145–149.



[16] Rourke, International Politics on the World Stage, 62–63.




      

    

  
    
      

A Nonpolar Moment




The advent of a new type of global system forces a thorough rethinking of the entire concept of polarity. Key trends forcing this reexamination include:




	

the disintegration, deterioration, or extremely short lifespan of major military alliances





	

the rise of scores of new small- and medium-size powers





	

increasing permeability, and irrelevance, of nation-state borders (4) the increasing influence of new types of global actors










These trends have all contributed in a major way to the dawning of what may be termed the new global disorder.[17]




The deterioration or disintegration of a number of major military alliances has also helped lead to the decline of the once-stable bipolar and tripolar global systems of 1945–1991. For example, the collapse of the Soviet Union led directly to the demise of the Soviet-imposed Warsaw Pact military alliance. These developments also doomed the once-thriving military and economic relationship between Eastern bloc patron-states such as the Soviet Union, East Germany, and Czechoslovakia and client-states such as Egypt, Syria, Iraq, North Korea, and Cuba. Another major standing military alliance, the North Atlantic Treaty Organization (NATO), is now plagued both by a seeming lack of clear purpose and by members who frequently refuse to suggest, advance, or even observe alliance policy. Other, once-major standing military alliances, such as the U.S.-led Southeast Asia Treaty Organization (SEATO) and Central Treaty Organization (CENTO), have in recent years become subjects for diplomatic history rather than global politics textbooks. Ad hoc, or special, temporary military alliances, such as the anti-Iraq “Gulf Coalition,” have had, and should continue to have, a fairly short shelf life. The new global system thus richly illustrates former French president Charles de Gaulle’s shrewd observation that “nation-states have no allies, only mutual interests.”




Although the population of major military alliances has clearly dwindled, the number of influential nation-states has risen sharply. Many new small- and medium-size powers, such as Kazakhstan, Uzbekistan, the Czech Republic, a unified Germany, and Serbia, have emerged from the ranks of the former Soviet Union, her former Warsaw Pact members, other former Soviet bloc allies, and the former Yugoslavia. More such powers have risen from the likes of “rogue states” (i.e., nation-states which violate global norms of behavior), such as North Korea, Iraq, Iran, Libya, and Sudan. Many of these rogue states, such as North Korea and Iraq, are former client states of the now-defunct Soviet bloc.




The increasing permeability, and irrelevance, of nation-state borders is another factor contributing to the crumbling of the old global order. Factors spurring this trend include the creation of intergovernmental organizations such as the European Union (EU), within which travelers may freely cross once-restricted nation-state borders. Critical, too, is the development of the Internet and satellite technology, and the overall growth of global communications empires which serve to shrink the global village.




Finally, the increasing prominence of independent nonstate actors, such as intergovernmental and transnational organizations, has made the whole notion of polarity obsolete. Many international organizations, such as the United Nations, are by their very nature actors whose mission precludes gravitation around any particular pole. Transnational organizations, such as transnational terrorist organizations, corporations, or syndicates, are by their very nature independent actors whose formal presence around any fixed pole would be both inconvenient and undesirable.



[17] For more on these points, see especially Hedley Bull, The Anarchical Society. Other significant works on the disintegration of the old global order include Zbigniew Brzezinski, Out of Control; Matthew James Connelly, A Diplomatic Revolution; Samuel P. Huntington, “The Clash of Civilizations,” Foreign Affairs 72 (1993): 56–73; Huntington, The Clash of Civilizations and the Remaking of World Order; Stanley Hoffman, World Disorders; Robert D. Kaplan, The Coming Anarchy; James N. Rosenau, Turbulence in World Politics; and Winston A. van Horn, ed., Global Convulsions. For a divergent perspective on these points, see for example Yahya Sadowski, The Myth of Global Chaos, and Thomas J. Volgy and Lawrence E. Imwalle, “Hegemonic and Bipolar Perspective on the New World Order,” American Journal of Political Science 39 (1995): 819–834. These general points are also explored in Birthe Hansen and Bertel Heurlin, The New World Order; David Jablonsky, Paradigm Lost?; Keith Philip Lepor, ed., After the Cold War; Matthew Polesetsky, ed., The New World Order; Joseph Wayne Smith, Graham Lyons, and Evonne Moore, Global Anarchy in the Third Millennium?; and Andrew Williams, Failed Imagination? The alternative concept of an emerging multipolar global system is explored in Charles W. Kegley, A Multipolar Peace.




      

    

  
    
      

The Polyplex Global System




These developments have culminated in a far more congested, complex, and disorganized global system in which the whole notion of polarity has lost a good deal of its past relevance. Indeed, the traditional concept of a polar global system may be discarded in place of an entirely new notion—that of a “polyplex” global system. The term polyplex combines the notions of poly, or many, and plex, from the word complex, to suggest extreme complication and disorder. The suffix -plex also suggests a tight interweaving of various “plaits” or “strands”—in this case, global actors. The term polyplex thus describes a global system in which many global actors, and many types of global actors, interact tightly in an exceedingly difficult, unruly, congested, shrinking, nonpolar, and swiftly evolving world.




Is this polyplex global system subject to any systemic rules? Nonpolar polyplex global systems, unlike polar global systems, are in all likelihood not governed by any particularly firm rules. Nonetheless, it is probably wise for both nation-state and nonstate actors within polyplex global systems to pay heed to certain flexible guidelines, if not outright rules:




	

Formulate pragmatic, flexible new “rules of the game” drawn from actual experience with polyplex global systems.





	

Try to create ad hoc—even if necessarily temporary—blocs, consisting of varying types of actors, to deal with threats posed by hostile actors or blocs.





	

Attempt to prevent or otherwise discourage alliances between hostile actors or blocs.










What major actors populate this polyplex global system? Nationstates, which govern territory and remain the principal users of coercive force (e.g., military and public security forces), certainly remain among the most significant actors in any type of global system, including the evolving polyplex system. It is certainly true that the permeability and increasing irrelevance of nation-state borders and the rise of other types of actors are factors which have diminished the central role that nationstates once played. Nevertheless, nation-states enjoy unique privileges— such as sovereignty over territory and the possession of vast military arsenals—which are naturally denied to other types of global actors. Yet nation-states, which during the heyday of polarity had held a virtual monopoly on global power, must now share power with other types of actors within a polyplex system.




Intergovernmental organizations, whose members are nation-states, and which require agreement among nation-states, have become important actors since the conclusion of the Second World War. Examples include the United Nations (U.N.), NATO, the North American Free Trade Agreement (NAFTA), and the EU. Intergovernmental organizations have enjoyed various levels of achievement. Despite the fact that many U.N. resolutions, or statements of policy, are routinely ignored by large numbers of nation-states, on many recent occasions, U.N.sponsored military actions (e.g., Operation Desert Storm) and economic sanctions (e.g., against South Africa, Iraq, and Libya) have enjoyed varying degrees of success. Although NATO has seemingly become less relevant since the disintegration of the Warsaw Pact, it has played a major role in helping to resolve ethnic conflicts in the Balkans. Indeed, the evolving relevance of NATO has been evidenced by the fact that many former Warsaw Pact nation-states have sought, and in certain cases received, membership within the ranks of their old adversaries. Despite complaints from some quarters of American society, the continued implementation of NAFTA reflects the increasing importance of international economic integration. And the European Union continues to unify much of Europe along not only economic but also political and military lines.




Even more critical, however, are transnational organizations— wholly nonstate actors. Transnational organizations are self-sufficient, privately supported organizations that transcend both nation-state borders and any need of nation-state sponsorship. Moreover, these organizations pursue their own transnational interests across the territorial borders of numerous nation-states.[18]




Intergovernmental organizations and transnational organizations are very different forms of global actors. One way to distinguish between them is that intergovernmental organizations require accord among nation-states in order to pursue their aims. Transnational organizations, which lack territory of their own, require access to nation-states in order to pursue their aims. Since only nation-states or military alliances may resort to overt military invasion, this particular type of access includes either invitation or infiltration.




There are at least eight types of transnational organizations. These include corporations; crime syndicates; professional, humanitarian, environmental, and religious organizations; religious cults; and terrorist organizations.




Transnational corporations are business firms which are based in one nation-state, yet do business in many nation-states. Significant examples (with their major products in parentheses) include General Motors and Toyota (motor vehicles), ExxonMobil (petroleum products), and Philip Morris (tobacco products). Transnational corporations have tremendouseconomicpower—and,byextension,politicalpower.Forexample, the gross revenues, or total earnings, of certain transnational corporations are consistently greater then the combined gross domestic product of several of the world’s medium-size nation-states.




Transnational crime syndicates are organizations which produce and distribute illegal drugs, arms, and other goods and services on a global basis. Contemporary examples include the Sicilian mafia, the Russian mafiya, and the Chinese triads. Other examples include the Medellín and Cali drug cartels, which, although based in Colombia, distributed their products through global networks. It might also be noted that the line between terrorism and drug trafficking sometimes becomes blurred. This dynamic, sometimes termed narco-terrorism, occurs when: (1) transnational crime syndicates resort to terrorist tactics, (2) terrorist organizations themselves resort to drug trafficking, or (3) terrorist organizations forge interorganizational alliances with transnational crime syndicates in order to help finance their activities.[19]




Other examples of transnational organizations include transnational professional, humanitarian, environmental, and religious organizations, religious cults, and terrorist organizations. Transnational professional organizations represent and promote professional interests on a global basis. Examples include the International Olympic Committee, the International Political Science Association, and the International Studies Association. Transnational humanitarian organizations promote human rights concerns on a global basis. Examples include the International Red Cross and Amnesty International. Transnational environmental organizations are organizations which (for the most part legally and peacefully) promote ecological concerns on a global basis. Examples include the World Wide Fund for Nature and the International Wildlife Coalition. Transnational religious organizations seek to peacefully promote their religious beliefs and interests on a transnational basis. Examples include both mainstream religious organizations, such as the Presbyterian Church, and transnational religious cults. (It is interesting to note that one such mainstream organization, the Roman Catholic Church, is also a nation-state—Vatican City.) Transnational religious cults are tightly knit and united by total devotion to a leader who serves as the source of the organization’s ideology. Examples include Aum Shinrikyo (which might also be considered as both a transnational corporation and a transnational terrorist organization), the People’s Temple, and the Solar Temple.




Transnational terrorist organizations, which are among the most frightening illustrations of transnational organizations functioning within a polyplex global system, are the topic of the next chapter.



[18] The term transnational organization is being used in place of the customary, but more general, term nonstate organization. Transnational organization is the preferred term because these organizations are indeed nonstate, but also transcend both state borders and state interests. Strictly speaking, the term nonstate organizations might also encompass those organizations which function exclusively within the borders of single nation-states. The seminal work on transnational relations is Robert Keohane and Joseph Nye, Transnational Relations and World Politics. See also Werner J. Feld, International Relations, and Thomas Risse-Kappen, Bringing Transnational Relations Back In.



[19] For an excellent analysis, see Rachel Ehrenfeld, Narco-terrorism.




      

    

  
    
      

Chapter Three: Transnational Terrorism and the New Global Disorder






Take, for instance, a twig and a pillar, or the ugly person and the great beauty, and all the strange and monstrous transformations. These are all leveled together by Tao. Division is the same as creation; creation is the same as destruction.




Chuang Tzu, “On Leveling All Things”







THE THOROUGH TRANSFORMATION of the global system roughly parallels the dramatic evolution of terrorism. Just as nation-states once functioned as supreme actors dominating a highly structured global order, the typical terrorist organization once operated within the clearly defined borders of a single nation-state. Since the first rumblings of the new global disorder, however, nation-states have had little choice but to grudgingly and awkwardly share the global stage with relatively new types of actors. One such new type of actor is the transnational organization, and one of the most significant examples is the transnational terrorist organization.




The transformation of the old polar global order into a new polyplex global disorder was examined in the previous chapter. This chapter explores a number of related questions:




	

What methods are used by transnational terrorist organizations to become dynamic, self-sustaining global actors which so significantly contribute to the new global disorder?





	

In what ways has the new global disorder itself contributed to the problem of transnational terrorism?





	

What is the specific nature of transnational terrorism?










      

    

  
    
      

Transnational Terrorism: Means and Opportunities




The transnational terrorist organization (TTO) is by no means a completely different form of transnational, or terrorist, actor. Like all transnational organizations, TTOs (1) are self-sufficient, privately supported organizations that transcend both nation-state boundaries and any need of nation-state sponsorship; (2) pursue their own transnational interests across the territorial borders of numerous nation-states; and (3) lacking sovereign territory of their own, require access to nation-states in order to pursue their aims. Like all terrorist organizations, TTOs (1) use, or threaten to use, violence imposed from below against certain symbolic victims or objects, and (2) utilize these means in order to indirectly coerce a primary target (typically, a nation-state or nation-states) to accept some demanded outcome through the fomenting of intense fear or anxiety.




As previously noted, there are, on the other hand, important functional and organizational differences between the three generations of terrorist organizations. First-generation, intranational terrorist organizations, which neither require nor receive financial or other support from nation-states, conduct their operations entirely within the boundaries of a particular nation-state. Second-generation, international terrorist organizations and third-generation, transnational terrorist organizations routinely conduct their activities across nation-state borders. Unlike international terrorist organizations, however, TTOs neither require nor receive nation-state sponsorship. TTOs are thus genuinely transnational in nature, in that they are independent, privately financed organizations whose global operations—like those of transnational corporations or crime syndicates—necessitate only some degree of access to a nation-state’s territory in order to plan and conduct their operations. Operations within these territories, moreover, may be readily shifted across national borders as circumstances favorable to the TTO, rather than any particular nation-state, may dictate.[20]




Three basic tactics enable transnational terrorist organizations to secure access to a nation-state’s territory. These tactics are brought into play when transnational terrorist organizations exploit




	

common ideological beliefs or political interests shared with the ruling regime of a nation-state or substate region





	

the decline or disintegration of a nation-state’s legitimate central authority, or effective challenges to that authority by religious, ethnic, or political strife





	

various covert methods used to penetrate the borders of nationstates whose central governments may possess no, weak, or even strong degrees of authority










In the first instance, transnational terrorist organizations frequently share ideological beliefs and political interests with the ruling regime of a particular nation-state or substate region. For example, al-Qaeda, a loosely structured, far-flung TTO, was once welcomed by Islamic fundamentalist regimes which shared some or all of that organization’s religious, political, and social beliefs. One of those regimes continues to govern most of Sudan; the other once governed much of Afghanistan.




In the second instance, TTOs (like transnational crime syndicates) are able to base or otherwise conduct their operations in nation-states where fierce political, religious, or ethnic conflict has caused central authority to be seriously challenged. As Stephen Sloan notes, transnational terrorists






... move in what has been called the “gray areas,” those regions where control has shifted from legitimate governments to new halfpolitical, half-criminal powers. In this environment the line between state and rogue state, and rogue state and criminal enterprise will be increasingly blurred. Each will seek out new and profitable targets through terrorism in an international order that is already under assault.[21]







The growing number of nation-states which are vulnerable to TTO (and transnational crime syndicate) penetration is a source of increasingly serious concern to a variety of global actors, including nation-states, intergovernmental organizations, and transnational corporations.[22]




Lastly, TTOs are also able to gain access to nation-state territory through various covert means. In some cases, TTOs pay secret bribes to government officials. There are strong indications that al-Qaeda may have utilized this tactic in order to gain bases of operation in Sudan and Afghanistan. The positioning of covert operatives under false pretexts is another favorite tactic. Entering a target nation-state by carrying false student, business, or travel identification is a tactic that can be used effectively against weak and powerful nation-states alike. These tactics are particularly effective in penetrating the borders of the great democracies of the world, as Americans learned to their horror after September 11, 2001. They are effective because of relatively little restriction on the movement of foreign visitors who enter these nation-states for what appear to be legitimate purposes. Transnational terrorists have also used these methods to enter nation-states as diverse as Canada, France, Britain, Germany, Belgium, Argentina, Jordan, Kuwait, Bangladesh, Australia, Russia, Zaire, and even China and Iran. One example is that of Aum Shinrikyo, a Japanese-based organization which was part transnational religious cult, part transnational corporation, and part transnational terrorist organization. In 1992, members of Aum Shinrikyo traveled to Zaire in order to obtain Ebola virus samples. In entering Zaire, this organization claimed to be on a “relief” or “humanitarian” mission.[23]




Despite the views of some observers, international terrorist organizations, which must constantly defer to the political, military, and economic interests of their nation-state sponsors, are not transnational in nature, due to their inability to transcend their need for nation-state sponsorship. For example, the interests of nation-states such as Sudan, Jordan, Tunisia, Libya, and the former Soviet Union have almost always taken precedence over the goals of their clients, such as the Palestine Liberation Organization (PLO), the Popular Front for the Liberation of Palestine (PFLP), the Popular Front for the Liberation of Palestine– General Command, the Palestine Liberation Front (PLF), the Abu Nidal organization, the Red Army Faction, and the Red Brigades. In these cases, whenever the relationship between client and sponsor proved to be too much of a political, military, or economic burden to the sponsor, the relationship was always severed, sometimes bloodily. Moreover, the termination of that relationship was almost always structured along terms favorable to the nation-state involved, rather than to the terrorist organization.




There are a number of examples, some quite dramatic, that illustrate this stubborn pattern. The Abu Nidal organization was expelled from Sudan in 1970 after it had begun to recruit exiled Palestinian students who had taken up residence there. In September 1970, the PFLP, then supported by Jordan, hijacked to Jordan or otherwise attacked four commercial jetliners. Jordan’s King Hussein responded to these humiliating events by quelling the uprising, ordering the killing of hundreds of Palestinian terrorists, and expelling various Palestinian terrorist organizations from Jordan. In 1985, when the PLO’s headquarters in Tunisia were bombed during an Israeli air raid, the Tunisian government quickly seized upon the raid as an opportunity to discard its client. When the Libyan cities of Tripoli and Benghazi were subjected to U.S. air raids in retaliation for Libyan leader Moammar Qadafy’s sponsorship of a 1986 West Berlin nightclub bombing, Qadafy promptly and drastically scaled back his overt patronage of numerous international terrorist organizations. When various Palestinian and left-wing terrorist organizations backed by the Soviet Union and other Eastern bloc nation-states no longer served the interests of those nation-states, sponsorship was abruptly withdrawn.[24]




The fact that TTOs may place their own needs at the top of their own agendas clearly demonstrates their ability to function fairly autonomously within the new global disorder. An excellent example occurred after the September 11, 2001, attacks against the World Trade Center and the Pentagon. Seizing upon clear evidence of al-Qaeda involvement, President George W. Bush demanded that Afghanistan’s former Taliban regime “handover the terrorists” to U.S. officials. Although it was clearly in the interest of the Taliban regime to expel al-Qaeda from Afghanistan, that regime was either unwilling or unable to do so. With respect to autonomy, TTOs may thus actually bear a closer resemblance to first generation, intranational terrorist groups than to second-generation, international ones. In at least this respect, it appears that the evolution of terrorist organizations has come full circle.



[20] The general concept of transnational terrorism was first suggested by StephenSloan in his Anatomy of Non-Territorial Terrorism, 3. In this work, Sloan introduced a new term, non-territorial terrorism, or NTT, defined as “a form of terror that is not confined to a clearly delineated geographical area.”



[21] Stephen Sloan, “Terrorism: How Vulnerable Is the United States?” in Stephen C. Pelletiere, ed., Terrorism, 63. The concept of “gray areas” within which legitimate nation-state authority has broken down and which provide convenient access to opportunistic TTOs, transnational crime syndicates, and other transnational organizations seems to have been introduced by Peter Lupsha in his “Gray Area Phenomenon: New Threats and Policy Dilemmas,” a paper presented to the Conference on High Intensity Crime/Low Intensity Conflict, September 27–30, 1992, at Chicago, Illinois. This concept was further developed in Max G. Manwaring, ed., Gray Area Phenomena, and in Max G. Manwaring and William J. Olson, eds., Managing Contemporary Conflict. Manwaring states, for example, that “[p]robably the most insidious security problem facing the United States and the rest of the world now and for the future centers on the threats to a given nation-state’s ability and willingness ... to deal with transnational threats to the control of national territory.... The major players involved in these threats to the stability of targeted nation-states generally include non-state actors and non-governmental groups who may or may not be supported by other non-state entities or nation-states. This is the gray area phenomenon ...” See Max G. Manwaring, “Beyond the Cold War,” in Manwaring, ed., Gray Area Phenomena, 63. Scott B. MacDonald argues that “[a] key element of the disorder of nations is the ‘gray area’ where the jurisdiction of governments is ineffective in maintaining control over a particular geographic area or a type of activity” in MacDonald, “The New ‘Bad Guys,’” in Manwaring, ed., Gray Area Phenomena, 34.



[22] Nation-states which have in recent years endured such conflict and been subjected to varying degrees of transnational terrorist (and transnational criminal) infiltration include: Afghanistan, Albania, Algeria, Angola, Armenia, Azerbaijan, Bangladesh, Bolivia, Bosnia-Herzegovina, Bulgaria, Burundi, Colombia, Congo, Ecuador, Egypt, El Salvador, Eritrea, Ethiopia, Georgia, Guatemala, Guinea-Bissau, India, Indonesia, Iraq, Jordan, Kazakhstan, Kyrgyzstan, Lebanon, Liberia, Mexico, Myanmar, Pakistan, Panama, Peru, Philippines, Republic of Congo, Russia, Rwanda, Senegal, Sierra Leone, Somalia, South Africa, Sri Lanka, Sudan, Tajikistan, Turkey, Turkmenistan, Uganda, Ukraine, Uzbekistan, Venezuela, Yemen, and Yugoslavia. Although lengthy, the preceding is by no means an exhaustive list of the world’s “gray areas.”



[23] For more on Aum Shinrikyo’s Zaire visit, see Gavin Cameron, “Multi-trackMicroproliferation,” Studies in Conflict and Terrorism 22 (1999): 295; David E. Kaplan and Andrew Marshall, The Cult at the End of the World, 97; and Robert Jay Lifton, Destroying the World to Save It, 186–187. In its quest for weapons of mass destruction, Aum Shinrikyo had in fact created a network of transnational front companies. For more on this point, see especially Kaplan and Marshall, The Cult at the End of the World, 90–92.



[24] One might also speculate about whether the declining volume of Puerto Ricanethnonationalist terrorism by formerly Cuban-sponsored organizations such as the FALN, Los Macheteros, and the Armed Revolutionary Movement is linked to Cuba’s increasing isolation, vulnerability, and economic decline since the collapse of her own patron-state, the Soviet Union. There also appears to have been a relative decrease in Syrian sponsorship of Palestinian terrorist organizations at least since Operation Desert Storm, an international conflict which placed Syria (at one time a major sponsor of various Palestinian terrorist organizations) and the United States within the same coalition. For a number of reasons, sponsorship of international terrorism by nation-states such as Libya, North Korea, and South Yemen also appears to be declining. It might be noted that King Hussein’s expulsion of Palestinian terrorist organizations from Jordan in September 1970 inspired the formation of the Black September international terrorist organization. Black September, itself an offshoot of the Palestine Liberation Organization, claimed responsibility for the 1972 Munich Olympics attack, which resulted in the deaths of eleven Israeli athletes and coaches. Three of the best sources on Black September are John K. Cooley, Green March, Black September; Christopher Dobson, Black September; and George Jonas, Vengeance.




      

    

  
    
      

The Nature of Transnational Terrorism




What, in more specific terms, is the nature of transnational terrorism? In order to better understand the nature of TTOs, it is first necessary to analyze three elements which provide identity for them (and, as a general matter, for any terrorist organization). These elements include (1) motivations, (2) behavior and structure, and (3) choice of incidents and targets.




First-generation (and, to some degree, earlier second-generation) terrorist organizations were easily identified as durable and static, with goals—such as the payment of ransom or the release of imprisoned members—which were generally clear and relatively limited. Such goals were, if not justifiable, at least comprehensible to external observers. Transnational terrorist organizations, on the other hand, fail to communicate realistic or clear-cut goals. Many TTOs, in fact, issue no verbal communications related to their attacks, or, in certain cases, their existence itself.




Unlike previous generations of terrorist organizations, many TTOs also tend to have extremely short lifespans. Most TTOs are in fact small, ad hoc entities, or cells, created for the ultimate purpose of contributing to a single act of terrorism. These cells typically serve as subunits of larger, more permanent TTOs. Operational secrecy between, and even within, individual cells means that the apprehension of specific members or even entire cells may pose little or no threat to other cell members, other cells, or the TTO as a whole.




Moreover, factionalism within larger TTOs occasionally leads to the establishment of splinter organizations, which may or may not continue to associate with—or may actually turn against—their parent TTOs. Alliances or coalitions between similar or even diverse TTOs, between TTOs and transnational crime syndicates, or between TTOs and international terrorist organizations also naturally lead to multiple centers of decision-making.




The issue of TTO membership must also be noted. Transnational terrorist organizations make heavy use of so-called sleeper cells, whose members remain inactive—and, most critically, unnoticed—until they receive their operational orders. TTOs also welcome the efforts of socalled amateurs, individuals who have neither prior terrorist experience nor criminal records. Also known as “freelancers,” these individuals may independently subcontract their services to various TTOs (or transnational crime syndicates). TTOs also utilize “cut-outs”—unwitting patsies or pawns. A TTO may even consist of a “lone wolf,” a single individual whose sinister aims are virtually undetectable, and whose rudimentary organization is almost impossible to infiltrate.




Given the peculiar structure, personnel characteristics, and personnel dynamics of most TTOs, it should come as no surprise that they are extremely effective in carrying out their specific activities. The old global order counterterrorist had the luxury of focusing on a more-or-less known quantity of homogeneous individuals who were members of a relatively durable and static terrorist organization. For now understandable reasons, counterterrorists enjoy no such luxury in the new global disorder.




Like more recent international terrorists, transnational terrorists tend to engage in indistinct, indiscriminate, and almost incomprehensible acts of violence resulting in large numbers of casualties. They have also begun to make more and more frequent use of what are commonly referred to as weapons of mass destruction (WMDs). Thus far, those weapons have included: (1) large, sophisticated, conventional explosive devices, (2) nonconventional chemical and biological substances, and even (3) large makeshift weapons. Furthermore, there is general consensus, if not universal agreement, that TTOs (as well as other types of terrorist organizations) will execute future nonconventional or “superterrorist” scenarios, which would involve the further deployment of chemical or biological weapons as well as the use of radiological or even nuclear arms.




What is most relevant about the willingness of TTOs to use weapons of mass destruction is that they typically exhibit little restraint in selecting their targets. Earlier terrorist organizations had indeed observed the dictum that terrorists “want a lot of people watching, not a lot of people dead.” These groups preferred to limit the numbers and types of casualties produced by their acts. Later international, and transnational, terrorist organizations have tended to demonstrate no such restraint. Indeed, while the number of terrorist incidents has actually decreased in recent years, the number of terrorism-related casualties (both deaths and injuries) has dramatically increased during the same period. Moreover, more recent transnational terrorist targets have come to include highprofile, highly populated physical symbols of Western—and particularly American—influence.[25]




Lastly, transnational—like more recent international—terrorists rarely claim responsibility for their behavior. First-generation and earlier second-generation terrorist organizations frequently claimed credit or responsibility for their acts via lengthy communiqués or brief statements, generally issued through the news media. On the other hand, anonymous terrorism has become the norm, rather than the exception, during the last fifteen to twenty years. What, for instance, were the stated goals of the 1993 World Trade Center bombing, the nearly simultaneous bombings of the U.S. embassies in Nairobi, Kenya, and Dar es Salaam, Tanzania, in 1998, the bombing of the destroyer USS Cole in 2000, or the suicide hijackings of September 11, 2001? What was the stated purpose of the release of lethal sarin nerve gas in the cities of Matsumoto and Tokyo, Japan, in 1994 and 1995? Although intensive investigation revealed that these horrific acts were the work of transnational terrorists, no organization ever made demands clearly associated with those acts. Moreover, it was not until after arrests were made for these attacks that responsibility for their commission was even acknowledged, let alone claimed.




Later international and transnational terrorists have not wished to be identified for a number of entirely rational reasons. First, there is increasing determination among many nation-states to seek out, capture, prosecute, and punish terrorists. Coupled with this determination is a new level of sophistication in counterterrorist strategies, tactics, and equipment. Openly claiming responsibility for major terrorist attacks simply invites further unwanted exposure, public outrage, and, potentially, the very destruction of the entire organization.




There are a number of other reasons why transnational terrorists no longer feel a need to claim authorship for their acts. These include:




	

the growing strength of transnational terrorist organizations





	

the increasing refusal or inability of nation-states to grant the demands of terrorists





	

the tremendous and widespread publicity automatically generated by any employment of weapons of mass destruction





	

the fact that anonymous terrorist acts may be even more terrifying to the public than acts for which authorship is formally claimed





	

the fact that transnational terrorists who have religious motivations may feel that their act alone serves as a means of communication with the only audience which matters—i.e., God[26]










There are certain specific factors which have served to increase the number of TTOs. The five most important factors contributing to the growth of transnational terrorism during the new global disorder period are:




	

the development of religious issues which transcend nation-state boundaries





	

the increasing permeability of nation-state borders





	

the development of new sources of funding and other support





	

the growing availability of weapons of mass destruction





	

dramatic advances in communications technology










First, many religious issues transcend nation-state borders. For example, radical Islamic fundamentalists who demand nothing less than a total Western retreat from the entire Islamic world feel compelled to attack Western interests throughout the world. These attacks have taken place in Asia, Africa, Europe, North America, and South America.




Second, nation-state borders are becoming increasingly permeable or even irrelevant. In Europe, the advent of the European Union (EU) is gradually bringing about the virtual tearing down of many European border crossings. One may only speculate as to whether the disintegration of Europe’s borders will be accompanied by an equivalent increase in trust and cooperation among those best equipped to counter transnational terrorists—that is, Europe’s national intelligence agencies. If cooperation continues to increase, then the maturation of the EU will greatly enhance Europe’s ability to deal with TTOs operating on that continent. Travel across the borders separating Canada, the United States, and Mexico—still relatively easy—also satisfies the mobility requirements of transnational terrorists and simplifies their task of obtaining access to large areas of nation-state territory. The disintegration of the former Soviet Union, Yugoslavia, and other nation-states, and the accompanying advent of newly established (and vaguely defined) nationstate borders, further serves the needs of TTOs. The development of the Internet also makes the notion of nation-state borders increasingly irrelevant. This shrinking of the global village greatly, albeit unintentionally, contributes to the scourge of transnational terrorism.[27]




Third, as nation-states have become more reluctant to finance or otherwise support terrorist organizations, the specter of international, state-supported terrorism has declined. As always, money is the lifeblood of terrorist organizations; all terrorist organizations, without exception, need some source of financing and support. Like the intranational terrorist organizations of an earlier era, transnational terrorist organizations are largely self-sufficient because they have been able to turn to nonstate sources for financing and support. These sources include other TTOs, other types of transnational actors (e.g., transnational crime syndicates), and miscellaneous private sources.




Fourth, weapons of mass destruction have become cheaper and easier for terrorist organizations to acquire. This fact provides TTOs with additional options to consider when engaging in their activities. The prospect of chemical, biological, radiological, or even nuclear weapons obtained by transnational terrorists from within the former Soviet republics, or other nations, is an issue which is taken very seriously by nation-states throughout the world. Chemical and biological weapons are also available to transnational terrorists from any number of other public sources; this too is a matter which haunts global policymakers. Surface-to-air missiles, such as American-made Stingers, and surface-tosurface missiles have been available to various types of terrorist organizations for years. In addition, surface-to-surface missiles may be guided to their targets by inexpensive global positioning systems (GPS).




Lastly, dramatic advancements in communications technology allow terrorists to transmit messages to one another much more easily, much more cheaply, and in greater secrecy than in the past. The development of the Internet and of cellular telecommunications makes it considerably easier for transnational terrorists and their allies to engage in global communications. It has also been speculated that transnational terrorists utilize “embedded” Internet or video—so-called messages-withinmessages. Equally alarming is the growing availability of advanced encryption technology, which makes it possible for terrorists to convey sensitive, coded information in greatly increased secrecy. And, of course, when all else fails, TTOs may (as al-Qaeda has since at least 1998) employ simple human means of communication.[28]



[25] For more on the point that, although the number of terrorist incidents hasbeen decreasing in recent years, the number of terrorist casualties is actually increasing, see, for example, Bruce Hoffman, “Terrorism Trends and Prospects,” in Ian O. Lesser et al., eds., Countering the New Terrorism, 7–38, and Roger Medd and Frank Goldstein, “International Terrorism on the Eve of a New Millennium,” Studies in Conflict and Terrorism 20 (1997): 286–287.



[26] The issue of anonymous terrorism has been addressed by a number of observers. See especially Bruce Hoffman, “Why Terrorists Don’t Claim Credit,” Terrorism and Political Violence 9 (1997): 1–6; Dennis A. Pluchinsky, “The Terrorism Puzzle,” Terrorism and Political Violence 9 (1997): 7–10; and David C. Rapoport, “To Claim or Not to Claim,” Terrorism and Political Violence 9 (1997): 11–17. See also Bruce Hoffman, “Reply to Pluchinsky and Rapoport Comments,” Terrorism and Political Violence 9 (1997): 18–19.



[27] The relationship between the rise of the European Union, the tearing down ofEuropean border crossings, and security threats such as transnational terrorism is explored in Kjell Eliassen, ed., Foreign and Security Policy in the European Union; Stephen Iwan Griffiths, Nationalism and Ethnic Conflict; Fernando Reinares, ed., European Democracies against Terrorism; and Jenone Walker, Security and Arms Control in Post-Confrontation Europe.



[28] How far counterterrorists may go in decoding encrypted communications hasbecome the subject of an increasingly serious debate. On the general issue of how new information technologies have immensely strengthened the positions of transnational organizations relative to those of states, see especially Walter B. Wriston, The Twilight of Sovereignty.




      

    

  
    
      

Chapter Four: Ethnoterrorism: Menace From Within and Without






In friendship false, implacable in hate, Resolv’d to ruin or to rule the state.




John Dryden, “Absalom and Achitophel”







THE NEW GLOBAL DISORDER is rich with irony, paradox, and contradiction. On the one hand, the dawning of the twenty-first century has been hailed as a period of increasing “globalization.” On the other hand, the advent of the millennium is condemned as an era of renewed “tribalization.” Globalization is the technological and cultural shrinking of the global community, leading to the presumed emergence of some broad form of global identity, or even global citizenship. Tribalization, on the other hand, is the fragmentation of nation-state populations along relatively narrow ethnic, religious, or other such “tribal” lines.




In his provocative and highly influential book, Jihad vs. McWorld, Benjamin R. Barber argues convincingly that civilization is being reshaped not by globalization or tribalization alone, but by both. As Barber puts it,






... our world and our lives are caught between what William Butler Yeats called the two eternities of race and soul: that of race reflecting the tribal past, that of soul anticipating the cosmopolitan future.... The first scenario rooted in race holds out the grim prospect of a retribalization of large swaths of humankind by war and bloodshed: a threatened balkanization of nation-states in which culture is pitted against culture, people against people, tribe against tribe.... The second paints that future in shimmering pastels, a busy portrait of onrushing economic, technological, and ecological forces that demand integration and uniformity and that mesmerize peoples everywhere with fast music, fast computers, and fast food—MTV, Macintosh, and McDonald’s—pressing nations into one homogenous global theme park, one McWorld tied together by communications, information, entertainment, and commerce.[29]







Barber is quite correct. The new global disorder is characterized not merely by globalization or tribalization, but rather, by both of these powerful forces.




Ethnoterrorism, or terrorism intended to foster new nation-states for stateless ethnic groups, is one of the more dramatic and frightening consequences of tribalization. Ethnoterrorism is also one of the most common and widespread forms of contemporary terrorism, as well as the oldest and most enduring form of transnational terrorism. In analyzing the problem of ethnoterrorism, this chapter addresses four essential questions:




	

What is meant by the terms ethnicity and ethnic group?





	

What factors lead to violent conflict between ethnic groups?





	

Why are ethnicity and ethnic conflict fundamentally transnational phenomena?





	

How do major ethnoterrorist organizations illustrate that ethnoterrorism has become, in large part, a transnational issue?









[29] Benjamin R. Barber, Jihad vs. McWorld, 3–4. Works which address the theme of a tribalistic reaction against globalization include Brzezinski, Out of Control; Bull, The Anarchical Society; Kenneth Christie, Ethnic Conflict, Tribal Politics; Carl Conn, Culture Wars and the Global Village; Stanley Hoffman, World Disorders; Huntington, The Clash of Civilizations and the Remaking of World Order; Michael W. Hughey, New Tribalisms; Erik Melander, Anarchy Within; Daniel Patrick Moynihan, Pandaemonium; Manning Nash, The Cauldron of Ethnicity in the Modern World; James N. Rosenau, Turbulence in World Politics; Robert C. Trundle, Jr., “Has Global Ethnic Conflict Superseded Cold War Ideology?” Studies in Conflict and Terrorism 19 (1996): 93–107; and Winston A. van Horne, ed., Global Convulsions. Globalization is also a central theme in Maryann K. Cusimano, ed., Beyond Sovereignty; Heidi H. Hobbs, ed., Pondering Postinternationalism; and Richard W. Mansbach and Edward Rhodes, eds., Global Politics in a Changing World.




      

    

  
    
      

What Is Ethnicity?




Many observers find that the terms ethnicity and ethnic group are excruciatingly difficult to define. In suggesting what is perhaps the best single definition for the term ethnic group, renowned sociologist Talcott Parsons states:






In spite of the difficulty of being specific about criterial features and components, what social scientists have called ethnic groups do belong to a relatively distinctive sociological type. This is a group the members of which have, both with respect to their own sentiments and those of non-members, a distinctive identity which is rooted in some kind of a distinctive sense of its history. It is, moreover, a diffusely defined group sociologically quite different from collectivities with specific functions. For the members it characterizes what the individual is rather than what he does.[30]







Parsons goes on to observe that ethnicity






... is a primary collective aspect concerning the identity of whole persons, not of any particular aspect of them. Common culture is probably the most important general core, but it is a culture which has some feature of temporal continuity often reaching into an indefinite past. An ethnic group is, of course, always a group consisting of members of all ages and both sexes and ethnicity is always shared by forebears at some level. It is thus a transgenerational type of group.[31]







On the individual level, ethnicity enables a person to answer the question, Who am I as a whole person? rather than, Why is this part of me like it is? A sense of ethnicity allows an individual to answer this question with rejoinders such as, I am a Pole, I am a Basque, or I am a Jew. A sense of ethnicity does not, however, enable an individual to answer questions such as, Why do I have blond hair? or, Why do I have a fair complexion? or, Why do I have blond hair and a fair complexion? Ethnicity also allows an individual to understand who he or she is, rather than what he or she does. It enables an individual to understand that he or she is of Polish, Basque, or Jewish descent, but not why he or she pursues a particular career or hobby.




Parsons is quite correct. On the collective level, an ethnic group is a group of individuals who share the same ethnicity. Poles, Basques, and Jews are three such groups. An ethnic group, as a whole, also has a distinct shared identity and sense of history, and a common culture rooted in that history. Lastly, as may be observed in these three examples, all ethnic groups are comprised of individuals of both genders and of all ages.[32]




The terms ethnicity and nationalism are frequently used interchangeably, or in combination. Taking a more useful approach, Michael Ignatieff clearly distinguishes between “civic nationalism” and “ethnic nationalism.” For Ignatieff, civic nationalism






... maintains that the nation should be composed of all those—regardless of race, color, creed, gender, language, or ethnicity—who should subscribe to the nation’s political creed. This nationalism is called civic because it envisages the nation as a community of equal, rights-bearing citizens, united in patriotic attachment to a shared set of political practices and values.[33]







Ethnic nationalism implies, on the other hand,






... that an individual’s deepest attachments are inherited, not chosen. It is the national community that defines the individual, not the individuals who define the national community. This psychology of belonging may have greater depth than civic nationalism’s, but the sociology that accompanies it is a good deal less realistic.[34]







Ignatieff’s perspectives are entirely sound. He views civic nationalism— which may be chosen—as far more artificial than ethnic nationalism, which is inherited.[35]




The term race has also been used either synonymously or in combination with the term ethnicity, as in the use of the compound term ethnic race. Rather, the term race should apply to physical characteristics, usually in combination—such as blond hair and fair complexion— which are inherited, rather than chosen. These physical characteristics tell us about parts of a person’s appearance, which are readily observable, or about aspects of a person’s physiological makeup, which may or may not be readily visible. Finally, race is typically—albeit not universally—a poor indicator of how a person may view his or her own whole identity.[36]



[30] Talcott Parsons, “Some Theoretical Considerations on the Nature and Trendsof Change of Ethnicity,” in Nathan Glazer and Daniel P. Moynihan, eds., Ethnicity, 56 (Emphasis in original.)



[31] Ibid., 57. (Emphasis deleted.)



[32] Parsons thus blurs some of the distinctions between what Lake and Rothchildclassify as the “primordialist,” the “instrumentalist,” and the “constructivist” approaches toward ethnicity. Lake and Rothchild argue that the primordialist approach views ethnicity as a “fixed characteristic of individuals and communities ... rooted in inherited biological traits or centuries of past practice now beyond the ability of individuals or groups to alter.” They state that the instrumentalist approach “understands ethnicity as a tool used by individuals, groups, or elites to obtain some larger, typically material end.” The constructivist approach accepts that ethnicity “is constructed from dense webs of social interactions. In the constructivist view, ethnicity is not an individual attribute but a social phenomenon. A person’s identity remains beyond the choice or control of that individual.” See David A. Lake and Donald Rothchild, “Spreading Fear,” in Lake and Rothchild, eds., The International Spread of Ethnic Conflict, 5, 6.



[33] Michael Ignatieff, Blood and Belonging, 6. The term creed may be defined as any set of basic or core beliefs.



[34] Ibid., 7–8. Gurr also speaks of “ethnonationalists,” or “[l]arge, regionallyconcentrated peoples with a history of organized political autonomy who have pursued separatist objectives.” See Ted Robert Gurr, Minorities at Risk, 18. See also Gurr, Peoples versus States, and Rajat Ganguly and Raymond C. Taras, Understanding Ethnic Conflict, 23–24.



[35] On the general topic of ethnic nationalism, see also Walker Connor, Ethnonationalism.



[36] For example, the recently stated preference of many American citizens claiming African ancestry to be identified as “African-Americans,” rather than as (previously used terms such as) blacks, negroes, or coloreds, may well derive from their desire to be considered as an ethnic, rather than as a racial, group. African-Americans thus join the ranks of such ethnic groups as, for example, Irish-Americans, ItalianAmericans, Hispanic-Americans, and Native Americans. During the late 1960s and early 1970s, a similarly motivated preference was expressed for African-Americans to be identified as “Afro-Americans.”




      

    

  
    
      

Ethnic Conflict: An Analysis




What factors lead to violent conflict between ethnic groups? Longstanding—and typically mutual—hatreds between ethnic groups almost always underlie violent ethnic conflict. These hatreds may be based on religious or racial differences, perceptions of ethnic superiority, or ethnic scapegoating (i.e., the placing of blame for any or all unpleasant political, social, or economic circumstances or events upon a specifically targeted ethnic group). Violent conflict between ethnic groups may be traced to four political, economic, and religious factors: (1) political and economic crises, (2) the revival of long-standing ethnic hatreds by ultranationalistic political leaders, (3) religious disputes that are manipulated by religious fundamentalists, and (4) territorial disputes.[37]




There are untold examples of violent ethnic conflicts brought about by political crises. The disintegration of once-stable nation-states and international warfare are two dynamics which are likely to bring ethnic conflicts to the surface. The political, economic, and military disintegration of the former Soviet Union, the bloody dismantling of Yugoslavia, Indonesia’s grudging granting of independence to East Timor, and the remarkably peaceful division of Czechoslovakia have led to the creation of new nation-states for a limited number of fortunate ethnic groups. The peoples of the Ukraine, Lithuania, Georgia, Armenia, Slovenia, Macedonia, East Timor, the Czech Republic, and Slovakia thus now govern their own nation-states. Developments like these, however, have also led to understandable frustrations among other ethnic groups whose desires for nation-state status continue to be thwarted. The Chechen, Kurdish, Basque, Puerto Rican, Sikh, Tamil, and Kashmiri peoples, to cite but a few examples, continue to lack full-fledged nationstate status.[38]




Warfare between nation-states also provides opportunities for interethnic violence. It was in the midst of the First World War (1914–1918) that the undercurrent of ethnic conflict between the Irish and the English came to a boil. The result was the Irish-led Easter Rebellion of April 24– May 1, 1916. One of the primary causes of the Easter Rebellion was the resistance of many Irish people to fighting in what was viewed as “England’s war” against Germany, Austria-Hungary, and the Ottoman Empire. The Irish rebellion was renewed when riots broke out in Dublin on June 10, 1917. These events ultimately led to the creation of the Irish Free State and the evacuation of the last British troops from that newly established nation in December 1922. Another example of international conflict leading to ethnic violence took place in 1915, when more than one million Armenians were slaughtered by the ruling Turkish majority of the warring—and disintegrating—Ottoman Empire. It was also during the First World War that a small number of innocent GermanAmericans were tarred, feathered, and beaten—or, in one case in Illinois, lynched by a drunken mob. Another example is the devastating war waged by Japan against China from 1931 to 1945, which led to the massacre of millions of Chinese civilians by the occupation forces of the Imperial Japanese Army. The most glaring, and horrifying, example of ethnic violence during international conflict was the wholesale extermination of nearly all of Europe’s Jewish population in the Nazi-engineered Holocaust during the Second World War.




Ethnic violence also results, in many instances, when ultranationalistic political leaders stir up long-standing ethnic hatreds in order to achieve short-term political aims. In many cases, this type of political manipulation takes place during political crises like those discussed above. For example, it was during the last gasps of Germany’s politically and economically chaotic Weimar Republic period (1918–1933) that Jews, Gypsies, and other ethnic groups began to be persecuted by the Nazi Party. An even more recent example took place during the collapse of Yugoslavia, when Serbian ultranationalists, such as Yugoslav president Slobodan Milosevic and Bosnian Serb leader Radovan Karadzic, promoted so-called ethnic cleansing against Croatians and Muslims in the breakaway regions of Croatia and Bosnia. Later, these ruthless war criminals used the same tactics against ethnic Albanians in the restive region of Kosovo. Milosevic’s and Karadzic’s orders led to the torture, rape, and slaughter of hundreds of thousands of Croats, Muslims, and ethnic Albanians. In south Asia, on the other hand, bloody ethnic conflict between Sri Lanka’s Sinhalese and Tamils does not seem to have been precipitated by any specific political, economic, or social crisis. Rather, it appears that that conflict was instigated solely by opportunistic, ultranationalistic political leaders on both sides of the struggle.[39]




When ultranationalistic political leaders whip up violent ethnic conflict, they seek to manipulate what Timur Kuran refers to as “public ethnic behaviors,” as opposed to “private ethnic preferences.” Kuran refers to this dynamic as “ethnic preference falsification”:






By definition, ethnic preference falsification entails an incongruity between private ethnic preferences and the preferences conveyed by public ethnic behaviors. It occurs when, for example, a CroatianYugoslav turns against her neighbors of Serbian extraction in order to appear supportive of Croat separatism, even though privately she remains committed to the ideal of Yugoslav unity. Private ethnic preferences are not directly observable, so the privately felt demand for ethnically meaningful behavior cannot be measured, except perhaps through controlled experiments. By contrast, public ethnic behaviors are observable. In terms of these concepts, ethnic dissimilation raises aggregate ethnic activity as individuals undertake more and more actions that emphasize, celebrate, or deepen ethnic divisions. Because of the possibility of preference falsification, a rise in aggregate ethnic activity can occur even without changes in private ethnic preferences, although such changes can be a contributing factor. Individuals engage in ethnic preference falsification when they come under real or imagined social pressures to undertake, or to avoid, particular ethnic behaviors.[40]







As Kuran correctly notes, the interethnic violence which ultranationalistic political leaders seek to elicit from members of their own ethnic groups may not represent the genuine forms of behavior privately preferred by members of those groups.




The third path toward violent ethnic conflict may be aggravated, or even precipitated, when such conflict is compounded by religious disputes between ethnic groups. This is particularly the case when religious fundamentalists intentionally fan the flames of ethnic conflict. For example, chronic ethnic conflict between Jews and Palestinians became further inflamed when Islamic fundamentalist groups such as Hamas and Hizbollah and Jewish extremist groups such as Gush Emunim lent a radical religious dimension to the already bitter Israeli-Palestinian conflict. In another case, the drive for Kashmiri separatism received new urgency when Hindu nationalists, who largely ignored Hindu attacks against Muslims (such as those who wish to govern an independent Kashmir), gained power in India. The drive for an independent Sikh nation-state (which would be named “Khalistan”) carved out of the present borders of India is based upon both ethnic and religious hatreds between Hindu nationalists and radical Sikhs. The violent interethnic conflict between majority Buddhist Sinhalese and minority Hindu Tamils in Sri Lanka is another tragic example of religious preferences exacerbating underlying ethnic conflict. The decades-old “troubles” which continue to plague Northern Ireland (a region also known as Ulster) is both an ethnic conflict between Ulsterites of Irish and non-Irish ancestry and those of the Catholic and Protestant religious faiths.[41]




Lastly, virtually all violent conflict between ethnic groups stems from disputes over which group will govern or in extreme cases even inhabit a specific territory. This ethnic violence frequently occurs when a formerly intact, multiethnic nation-state disintegrates or is otherwise dismantled. Ignatieff’s differentiation of civic nationalism from ethnic nationalism is particularly pertinent here. The demise of such nation-states results in an obvious breakdown in civic nationalism and an accompanying rise in ethnic nationalism. These dynamics compel ethnic group members, who had faithfully adhered to the ideal of civic nationalism, to now lay claim to fully independent ethnic homelands. As Myra H. Immel observes,






... feelings of being different from and superior to another ethnic group do not in and of themselves lead to violent conflict. Some other factor usually comes into play, such as disputes between ... ethnic groups over territory.... The breakdown of the existing social or political order can also unleash ethnic warfare, especially in the breakup of multinational states such as the Soviet Union. In the not-toodistant past, people tended to identify themselves foremost by their nationality, their political citizenship. For example, although Yugoslavia was made up of several different ethnic groups, these people primarily identified themselves as Yugoslavs. As the nation began to fall apart, the Yugoslav people became more and more likely to base their identities on their ethnicity—the combination of cultural factors that bind people together as a permanent group. Instead of considering themselves Yugoslavs, they began to identify themselves as Serbs, Croats, Albanians, and so forth. In situations such as this, each group makes its own claim to territory and seeks political dominance or autonomy. Hostile feelings grow and fester; neighbors watch each other nervously and some eventually take sides; and, before long, violence erupts.[42]







Ethnic demands for territorial independence arise in other settings as well. Insult was added to injury when those ethnic groups which continued to be unwillingly incorporated within the Russian Federation— such as the Chechens—were treated to the added affront of seemingly selective independence for certain ethnic groups residing in other regions of the former Soviet Union, such as the Ukraine, Armenia, and Moldova. Chechen demands for a fully independent Chechnya have resulted in years of brutal interethnic violence. This fighting has included full-scale conventional warfare and massive terrorist attacks involving military troops and civilians on both the Russian and Chechen sides. Chechen-Russian ethnic conflict has also spilled over into the neighboring region of Dagestan, which, like Chechnya, seeks full independence from Moscow.




Territorial independence may also be sought by ethnic groups who reside within intact nation-states. India, Spain, Turkey, and Britain are all fine examples of reasonably to extremely viable nation-states which have experienced ethnic violence over territorial disputes.



[37] The seminal work on ethnic conflict is Donald L. Horowitz, Ethnic Groups in Conflict. For other well-done analyses of this important global dynamic, see for example Kathleen A. Cavanaugh, “Interpretations of Political Violence in Ethnically Divided Societies,” Terrorism and Political Violence 9 (1997): 33–54; Charles P. Cozic, ed., Ethnic Conflict; S. A. Giannakos, ed., Ethnic Conflict; Ted Robert Gurr and Barbara Harff, Ethnic Conflict and World Politics; Human Rights Watch, Slaughter among Neighbors; Michael Ignatieff, The Warrior’s Honor; Stuart J. Kaufman, Modern Hatreds; Charles King, “The Myth of Ethnic Warfare,” Foreign Affairs 80 (2001): 165–170; Patrick A. McGuire, “The Roots of Ethnic Violence,” in Myra H. Immel, ed., Ethnic Violence, 14–16; Richard Shultz and William Olson, Ethnic and Religious Conflict; Jay Stuller, “Nationalism Causes Ethnic Conflict,” in Charles P. Cozic, ed., Nationalism and Ethnic Conflict, 163–167; Trent N. Thomas, “Global Assessment of Current and Future Trends in Ethnic and Religious Conflict,” in Bernard Schecterman and Martin Slann, eds., Violence and Terrorism, 23–26; United Nations Research Institute for Social Development, “Four Categories of Ethnic Conflicts,” in Immel, ed., Ethnic Violence, 17–22; and Robin Wright, “Ethnic Conflict,” in Cozic, ed., Nationalism and Ethnic Conflict, 157–162.



[38] On the relationship between political crises and ethnic conflict, see for example Stephen Ryan, “Political Crises Intensify Ethnic Conflict,” in Cozic, ed., Nationalism and Ethnic Conflict, 191–193. On ethnic conflict in Russia, see especially Valery Tishkov, Ethnicity, Nationalism, and Conflict in and after the Soviet Union. On this latter point, see also Leokadia Drobizheva et al., eds., Ethnic Conflict in the Post-Soviet World. For an extremely insightful—and influential—historical account of ethnic conflict in the former Yugoslavia (and throughout the Balkans), see Robert D. Kaplan, Balkan Ghosts. See also V. P. Gagnon, “Ethnic Nationalism and International Conflict,” in Michael E. Brown, Owen R. Cote, Jr., Sean M. LynnJones, and Steven E. Miller, eds., Nationalism and Ethnic Conflict, 132–168; Michael T. Kaufman, “The Bitter Struggle between Serbs and Albanians,” in Immel, ed., Ethnic Violence, 117–121; and Chuck Sudetic, “Bosnia,” in Immel, ed., Ethnic Violence, 106–112.



[39] The term ethnic cleansing is in fact a euphemism for genocide. For more on this disturbing topic, see for example Anna Simons, “Making Sense of Ethnic Cleansing,” Studies in Conflict and Terrorism 22 (1999): 1–20. On the manipulation of long-standing ethnic hatreds by ultranationalistic political leaders, see Sonia Shah, “The Political Exploitation of Ethnicity Causes Ethnic Conflict,” in Cozic, ed., Nationalism and Ethnic Conflict, 184–190. Ethnic conflict between minority Tamils and majority Sinhalese in Sri Lanka is, as Gamini Samaranayake puts it, “not a phenomenon of recent origin but could be traced back over the centuries in the historical annals.” See Samaranayake, “Ethnic Conflict in Sri Lanka and Prospects of Management,” in Schecterman and Slann, eds., Violence and Terrorism, 94. It is nevertheless true that the Official Language Act of 1956, which decreed that the Sinhala language would be Sri Lanka’s official language, and the settlement of Sinhalese in traditionally and predominantly Tamil areas of Sri Lanka were events which have undoubtedly aggravated Sri Lanka’s chronically violent ethnic conflict. See Samaranayake, “Ethnic Conflict in Sri Lanka,” 95.



[40] Timur Kuran, “Ethnic Dissimilation and Its International Diffusion,” in Lakeand Rothchild, eds., The International Spread of Ethnic Conflict, 38–39. (Emphasis deleted.)



[41] On the interrelationship between religious conflict and ethnic conflict, see especially Mark Juergensmeyer, “Religious Radicalism Causes Ethnic Conflict,” in Cozic, ed., Nationalism and Ethnic Conflict, 168–175.



[42] Myra H. Immel, “Introduction,” in Immel, ed., Ethnic Violence, 10.




      

    

  
    
      

Ethnicity and Ethnic Conflict as Transnational Issues




Why are ethnicity and ethnic conflict fundamentally transnational phenomena? Immigration, fleeing refugees, and a variety of other travel flows account for the fact that most of the world’s thousands of ethnic groups are spread far beyond the boundaries of any single nation-state. Not coincidentally, the vast majority of nation-states are populated by significant numbers of ethnic groups. Many of these nation-states provide some form of haven to ethnic groups whose members number in the hundreds of thousands, millions, or, in certain cases, tens of millions.[43]




One of the most notable examples of ethnicity as a transnational phenomenon is the diaspora, which may itself become a source of transnational ethnic conflict. What is a diaspora, and why are diasporas inherently transnational in nature? According to Milton J. Esman,






Diasporas are ethnic communities of immigrant origin that maintain themselves in their host country because they decline to assimilate or are prevented from doing so. Although they remain in their adopted country, diasporas normally sustain sentimental and material links to their country of origin. They organize initially for mutual assistance and to provide for their common social, recreational, religious and cultural needs. As they become politicized, their energies focus mostly on the defence and promotion of collective interests in their host country, usually non-discriminatory access to housing, employment, education and other economic opportunities and the right to maintain various elements of their inherited culture. They may also attempt to determine outcomes in their former home country, by the direct provision of resources—weapons, funds, personnel—or by influencing the foreign policy of their host country. By the assertion of interests that extend beyond their host country, diasporas become transnational actors.[44]







It is supremely ironic that certain means of globalization have enabled otherwise scattered and isolated ethnic group members to discover newfound cohesion, solidarity—and, ultimately, retribalization! As Esman again notes,






Modern technologies that permit long-distance communications and rapid, low cost, reliable transportation have facilitated the extension of ethnic networks and their operations across and often in defiance of international borders. Some of these networks conduct legitimate business, some have political objectives, others engage in underworld criminal activities. What unites their members are a sense of common interest or purpose, reenforced by mutual trust, suspicion of outsiders, and ease of communications derived from a common collective identity and cultural heritage.[45]







Ted Robert Gurr points to two means through which ethnic conflicts become transnational in nature. These are what Gurr terms the diffusion of political action among transnational kindred and the contagion of communal activism. For Gurr,






Diffusion refers to the “spillover” processes by which conflict in one country directly affects political organization and action in adjoining countries. The most important spillover effects in communal conflict occur among groups that straddle interstate boundaries. Political activists in one country often find sanctuary with and get support from their transnational kindred.[46]







Not surprisingly, a specific ethnic conflict may be inspired by other such conflicts. For Gurr, this contagion of communal activism






refers to the processes by which one group’s actions provide inspiration and strategic and tactical guidance for groups elsewhere: the diffusion of conflict is direct, contagion is indirect. While there is some evidence that internal conflict is generally contagious, we think the strongest force of communal contagion occurs within networks of similar groups.... More precisely, networks of communication, political support, and material assistance have developed among similar groups that face similar circumstances.... Groups that are tied into these networks acquire better techniques for effective mobilization: plausible appeals, good leadership, and organizational skills. Equally or more important, they benefit from the inspiration of successful movements elsewhere, successes that provide the images and moral incentives that motivate activists.[47]






[43] Walker Connor lists only Denmark, Iceland, Japan, Luxembourg, the Netherlands, Norway, and Portugal as those ethnically homogeneous nations whose dominant ethnic group does not extend much beyond its own national boundaries. As Connor remarks, “These states would account for less than 4 percent of the world population and, if we exclude Japan, for less than 1 percent.” See Connor, Ethnonationalism, 155. On ethnic conflict as a transnational issue, see for example Thomas Ambrosio, Irredentism; Jan Angstrom, “The International Dimensions of Ethnic Conflict,” Studies in Conflict and Terrorism 24 (2001): 59–69; Michael E. Brown, ed., The International Dimensions of Internal Conflict; David Carment and Patrick James, eds., Wars in the Midst of Peace; K. M. De Silva and R. J. May, Internationalization of Ethnic Conflict; Jack David Eller, From Culture to Ethnicity to Conflict; Manus I. Midlarsky, ed., The Internationalization of Communal Strife; David C. Rapoport, “The Role of External Forces in Supporting Ethno-Religious Conflict,” in Schecterman and Slann, eds., Violence and Terrorism, 57–63; Stephen Ryan, Ethnic Conflict and International Relations; and Taras and Ganguly, Understanding Ethnic Conflict.



[44] Milton J. Esman, “Ethnic Actors in International Politics,” Nationalism and Ethnic Politics 1 (1995): 114. On the topic of diasporas, see for example Jonathan Boyarin and Daniel Boyarin, Powers of Diaspora; Robin Cohen, Global Diasporas; Karim H. Karim, ed., Diaspora and Communication; and Gabriel Sheffer, ed., Modern Diasporas in International Politics. For case studies of specific diasporas, see for example Loring M. Danforth, The Macedonian Conflict, 79–107; Michael S. Laguerre, Diasporic Citizenship; Michael Mandelbaum, ed., The New European Diasporas; Susanah Lily L. Mendoza, Between the Homeland and the Diaspora; Jonathan Y. Okamura, Imagining the Filipino American Diaspora; and Igor Zevelev, Russia and Its New Diasporas.



[45] Esman, “Ethnic Actors,” 122.
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Ethnoterrorism as a Transnational Phenomenon




In what ways do the activities of major ethnoterrorist organizations illustrate that ethnoterrorism is in large part a transnational phenomenon? An analysis of leading ethnoterrorist organizations might yield an answer to this question. Examples of major, well-known ethnoterrorist organizations which have been responsible for sustained, and relatively recent, transnational terrorist campaigns include the following:




	

the Irish Republican Army (IRA) and the Irish National Liberation Army (INLA)





	

the Kurdish Workers’ Party (PKK)





	

Basque Land and Liberty (ETA)





	

various Armenian ethnoterrorist organizations, including the Armenian Secret Army for the Liberation of Armenia (ASALA) and the Justice Commandos of the Armenian Genocide (JCAG)





	

the Liberation Tigers of Tamil Eelam (LTTE)





	

various Sikh ethnoterrorist organizations, such as Dal Khalsa and Dashmesh Regiment





	

various Chechen ethnoterrorist organizations[48]










Each of these major organizations functions, or has functioned, as a transnational terrorist organization, which is to say that each is an autonomous, privately funded organization that transcends both national boundaries and any need for nation-state sponsorship.[49]




Founded in 1916, the Irish Republican Army stubbornly endured as a terrorist organization for most of the twentieth century. For much of the last three decades, the IRA mounted a terrorist campaign on behalf of Ulster’s Catholic minority and against that subnational region’s Protestant majority as well as British interests. The ultimate goal of IRA terrorism was the withdrawal of British forces from Northern Ireland and the reunification of Ulster with the majority Catholic Irish Republic. If successful, this reunification would have automatically reduced Ulster’s current Protestant majority to minority status.[50]




The terrorist campaign against British rule of Northern Ireland was originally confined to targets within the United Kingdom (UK). By 1980, however, the IRA began to assault targets outside the UK. Some of these external attacks included terrorist acts against British military personnel in the Netherlands and Germany. In November 1979, members of another Irish ethnoterrorist organization, the Irish National Liberation Army, bombed the British Consulate in Antwerp, Belgium. In August 1982, INLA members were arrested in Paris as they were assembling a bomb intended for use against a British target somewhere in Europe.




For many years, fugitive IRA members successfully sought refuge in Ireland and in the substantial Irish diaspora within the United States. IRA fugitives have also found safe haven in the Netherlands and other nations. In addition, IRA members have been apprehended for smuggling arms through nations such as France. Lastly, the IRA long received private financial support from Irish-American organizations like the Northern Ireland Aid Committee (NORAID).[51]




The signing of the Good Friday Agreement between the British government, Ulster’s Protestant community, and the Irish Republican Army in April 1998 has led to a virtual cessation of the IRA’s ethnoterrorist campaign. The Good Friday Agreement provides for joint rule in Ulster by Britain and Ireland in return for a surrender of arms by both the IRA and Protestant paramilitary forces. The agreement has been largely effective in ending IRA-related violence against British interests. Nevertheless, other, more militant terrorist organizations, such as the “Real IRA” and “Continuity IRA,” have sprung up in place of the IRA itself. These organizations, which reject the Good Friday Agreement, continue to conduct sporadic and bloody acts of ethnoterrorism against Protestant interests.




Another example of a long-standing transnational terrorist organization is the Kurdish Workers’ Party, or PKK (an acronym for Partia Karkaris Kurdistan). This organization, which was founded by the nowimprisoned Abdullah Ocalan in 1978, seeks an independent Kurdish nation-state in southeastern Turkey. For its brutal acts of terrorism, the PKK has selected targets in Turkey, the Middle East, Europe, and Asia. The PKK has also targeted certain Kurds whom the organization views as insufficiently pro-PKK within the large Kurdish diaspora in Europe and elsewhere.




Approximately twenty-two million Kurds inhabit a region of three hundred and ten thousand square miles (about the size of Texas and Louisiana combined). Upon this large expanse of land, the Kurds represent a substantial majority of the total population. This Kurdish region, however, is apportioned among a number of nation-states, including Turkey, Iraq, Iran, Armenia, and Syria. When the Kurdish population is divided among these autonomous states, the Kurds become a minority within each, and their opportunity for self-rule becomes far more remote. The Kurds are thus one of the world’s largest stateless, transnational ethnic groups. Indeed, the concept of “Kurdistan” is itself a transnational one.[52]




The Kurdish Workers’ Party has selected Turkish targets for its terrorist attacks throughout the world. From 1993 to 1995, most PKK terrorist attacks targeted Turkish diplomatic and commercial personnel in dozens of Western European cities. For example, non-PKK Kurdish activists who had been murdered in the Netherlands and Germany were later denounced as “traitors” in the PKK publication Serxwebun (“Independence”). The PKK has also conducted terrorist bombings and kidnappings against foreign tourists on Turkish soil. These attacks originated from territorial bases in Syria and Iran, nations which are relatively hostile to Turkey, as well as to the Kurds. PKK assaults have also been launched from northern Iraq, where the Kurds have enjoyed a substantial degree of autonomy since Operation Desert Storm ended in 1991. In February 1998, PKK leader Abdullah Ocalan was captured in Kenya by Turkish intelligence agents. After his return to Turkey, Ocalan was tried, convicted of treason, and sentenced to death in June 1999. To date, Ocalan’s death sentence has yet to be carried out. Despite these events, the PKK’s ethnoterrorist campaign continues.[53]




The Basque Land and Liberty terrorist organization, or ETA (an acronym for Euzkadi ta Askatasuna), limits most of its terrorist attacks to Spain proper. Nevertheless, like many other ethnoterrorist organizations, ETA exhibits selective respect for national borders. The process of diffusion also applies here, because, like the Kurds, the Basques inhabit a territory which spills over national boundaries. In this case, Basque territory includes much of northeast Spain and southwest France. Many Basques demand an independent nation-state within the present borders of Spain. During the long fascist regime of Spanish dictator Francisco Franco (1939–1975), ETA operations were openly based in France, which also provided safe haven for fugitive ETA members. Many observers believe that ETA continues to operate from the large Basque diaspora in France. Under pressure from Spain and the global community, however, the French government recently intensified its cooperation with Spanish police in order to eliminate this tactic. During the last few years, French authorities increased their hunt for Basque weapons caches on French soil, as well as for the extradition of ETA members to Spain. This has led to retaliation by ETA in the form of terrorist attacks against French interests in Mondragon, Bilbao, Lasarte, Durango, and Pamplona, Spain. In July 1990, a Spanish bank in Amsterdam was bombed by ETA members operating in the Netherlands. The process of contagion, which is also applicable in the instance of ETA, has resulted in formal contacts between ETA and other European ethnoterrorist organizations, such as the Irish Republican Army. Despite a September 1998 cease-fire agreement between ETA and the Spanish government, Basque ethnoterrorism resumed in November 1999. Since 2000, there has been a sharp rise in ETA-related violence.[54]




Since the granting of Armenian independence by Russia in 1991, the Armenian Secret Army for the Liberation of Armenia and the Justice Commandos of the Armenian Genocide have ceased their respective ethnoterrorist campaigns. During the 1970s and 1980s, however, terrorism conducted by the ASALA and the JCAG represented the most thoroughly transnational—and intense—ethnoterrorist activity in recent history. These organizations were primarily founded to avenge the Turkish genocide of Armenians during the First World War. From 1975 to 1987, the ASALA conducted numerous terrorist assaults, primarily against Turkish diplomatic and commercial interests in Lebanon, Britain, Italy, France, Belgium, Denmark, Iran, and Turkey itself. The ASALA also selected secondary targets in Europe and the Middle East. The World Council of Churches in Beirut, Lebanon, for example, was targeted for its role in assisting Armenians to emigrate to other nations. The Swissair office and the Swiss consulate in Milan, Italy, were also assaulted in retaliation for the arrest of Armenian nationals in Geneva, Switzerland. In Beirut, the French Embassy was targeted in order to force the French government to release ASALA prisoners held in France. From 1975 to 1985, the JCAG, too, was responsible for killing scores of Turkish diplomatic, commercial, and other personnel in Austria, France, Vatican City, Spain, Switzerland, the United States, Australia, Portugal, Canada, Yugoslavia, and Turkey.[55]




The Liberation Tigers of Tamil Eelam are yet another major example of a transnational ethnoterrorist organization. The LTTE was founded during the early 1970s in response to the oppressive treatment of the Tamil minority by the Sinhalese majority in Sri Lanka. The LTTE’s goal is the establishment of an independent Tamil nation-state. In pursuit of this goal, the LTTE has conducted hundreds of terrorist attacks in Sri Lanka as well as in neighboring India, which too hosts a substantial Tamil diaspora in its southernmost region. India became embroiled in the conflict when it sent “peacekeeping” forces to Sri Lanka during the late 1980s. In 1991, former Indian prime minister Rajiv Gandhi was killed by an LTTE suicide bomber as he campaigned in southern India. Like the IRA, the LTTE relies on aid from large overseas diasporas in North America, Europe, and Asia. Over the last decade, the LTTE has relentlessly continued its ethnoterrorist campaign. In July 2001, for example, Sri Lanka’s international airport and main air base were attacked in a bloody assault by the LTTE.[56]




The Sikhs, who are native to the Punjab region of northwestern India, are another important example of a stateless ethnic group which yearns for its own independent nation-state: “Khalistan.” Like their Irish, Kurdish, Basque, Armenian, and Tamil counterparts, Sikh militants have engaged in numerous acts of transnational terrorism. Both an ethnic and a religious group, Sikhs throughout the world were outraged when the Indian Army stormed the sacred Sikh Golden Temple in Amritsar, India, in June 1984. In attempting to defend its action, the Indian government claimed that the Golden Temple had become a haven and arsenal for Sikh militants. As a direct result of this act, Indian Prime Minister Indira Gandhi (the mother of Rajiv Gandhi) was assassinated by her own Sikh bodyguards in October 1984. Yet even before the bloody takeover of the Golden Temple, numerous Sikh ethnoterrorist organizations had already been formed. The most significant of these organizations are the Dal Khalsa (founded in 1978) and the Dashmesh Regiment (founded in 1982). The Dashmesh Regiment claimed responsibility for the planting of two bombs aboard two Air India jetliners in June 1985. The first such device was placed on an Air India jetliner at Narita International Airport in Tokyo and exploded prematurely, killing two baggage handlers at the airport. The second bomb was planted on an Air India jetliner bound from Toronto to London. This bomb, which exploded over the Irish Sea, killed three hundred and twenty-nine passengers and crew onboard. In May 1986, Sikh terrorists of unknown affiliation also attempted to kill an Indian official visiting in Canada. Since 1986, Sikh ethnoterrorism has declined, although it has not totally ceased.[57]




The Chechens are native to the Caucasus region of southern Russia. Like the Kurds, the Basques, the Tamils, and the Sikhs, the Chechens also demand an independent nation-state. Unlike the Basques, the Tamils, and the Sikhs, however, and much like the Kurds of northern Iraq, the Chechens actually secured limited autonomy, if not outright independence. This took place in August 1996, when, after fierce warfare between the Russian army and Chechen forces, the Russian government was compelled to agree to a ceasefire. The Khasavyurt Agreement, as it came to be known, included the following critical provision: “An agreement on the basis of mutual relations between the Russian Federation and the Chechen Republic, defined in accordance with universally recognized principles and norms of international law, must be reached by 31 December 2001.”[58]




The Khasavyurt Agreement did little to quell Chechen transnational ethnoterrorism, and terrorist acts continued against Russian targets. In November 1995, Chechen militants led a Russian television news crew to a cache of radioactive material buried in a Moscow park. In January 1996, nine gunmen seized control of a Turkish ship in the Black Sea in protest of Russia’s attempt to rein in the Chechens. In March 1996, a Turkish Cypriot jetliner was hijacked; gunmen describing themselves as “pro-Chechens” forced the plane to land in Sofia, Bulgaria, and then in Munich, Germany. In July 1996, a bus bomb exploded in Moscow, a city which former Russian president Boris Yeltsin complained was “polluted with terrorists.” Fingers were soon pointed at the sizable Chechen diaspora in Russia, as well as at Russian criminal syndicates, groups which (either alone or together) appeared to be likely suspects in the blast. In November 1996, fifty-nine people were killed when a ninestory apartment building in Dagestan, a southern Russian republic neighboring Chechnya, collapsed after a massive bombing. In this attack as well, the Chechen diaspora came under ever-increasing suspicion. Again in 1999, at least three powerful bombs in Moscow and Dagestan led to the deaths of no fewer than three hundred civilians and military personnel. Russian officials were by then convinced that the bombings had been instigated by Chechens eager to secure independence not only for themselves but also for Dagestan, a neighboring (and fellow Muslim) republic. In retaliation, the Russians attacked Chechnya with devastating force. In January 2000, the Russian Embassy in Beirut was assaulted when several men, one of whom carried a statement protesting Russia’s reinvasion of Chechnya, fired rocket-propelled grenades at the compound. In May 2002, a Russian military parade in Dagestan was ripped by a powerful bomb. Scores of paraders and spectators ultimately died, and hundreds were wounded. Although no claims of responsibility were made, authorities were quick to blame separatists in nearby Chechnya. In October 2002, Chechen terrorists captured and held seven hundred hostages in a Moscow theater. In a disastrous attempt by Russian security officials to incapacitate the terrorists and free the hostages, over one hundred already weakened hostages fatally succumbed to a nerve agent employed by authorities.[59]




It is clear that there is an abundance of excellent examples of transnational ethnoterrorism. It is also clear that two extremely potent forces seem to be opposing one another on the global stage. On the one hand are the forces of globalization, cooperation, and economic growth. On the other hand are the forces of transnational ethnoterrorist organizations, which spawn division, destruction, and retribalization. The concept of globalization—“McWorld,” if you will—is powerfully opposed by the desire of many ethnic groups to preserve or even redefine their ethnicity in its purest form. Perhaps Isaac Newton’s statement of fact about the scientific world—that “for every action, there is an equal and opposite reaction”—is equally applicable to the new global disorder.



[48] This is by no means an exhaustive list of transnational ethnoterrorist organizations. For instance, on September 10, 1976, an organization calling itself “Fighters for Free Croatia” hijacked a Trans World Airlines jetliner from the United States to Canada, Iceland, and, finally, France. This dramatic act is discussed in detail in J. Bowyer Bell, A Time of Terror, 6–35. On the motivations of Zvonko Busic, the leader of Fighters for Free Croatia, see Jeanne N. Knutson, “Social and Psychodynamic Pressures toward a Negative Identity,” in Yonah Alexander and John M. Gleason, eds., Behavioral and Quantitative Perspectives on Terrorism, 105–150; and Richard M. Pearlstein, “Lives of Disquieting Desperation,” Ph.D. diss., University of North Carolina at Chapel Hill, 1986, 184–230. Although Croatia, like Armenia, has become an independent nation-state, the activities of the Armenian Secret Army for the Liberation of Armenia and the Justice Commandos of the Armenian Genocide are considered here because these groups’ respective ethnoterrorist campaigns were obviously far more extensive, and lasted much longer, than the single act of Fighters for Free Croatia. Further instances of transnational terrorism have been provided by various Kashmiri ethnoterrorist organizations (e.g., Harakat ul-Ansar, Harakut ul-Mujadeen, whose activities are alleged to have included the killing of an Indian diplomat in Birmingham, England, in February 1984 and the hijacking of an Indian Airlines jetliner from Nepal to Pakistan, India, Oman, the United Arab Emirates, and Afghanistan in December 1999. See, for example, “British Authorities Seek Killers of Indian Aide,” Boston Globe, February 7, 1984, and Tarek al-Issawi, “Indian Jet Hijacked with 189 on Board,” Dallas Morning News, December 25, 1999. There is also the case of the “Free South Moluccan Youth,” an ethnoterrorist organization drawn from the South Moluccan diaspora in the Netherlands. This organization was responsible for the hijacking of two Dutch trains and the taking of hostages at a Dutch school and the Indonesian consulate in the Netherlands in 1975 and 1977. This short-lived organization, which sought independence for the South Moluccan Islands (also known as the Spice Islands) from Indonesia, is discussed in detail in Ralph Barker, Not Here, But in Another Place. For more on this topic, see Valentine Herman and Rob van der Laan Bouma, “Nationalists without a Nation,” in Juliet Lodge, ed., Terrorism, 119–145; Carl H. Yaeger, “Menia Muria,” Terrorism 13 (1990): 215–226; and Lee E. Dutter, “Ethno-Political Activity and the Psychology of Terrorism,” Terrorism 10 (1987): 145–163.



[49] For two excellent psychopolitical analyses of ethnoterrorism, see Vamik Volkan, Blood Lines, and Dutter, “Ethno-Political Activity.”



[50] It might be noted that the original IRA, which developed during the EasterRising of 1916, was eventually “succeeded” by the present IRA, founded in 1970 and also known as the Provisional Irish Republican Army (PIRA). The best single work on the Irish Republican Army is J. Bowyer Bell, The Secret Army. Another fine work on the IRA is Tim Pat Coogan, The IRA.



[51] For further details on IRA transnational terrorist activity, see for example“Three British Soldiers Killed in IRA Attacks in Netherlands,” Boston Globe, May 2, 1988; “British Detonate Bomb Found in Car on Base in Germany,” Boston Globe, May 4, 1988; and “IRA Bomb Suspects Captured in France,” Boston Globe, July 18, 1989. See also Clifford E. Simonsen and Jeremy R. Spindlove, Terrorism Today, 81; J. A. Emerson Vermaat, “Terrorist Sympathizers in the Netherlands,” Terrorism 10 (1987): 331; and Terrorist Group Profiles, 56–60. On the transnational terrorist activities of the Irish National Liberation Army, see for example “Four Suspects Held in French Drive on Terrorists,” Boston Globe, August 31, 1982, and Terrorist Group Profiles, 50–52.



[52] The best single work on the Kurds is John Bulloch and Harvey Morris, No Friends but the Mountains. Other excellent works on the Kurds include Henri J. Barkey and Graham E. Fuller, Turkey’s Kurdish Question; Massoud Barzani, Mustafa Barzani and the Kurdish Liberation Movement; Gerard Chaliand and Philip Black, The Kurdish Tragedy; Gerard Chaliand et al., A People without a Country; Michael M. Gunter, The Kurdish Predicament in Iraq; George S. Harris, “Whither the Kurds?” in van Horne, ed., Global Convulsions, 205–223; Ferhard Ibrahim and Gulistan Gurbey, eds., The Kurdish Conflict in Turkey; Mehrdad R. Izady, The Kurds; Kemal Kirisci and Gareth M. Winrow, The Kurdish Question and Turkey; David McDowall, A Modern History of the Kurds; Edgar O’Ballance, The Kurdish Struggle; and Robert W. Olson, ed., The Kurdish Nationalist Movement in the 1990s.



[53] On the PKK’s terrorist campaign in Western Europe, see for example Bullochand Morris, No Friends but the Mountains, 186. For more on the PKK, see for example Simonsen and Spindlove, Terrorism Today, 110–111.



[54] On the Basques in general, see for example Yonah Alexander, Michael S. Swetnam, and Herbert M. Levine, ETA, and Marianne Heiberg, The Making of the Basque Nation. On ETA’s relationship with France and the Irish Republican Army and other terrorist organizations, see for example Peter F. Janke, “Spanish Separatism,” in William Gutteridge, ed., Contemporary Terrorism, 161–162. On the more general topic of the Basques and ETA, see particularly Robert P. Clark, The Basque Insurgents; Clark, The Basques; Clark, Negotiating with ETA; Clark, “Patterns in the Lives of ETA Members,” Terrorism 6 (1983): 423–454; Miren Gutierrez, “Terror in the Pyrenees,” in Thomas J. Badey, ed., Violence and Terrorism, 85–87; Cynthia Irvin, Militant Nationalism; James Edwin Jacob, “The Basques and Occitans of France,” Ph.D. diss., Cornell University, 1979; Siamak Khatami, “Between Class and Nation,” Studies in Conflict and Terrorism 20 (1997): 395–417; Francisco Letamendia, Game of Mirrors; Francisco Lliora, Joseph M. Mata, and Cynthia L. Irvin, “ETA,” Terrorism and Political Violence 5 (1993): 106–134; Goldie A. Shabad and Francisco Jose Llera Ramo, “Basque Terrorism in Spain,” paper presented to the Terrorism in Context Conference, June 8–10, 1989, at Middletown, Connecticut; Simonsen and Spindlove, Terrorism Today, 97–100; John Sullivan, ETA and Basque Nationalism; Terrorist Group Profiles, 35–40; Michel Wieviorka, The Making of Terrorism, 147–214; Paddy Woodworth, Dirty War, Clean Hand; and Cyrus E. Zirakzadeh, A Rebellious People.



[55] During the 1970s and 1980s, the ASALA—for reasons that are not entirelyclear—also targeted a Trans World Airlines office in Madrid, Spain, and an Air Canada office in Los Angeles. On Armenian ethnoterrorism, the Armenian Secret Army for the Liberation of Armenia, and the Justice Commandos of the Armenian Genocide, see for example Gerard Chaliand and Yves Ternon, The Armenians; Jacques Derogy, Resistance and Revenge; Michael Gunter, “The Armenian Terrorist Campaign against Turkey,” Orbis 27 (1983): 447–477; Francis P. Hyland, Armenian Terrorism; Khacig Toloyan, “Terrorism and the Politics of the Armenian Diaspora,” paper presented to the Joint Convention of the International Studies Association and the British International Studies Association, March 28–April 1, 1989, at London; Anat Kurz and Ariel Merari, ASALA; Terrorist Group Profiles, 32–35, 52–54; and Simonsen and Spindlove, Terrorism Today, 111. Like the PKK, the ASALA subscribed to Marxist-Leninist beliefs which may in part account for its targeting of American and Canadian interests. During the late 1980s, the JCAG also employed the name “Armenian Revolutionary Army.”



[56] On the general topic of Sri Lankan ethnic conflict, see for example DennisAustin, Democracy and Violence in India and Sri Lanka; Lakshmanan Sabaratnam, Ethnic Attachments in Sri Lanka; and S. J. Tambiah, Sri Lanka. On the Tamils in general, see for example Alan J. Bullion, India, Sri Lanka, and the Tamil Crisis; William McGowan, Only Man Is Vile; and Samaranayake, “Ethnic Conflict in Sri Lanka and Prospects of Management,” 94–99. On the Liberation Tigers of Tamil Eelam, see especially Manoj Joshi, “On the Razor’s Edge,” Studies in Conflict and Terrorism 19 (1996): 19–42. See also Raymond Bonner, “Tamil Guerrillas in Sri Lanka,” in Schecterman and Slann, eds., Violence and Terrorism, 171–173; Robert C. Oberst, “Sri Lanka’s Tamil Tigers,” Conflict 8 (1988): 185–202; John D. Rogers, Jonathan Spencer, and Jayadeva Uyangoda, “Sri Lanka,” American Psychologist 58 (1998): 771–777; Simonsen and Spindlove, Terrorism Today, 219–221; Daya Wijesekera, “The Cult of Suicide and the Liberation Tigers of Tamil Eelam,” Low Intensity Conflict and Law Enforcement 5 (1996): 18–28; and Wijesekera, “The Liberation Tigers of Tamil Eelam (LTTE),” Low Intensity Conflict and Law Enforcement 2 (1993): 308–317.



[57] On the Sikhs in general, see for example Brian Keith Axel, The Nation’s Tortured Body; V. D. Chopra et al., Agony of Punjab; Citizens for Democracy, Oppression in Punjab; Surjan Singh Gill, Case for Republic of Khalistan; Dipankar Gupta, The Context of Ethnicity; Robin Jeffery, What’s Happening to India?; Mark Juergensmeyer, “The Logic of Religious Violence,” Contributions to Indian Sociology 22 (1988): 65–88; Rajiv A. Kapur, Sikh Separatism; Murray J. Leaf, “The Punjab Crisis,” Asian Survey 25 (1985): 475–498; Joyce Pettigrew, The Sikhs of Punjab; Shinder Purewal, Sikh Ethnonationalism and the Political Economy of Punjab; Puri Harish, Paramjit Singh Judge, and Jagrup Sekhon, Terrorism in Punjab; D. P. Sharma, The Punjab Story; Gurdev Singh, Punjab Politics; Gurharpal Singh, “The Punjab Crisis since 1984,” Ethnic and Racial Studies 18 (1995): 476–493, and “Understanding the ‘Punjab Problem,’” Asian Survey 27 (1987): 1268–1277; Satinder Singh, Khalistan, and “Terrorism in Punjab,” Guru Nanak Journal of Sociology 18 (1997): 5–12; and Darshan Singh Tatla, The Sikh Diaspora. On Sikh ethnoterrorism, see for example Clark Blaise and Bharati Mukherjee, The Sorrow and the Pity; Jugdep S. Chima, “Back to the Future in 2002?” Studies in Conflict and Terrorism 25 (2002): 19–39; Chopra et al., Agony of Punjab; Darshan Lai Choudhary, Violence in the Freedom Movement of Punjab; Edward A. Gargan, “Violence, Like Punjab’s Wheat, Finds Fertile Soil,” in Schecterman and Slann, eds., Violence and Terrorism, 104– 105; Salim Jiwa, The Death of Air India Flight 182; Balraj Madhok, Punjab Problem; Cynthia Keppley Mahmood, Fighting for Faith and Nation; Ian Mulgrew, Unholy Terror; Kuldip Nayar and Khushwant Singh, Tragedy of Punjab; Simonsen and Spindlove, Terrorism Today, 217–218; Stanley Jeyaraja Tambiah, Buddhism Betrayed?; Hamish Telford, “Counter-Insurgency in India,” Journal of Conflict Studies 21 (2001): 73–100; Mark Tully and Satish Jacob, Amritsar; Carl H. Yaeger, “Sikh Terrorism in the Struggle for Khalistan,” Terrorism 14 (1991): 221–231; and Terrorist Group Profiles, 124–127.



[58] Quoted in Edward Walker, “No War, No Peace in the Caucasus,” in Gary K.Bertsch, Cassady Craft, Scott A. Jones, and Michael Beck, eds., Crossroads and Conflict, 154. For more on the Chechen-Russian conflict, see for example John B. Dunlop, Russia Confronts Chechnya; Matthew Evangelista, The Chechen Wars; Ben Fowkes, ed., Russia and Chechnia; Carlotta Gall and Thomas de Waal, Chechnya; Anatol Lieven, Chechnya; Olga Oliker, Russia’s Chechen Wars; and Sebastian Smith, Allah’s Mountains.



[59] Yeltsin’s comments are quoted in “Security Beefed up after New MoscowBombing,” Dallas Morning News, July 13, 1996. For more on Chechen transnational terrorist attacks against Russia, see “Pro-Chechen Gunmen Hijack Plane with 109 on Board,” Dallas Morning News, March 9, 1996, and “Russian Embassy Attacked in Beirut,” Dallas Morning News, January 4, 2000. On the May 2002 bombing in Dagestan, see Sharon Lafraniere, “Bomb Strikes Parade in Russia, Killing 36,” Dallas Morning News, May 10, 2002. On the October 2002 Moscow theater takeover, see Peter Baker and Susan B. Glasser, “Chechen Rebels Storm Theater,” Dallas Morning News, October 24, 2002.




      

    

  
    
      

Chapter Five: Holy Rage






A deafening explosion and a searing blast of heat ripped through the lobby. The air turned black with smoke. Flames burst out of elevators. Walls and the ceiling crumbled into a foot of debris on the floor. Shards of glass flew like thrown knives. The blast threw people like dolls, tearing their bodies apart. No one knew it was a plane.




Martha T. Moore and Dennis Cauchon, in USA Today, September 4, 2002







THE SEPTEMBER 11, 2001, SUICIDE ATTACKS on the World Trade Center and the Pentagon are nothing less than the bloodiest terrorist outrage in world history. Most Americans, and many citizens in much of the rest of the world, hoped, and reasonably expected, that the end of the cold war and the dawning of a new millennium might bring forth a safer and more peaceful world. In point of fact, however, we now dwell in a far more dangerous and violent global environment. Throughout the late twentieth and early twenty-first centuries, ethnoterrorism has brought frequent horrors to the world. Yet religious terrorism, or theoterrorism, presents an even more terrifying threat. That threat, moreover, is now the most thoroughly transnational menace on the global stage. What has brought the world to this astonishing juncture? What might theoterrorism portend for the future of terrorism itself?




      

    

  
    
      

Religious Moderates and Fundamentalists




Almost every major religion is divided into more moderate, or mainstream, and more militant, or fundamentalist, movements, wings, or sects. Christianity, Hinduism, Islam, and Judaism all serve as illustrations of this rule. A majority of individuals embracing each of these four faiths may be accurately characterized as “moderate” or “mainstream.” Most moderate religious sects are peaceful, law-abiding, and nonviolent. These moderate sects seem to agree on the following principles:




	

that religion and government can remain separate





	

that a “live and let live” posture toward other religious sects, other religious faiths, and nonbelievers should be maintained





	

that their own religion’s sacred text or texts allow diverse interpretation, rather than one literal meaning










A minority of individuals adhering to each of these four faiths, however, have been described as “fundamentalist,” “militant,” “radical,” or “extremist.” These religious adherents generally reject any firm separation between religion and government, and maintain varying degrees of hostility toward other religions. They harbor particular scorn for moderates within their own faiths, and particularly for apostates (i.e., former fellow believers who have formally or informally renounced their faith). Lastly, religious fundamentalists or extremists tend to overemphasize select parts of their sacred texts in order to justify their actions.




Terrorist activity fostered by fundamentalists or extremists within most major religious faiths has become increasingly commonplace with each passing decade. During the 1980s, the Gush Emunim Underground, an Israel-based terrorist organization led by fanatical Jewish rabbis hoping to hasten the arrival of the Messiah, plotted to blow up the sacred Muslim Dome of the Rock on Jerusalem’s Temple Mount. In 1995, moderate Israeli prime minister Yitzhak Rabin was assassinated by an extremist Israeli Jew. Since the 1980s, numerous bombings and assassinations aimed at abortion providers in the United States have been traced to a loosely based terrorist organization known as the “Army of God.” Members of this group claim to be acting on behalf of certain Christian fundamentalist beliefs. For decades, terrorist activity instigated by Hindu militants against Muslims, including the 1992 razing of the huge Babri mosque in Ayodhya, India, and countless other acts, has haunted the Asian subcontinent.[60]



[60] On the general topic of religious fundamentalism, see especially Martin E.Marty and R. Scott Appleby, eds., Fundamentalisms Observed and Fundamentalisms Comprehended. See also Marty and Appleby, eds., Accounting for Fundamentalisms,FundamentalismsandSociety,andFundamentalismsandtheState;MartinE. Marty, The Glory and the Power; R. Scott Appleby, Religious Fundamentalisms and Global Conflict; Appleby, The Ambivalence of the Sacred; and Karen Armstrong, The Battle for God. On Jewish fundamentalism in general, see Ehud Sprinzak, The Ascendance of Israel’s Radical Right; Sprinzak, “From Messianic Pioneering to Vigilante Terrorism,” in Rapoport, ed., Inside Terrorist Organizations, 194–216; Sprinzak, Brother against Brother; Sprinzak, Fundamentalism, Terrorism, and Democracy; and Sprinzak, “Extremism and Violence in Israeli Democracy,” Terrorism and Political Violence 12 (2000): 209–236. See also Raphael Cohen-Almagor, “Vigilant Jewish Fundamentalism,” Terrorism and Political Violence 4 (1992): 44–66; Gerald Cromer, “Jewish Underground,” Terrorism 11 (1988): 350–354; Cromer, Narratives of Violence; Cromer, “‘The Roots of Lawlessness,’” Terrorism 11 (1988): 43– 51; Laurence S. Hanauer, “The Path to Redemption,” Studies in Conflict and Terrorism 18 (1995): 245–270; Michael Karpin and Ina Friedman, Murder in the Name of God; Ian Lustick, For the Land and the Lord; Rafael Medoff, “Gush Emunim and the Question of Jewish Counterterror,” Middle East Review 18 (1986): 17–23; David Newman, ed., The Impact of Gush Emunim; Samuel Peleg, “They Shoot Prime Ministers Too, Don’t They?” Studies in Conflict and Terrorism 20 (1997): 227–247; Israel Shahak and Norton Mezvinsky, Jewish Fundamentalism in Israel; and David Weisburd, Jewish Settler Violence. On radical fundamentalist Christian abortion clinic violence in the United States, see for example Patricia Baird-Windle and Eleanor J. Bader, Targets of Hatred; Susan R. Sloan, Act of God; and Michele Wilson and John Lynxwiler, “Abortion Clinic Violence as Terrorism,” Terrorism 11 (1988): 263–273. On the topic of Hindu fundamentalism, or revivalism, see for example Sikata Banerjee, Warriors in Politics; Christophe Jaffrelot, The Hindu Nationalist Movement in India; Lise McKean, Divine Enterprise; and Peter van der Veer, Religious Nationalism.




      

    

  
    
      

Radical Islamic Fundamentalism




Predictably, Islam is no exception to this stubborn rule. The majority of the world’s more than one billion Muslims can be properly described not only as moderate or mainstream, but as peaceful, law-abiding, and nonviolent. A minority of Muslims, on the other hand, have come to embrace what has been termed radical Islamic fundamentalism, or radical Islam. Like members of other militant religious movements, radical Islamic fundamentalists possess a kind of “holy rage” against those whose religious and political beliefs differ from their own. Moreover, certain adherents of radical Islam have actively taken up arms in pursuit of their ends.[61]




Islamic holy rage has led to radical Islamic attacks against targets on every continent of the world. Indeed, radical Islam provides the religious and political impetus for the most serious, sustained, and wide-ranging transnational terrorist campaign in contemporary global politics. Radical Islamic terrorism has targeted or otherwise involved scores of nations, including the United States. During the last decade, successful attacks against U.S. interests have included the following:




	

In 1993, the World Trade Center was seriously damaged by a massive truck bomb.





	

In 1995, a building operated by American military trainers in Riyadh, Saudi Arabia, was car bombed.





	

In 1996, Khobar Towers, a high-rise apartment building housing American military personnel in Dhahran, Saudi Arabia, was gutted by a huge truck bomb.





	

In 1998, U.S. embassies in Nairobi, Kenya, and Dar-es-Salaam, Tanzania, were very heavily damaged by nearly simultaneous car bombings.





	

In 2000, the Navy destroyer USS Cole was bombed in the port of Aden, Yemen.





	

On September 11, 2001, both World Trade Center towers were leveled by two hijacked jetliners; the Pentagon was heavily damaged by a third hijacked jetliner.





	

In 2002, a U.S. consulate in Karachi, Pakistan, was heavily damaged by a car bomb.





	

In 2003, three residential compounds in Riyadh, Saudi Arabia, housing scores of Americans, were destroyed by nearly simultaneous suicide bombers.[62]










Radical Islamic fundamentalists have conducted terrorist attacks within and against many other nation-states. These attacks include:




	

a long series of suicide bombings and shootings both within Israel proper and against Jewish and Israeli interests in Argentina, Panama, Britain, France, Tunisia, Kenya, and other nations





	

an extensive 1995–1996 terrorist campaign against subways, airliners, trains, schools, and other public places throughout France





	

the continuing killings of Hindus in Kashmir and other parts of India





	

a series of bus bombings and other terrorist attacks in Beijing and northwest China





	

the car bombing of a crowded nightclub on the Indonesian island of Bali





	

five nearly simultaneous suicide attacks against various civilian targets in Casablanca, Morocco.[63]










In recent years, similar acts of terrorism have also been directed against the historically pro-Western, or insufficiently fundamentalist, governments of three predominantly Muslim nation-states—Algeria, Egypt, and Pakistan. In Egypt, bombings and shootings have claimed the lives of hundreds of civilians, including foreign tourists, ordinary Egyptian citizens, and others. The radical Islamic fundamentalist campaign in Algeria has spilled over that nation-state’s borders into neighboring Morocco, Tunisia, and France. It has targeted teachers, judges, labor union leaders, entertainers, foreign journalists, missionaries, business personnel, unveiled women, and many others. Pakistan has also witnessed a long string of car bombings, truck bombings, shootings, and other acts of terrorism.[64]




In seeking to analyze the complex reasons for, and ultimate meaning of, these horrific terrorist acts, this chapter seeks to answer four key questions:




	

What, precisely, is radical Islamic fundamentalism?





	

How can deeply held religious beliefs be used to justify seemingly wanton acts of terrorism?





	

What is the relationship between radical Islamic fundamentalism and transnational terrorism?





	

In what ways does a particular radical Islamic terrorist organization, al-Qaeda, serve as a prototype, or model, for the transnational terrorist organization of the future?









[61] For a particularly succinct analysis of Islamic fundamentalism, see especiallyJohannes J. G. Jansen, The Dual Nature of Islamic Fundamentalism. On the differences between Islamic fundamentalism and fundamentalist sects in other religions, see Gabriel Ben-Dor, “The Uniqueness of Islamic Fundamentalism,” Terrorism and Political Violence 8 (1996): 239–252. Some students of Islam substitute the terms militant Islam, Islamic revivalism, radical Islam, or simply Islamic fundamentalism in place of radical Islamic fundamentalism. Although the four terms are sometimes used interchangeably, the preferred term in this work is radical Islamic fundamentalism. This is due to the fact that not all Islamic fundamentalists agree on the use of terrorism, or of violence in general, in order to achieve their goals.



[62] For an examination of radical Islamic fundamentalist terrorism within theUnited States, see Steven Emerson, American Jihad; Christopher Hewitt, Understanding Terrorism in America; and Daniel Pipes, Militant Islam Reaches America. The best single source on the 1993 World Trade Center bombing is Jim Dwyer, Two Seconds under the World. See also Peter Caram, The 1993 World Trade Center Bombing; Robert I. Friedman, Sheik Abdel Rahman; Carolyn Gard, The Attacks on the World Trade Center; Adrian Kerson, Terror in the Towers; Laurie Mylroie, The War against America; and Charles J. Shields, The 1993 World Trade Center Bombing.



[63] Radical Islamic fundamentalist terrorist attacks in Argentina, Panama, Britain, France, Tunisia, and Kenya have included the massive 1994 bombing of a building in Buenos Aires housing two large Jewish organizations, the 1994 bombing of a commuter airliner over Panama carrying a dozen Jewish businessmen, the 1994 car bombing of the Israeli embassy in London, the 1995 bombing of a Jewish school near Lyons, France, the 2002 bombing of a synagogue in Djerba, Tunisia, and the 2003 bombing of an Israeli-owned hotel in Mombasa, Kenya.



[64] On the longtime radical Islamic fundamentalist campaign in Egypt, see for example Walid Mahmoud Abdelnasser, The Islamic Movement in Egypt; Mahmud A. Faksh, The Future of Islam in the Middle East; Mohammed Heikal, Autumn of Fury; Gilles Kepel, Muslim Extremism in Egypt; Elie Podeh, “Egypt’s Struggle against the Militant Islamic Groups,” Terrorism and Political Violence 8 (1996): 43–61; Stanley Reed, “The Battle for Egypt,” Foreign Affairs 72 (1993): 94–107; Barnett Rubin, Islamic Fundamentalism in Egyptian Politics; John Ruedy, ed., Islamism and Secularism in North Africa; Gabriel R. Warburg and Uri M. Kupferschmidt, eds., Islam, Nationalism and Radicalism in Egypt and the Sudan; and Mary Anne Weaver, A Portrait of Egypt. On the radical Islamic fundamentalist revolt against the Algerian military regime, see for example Kay Adamson, Algeria; Rabia Bekkar, “Taking up SpaceinTlemcen,”MiddleEastReport22(1992):11–21;CamilleBonora-Waisman, France and the Algerian Conflict; James Ciment, Algeria; Faksh, The Future of Islam; Graham E. Fuller, Algeria; Shireen T. Hunter, The Algerian Crisis; Robert Malley, The Call from Algeria; Luis Martinez, The Algerian Civil War; Andrew J. Pierre and William B. Quandt, The Algerian Crisis; Pierre and Quandt, Between Bullets and Ballots; Ruedy, Islamism and Secularism in North Africa; Reza Shah-Kazemi, ed., Algeria; Martin Stone, The Agony of Algeria; Abdelaziz Testas, “The Roots of Algeria’s Religious and Ethnic Violence,” Studies in Conflict and Terrorism 25 (2002): 161–183; and Michael Willis, The Islamist Challenge in Algeria. On the radical Islamic fundamentalist campaign in Pakistan, see for example Robert D. Kaplan, Soldiers of God; Seyyed Vali Reza Nasr, The Vanguard of the Islamic Revolution; and Jessica Stern, “Pakistan’s Jihad Culture,” in Harvey W. Kushner, ed., Essential Readings on Political Terrorism, 119–129.




      

    

  
    
      

Understanding Radical Islam




What is the nature of radical Islam? In order to determine what radical Islamicfundamentalismis,itisnecessarytofirstdefinethebroaderterms fundamentalism and Islamic fundamentalism. In general, the term fundamentalism is used to distinguish a system of beliefs held by religious movements or sects which, in order to justify their actions, selectively emphasize specific “fundamental” themes or issues drawn from a larger body of religious teachings. Fundamentalists clash with more moderate, mainstream believers who, they claim, have strayed from the true teachings of their religion. In general, religious moderates hate and fear religious fundamentalists, who are variously depicted as militant, radical, extremist, fanatical, or worse.




Islamic fundamentalists, like many other fundamentalists, selectively emphasize certain themes and issues taken from their faith’s most holy work, the Quran, as well as from other Islamic religious teachings. Unlike their Christian counterparts, who emphasize a literal, cover-to-cover reading of their own holy work, the Bible, Islamic fundamentalists tend to emphasize and interpret only those Muslim teachings relevant to their own purposes.




Observers of Islamic fundamentalist sects frequently remark upon their seeming obsession with political rather than religious matters. Nonetheless, Islamic fundamentalism is not merely a political ideology; it is also a comprehensive system of religious beliefs. Johannes J. G. Jansen, one of the world’s foremost students of Islamic fundamentalism, notes for example that “Islamic fundamentalism is both fully politics and fully religion,” and that, although “[Islamic f]undamentalism is a religion narrowed down to a [political] ideology ... it is undeniably a religion too.” Jansen also emphasizes:






Islamic fundamentalism is a religion and not a mere political ideology. It is a religion concerned with earthly power. At the same time, it is also a political movement and an ideology. Modern political science categories do not fit and are irrelevant.[65]







Islamic fundamentalists, as well as more moderate Muslims, accept the following beliefs:




	

Allah’s (God’s) ultimate teachings or revelations are contained within Islam (which may be loosely translated as the “complete surrender of the believer to Allah”).





	

These teachings were expressed by Allah’s messenger, or prophet, Muhammad, as holy law, or shari’a.





	

Muhammad conveys the revealed word of Allah in the Quran, and the prophet relates his own teachings, proverbs, and sayings in another holy work, the Hadith.





	

Islam provides for a comprehensive code of law which regulates all aspects of both religious and secular life.[66]










Where more moderate Muslims and fundamentalists differ is on the question of precisely who shall rule Islamic society. More moderate Muslims believe that the sultan or caliph (i.e., the civil or secular ruler) may be censured, or criticized harshly (albeit not directly removed), by the Ulama (Islamic scholars) when Allah’s holy law, the shari’a, is improperly carried out. Islamic fundamentalists, on the other hand, believe that the Ulama rule, and directly carry out the shari’a themselves. Hence, the central question dividing moderate and fundamentalist Muslims becomes one of who ultimately governs—a civil authority or a religious clergy. For moderate Muslims, only a secular ruler, advised by—but not truly responsible to—the Ulama, may govern. For Islamic fundamentalists, only the clergy may rule, and they must do so directly.[67]




Islamic fundamentalists wish to establish a kind of modern theocracy rather than any type of secular government. And it is very important to bear in mind that Islamic fundamentalism is a modern political ideology as well as a system of religious beliefs. Islamic fundamentalism should therefore not be confused with previous historical examples of Islamic “revivalism,” although the two terms are sometimes used interchangeably. Jansen emphasizes for example that “[t]he mere acceptance of the modern nation-state is something relatively new in the world of Islam.” In this new “attempt at Islamisation of the modern nation-state,” Jansen claims, “Islamic law would be the law of the land.”[68]




What events were responsible for precipitating this notably modern movement? The first was the founding of the Majallat al-Ikhwan alMuslimin, or Muslim Brotherhood, in Egypt during the late 1920s. This transnational organization advocated the establishment of a modern Islamic nation-state whose law would be the shari’a. To this day, the Muslim Brotherhood maintains a genuinely transnational presence throughout the Middle East, but particularly in Egypt, Iran, Lebanon, and the Palestinian territories.




The second event propelling Islamic fundamentalism was the Iranian revolution of 1979, which provided a model for the Islamic nation-state and support for Islamic fundamentalists throughout the world. As Jansen puts it,






The 1979 Islamic Revolution in Iran, despite its anti-Western rhetoric, similarly accepted the existence of the modern Western nationstate as legal—its use of the word “republic” [to describe the new Iranian regime] betrays this. Up till the twentieth century, the world of Islam was ruled by dynasties, whose rule was accepted—or not accepted—by Muslim religious leaders, the “Ulama” and Ayatollahs. In founding an Islamic republic, [the Ayatollah Ruhollah] Khomeini [the spiritual leader of the Iranian revolution] carried out his most daring and perhaps most lasting innovation.[69]







According to many Islamic fundamentalists, nation-states—particularly Muslim nation-states—whose governments do not conform to the basic model set forth by the Iranian republic are an affront to Allah. Nonfundamentalist Muslim rulers (who govern most of the remainder of the Muslim world) are particularly offensive since, as Muslims, rather than infidels (nonbelievers), these rulers cannot claim ignorance of their true duties to Allah.




Radical Islamic fundamentalists believe that these rulers, their followers, and their supporters throughout the world must be eliminated, banished, or converted through a kind of modern religious warfare, or jihad. As Jansen so aptly states, these Islamic fundamentalists






... reproach mainstream Muslims for underestimating the importance of the gihad, the armed struggle against unbelief, and for not attaching great value to waging war against the enemies of God. To true fundamentalists, the other, more spiritual meanings of gihad are unimportant, or at least much less important than the specific martial [i.e., military] meanings of the term.... [Islamic fundamentalists] expect a better world to come, which they believe can only be reached through armed struggle. Consequently, they are at war with the world and may well die waging war against it and its unbelief. If they do, they will be compensated by being blessed in paradise and obtain an exceptional place in the other world.[70]







In general terms, what radical Islamic fundamentalists demand is an upheaval in the Muslim world in which all nonfundamentalist regimes are overthrown and replaced by a pure, revitalized Islam where religion and government become one. According to Islamic fundamentalists, these new regimes will have no use for the non-Islamic world. These true Islamic nation-states will provide a model for the non-Islamic world, which, upon seeing the true way, will ultimately embrace the fundamentalist beliefs of Islam. In order to accomplish their goals, however, all nonfundamentalist “temptations” must be banished from every Islamic society. This requires that Western—and particularly American— influences be purged from these new societies. To accomplish this, Islamic fundamentalists must wage jihad not only against Muslim moderates and apostates, but against these nonfundamentalists’ most powerful supporters as well. As Jansen states,






The West, many fundamentalists believe, has forced the Muslim community to betray the shari’a, [and] now fears the Islamic movements. The pious are convinced that the West is afraid of what will happen to the world when the shari’a is again implemented.[71]







The United States is specifically targeted because of its status as a political, military, economic, and cultural superpower. Because of the vast influence of the United States throughout most of the world— and, in particular, the Islamic world—the United States represents the “great Satan” to Islamic fundamentalists. This has especially been the case since the disintegration of the world’s only other superpower, the Soviet Union, in 1991. Above all, since the U.S.-led victory in Operation Desert Storm, the 1991 military operation which expelled Iraqi forces from Kuwait, the United States has maintained a sizable force of military advisors in Saudi Arabia, the home of two sacred cities of Islam: Mecca and Medina. The United States also maintains military and civilian personnel elsewhere in the Muslim world. Lastly, the United States is the chief economic and military supporter of Israel, which governs lands (in particular, Jerusalem) also considered holy to Muslims. In the eyes of many Islamic fundamentalists throughout the world, these conditions are intolerable.




The increasingly radical demand for Islamic fundamentalist armed struggle is skillfully conveyed in five mid- to late-twentieth-century works, none of which is widely read by, or available to, non-Muslims. The first is a work by Muslim Sheik Mohammed Hussein Fadlallah, Islam and the Logic of Force (1984). The second, issued in 1988, is The Covenant of the Islamic Resistance Movement. The third is Sayyid Qutb’s In the Shade of the Quran. The fourth is another work by Qutb, Milestones. The last is a lengthy pamphlet by Abd Al-Salam Faraj, AlFaridah al-Gha’ibah, or The Neglected Duty. Fadlallah’s work, which offers a fairly narrow defense of Islamic fundamentalist terrorism, has been quite influential among followers of the radical Islamic fundamentalist organization Hizbollah (the “Party of God”). The Covenant of the Islamic Resistance Movement is also a somewhat narrow justification of, in this case, the radical Islamic fundamentalist Hamas organization’s terrorist campaign against Israel.[72]




Although written some four to five decades ago, Qutb’s In the Shade of the Quran and Milestones have been widely read throughout the Muslim world. His Milestones remains an influential work in that it thoroughly rejects the concept of a solely defensive jihad in favor of a fully offensive struggle against the jahiliyyah, or non-Islamic world. This struggle, Qutb maintains, must be initiated by a “vanguard” of truly and fully committed Muslim believers. Milestones also offers a particularly impassioned rhetorical condemnation of the “cheap worldly pleasures” which the “large brothel” of non-Muslim society represents to radical Muslims. Like his fellow Egyptian Abd al-Salam Faraj, Qutb, the chief ideologist of the Muslim Brotherhood, was also executed for his antigovernment activities. Qutb is thus a kind of spiritual and philosophical forefather to later radical Islamic theorists such as Faraj.[73]



[65] Jansen, The Dual Nature of Islamic Fundamentalism, 1, 11.



[66] An extremely succinct discussion of basic Islamic beliefs may be found inDavid E. Long, “The Land and Peoples of the Middle East,” in David E. Long and Bernard Reich, The Government and Politics of the Middle East and North Africa, 17–20. See also John L. Esposito, Islam and Politics, 1–29, and Judith Miller, “Even a Jihad Has Its Rules,” in Schecterman and Slann, eds., Violence and Terrorism, 217–218.



[67] See Jansen, The Dual Nature of Islamic Fundamentalism, 1, 11.



[68] Ibid., 2, 3.



[69] Ibid., 4 (emphasis in original). On the pathbreaking influence of the MuslimBrotherhood, see especially Ishaq Musa al-Husayni, The Moslem Brethren, and Richard P. Mitchell, The Society of the Muslim Brothers. See also Brynjar Lia, The Society of the Muslim Brothers in Egypt. The role of the Muslim Brotherhood in the Palestinian territories is explored in Ziad Abu-Amr, “Hamas,” Journal of Palestine Studies 22 (1993): 5–19; and Abu-Amr, Islamic Fundamentalism in the West Bank and Gaza. On the meaning and importance of the Iranian revolution, see, for example, Ervand Abrahamian, Khomeinism; Abrahamian, Radical Islam; Said Amir Arjomand, The Turban for the Crown; Shaul Bakhash, The Reign of the Ayatollahs; Cheryl Benard and Zalmay Khalilzad, “The Government of God”: Iran’s Islamic Republic; Hamid Dabashi, Theology of Discontent; John L. Esposito, ed., The Iranian Revolution; Dilip Hiro, Iran under the Ayatollahs; Shireen T. Hunter, Iran after Khomeini; Hunter, Iran and the World; Nikki R. Keddie and Eric Hooglund, eds., The Iranian Revolution and the Islamic Republic; David Menashri, ed., The Iranian Revolution and the Muslim World; R. K. Ramazani, Revolutionary Iran; R. K. Ramazani, ed., Iran’s Revolution; Amir Taheri, The Spirit of Allah; Robin Wright, The Last Great Revolution; and Wright, In the Name of God. On the sponsorship of terrorism by Iran, see for example Ray S. Cline and Yonah Alexander, Terrorism: The Iranian Connection; Sean K. Anderson, “Iran,” in Edwin G. Corr and Stephen Sloan, eds., Low-Intensity Conflict, 173–195; Jerrold Green, “Terrorism and Politics in the Islamic Republic of Iran,” paper presented to the Terrorism in Context Conference, June 8–10, 1989, at Middletown, Connecticut; and Bruce Hoffman, Recent Trends and Future Prospects of Iranian-Sponsored International Terrorism.



[70] Jansen, The Dual Nature of Islamic Fundamentalism, 10.



[71] Ibid., 21.



[72] Hamas is an acronym derived from Harakat al-Muqawama al-Islamiyya, or“Islamic Resistance Movement.” This acronym may also be translated as “zeal.” Hamas is the armed wing of the Muslim Brotherhood in Israel. On this point see, for example, Jansen, The Dual Nature of Islamic Fundamentalism, 69. On the general topic of Hamas, see Abu-Amr, “Hamas”; Khaled Hroub, Hamas; Samuel M. Katz, The Hunt for the Engineer; Anat Kurz and Tal Nahman, Hamas; Shaul Mishal and Avraham Sela, Hamas; Mishal and Sela, The Palestinian Hamas; Andrea Nusse, Muslim Palestine; Ilene R. Prusher, “Also Terrorism,” in Schecterman and Slann, eds., Violence and Terrorism, 156–157; Aviva Shabi and Roni Shaked, Hamas; Paul Steinberg and Annmarie Oliver, Rehearsals for a Happy Death; N. T. Anders Strindberg, “Challenging the ‘Received View,’” Studies in Conflict and Terrorism 25 (2002): 263–273; and Paul Wilkinson, “Hamas,” Jane’s Intelligence Review 5 (1993): 31–32. On the leadership of Hamas, see for example Herb Keinon, “Hamas’s Sheikh Ahmed Yassin,” in Schecterman and Slann, eds., Violence and Terrorism, 68–69. Hizbollah, which originated among the minority Shi’ite Muslim community of Lebanon, has been in existence since the early 1980s. On Hizbollah (the spelling varies), see for example Hala Jaber, Hezbollah; Martin Kramer, “The Moral Logic of Hizballah,” in Walter Reich, ed., Origins of Terrorism, 131–157; Magnus Ranstorp, Hizb’Allah in Lebanon; Amal Saad-Ghorayeb, Hizbu’llah; Carl Anthony Wege, “Hizbollah Organization,” Studies in Conflict and Terrorism 17 (1994): 151–164; and Eyal Zisser, “Hizballah in Lebanon,” Terrorism and Political Violence 8 (1996): 90–100. On the leadership of Hizbollah, see for example Thomas O’Dwyer, “Hizbullah’s Ruthless Realist,” in Schecterman and Slann, eds., Violence and Terrorism, 70–71. Both Hizbollah and its armed wing, Islamic Jihad, have received considerable financial and other support from Iran and Syria. Differences between the majority Sunni and minority Shi’ite sects of Islam derive from a seventhcentury struggle over who the Prophet Muhammad’s caliph, or earthly successor, should be. The relatively small number of fighters led by Muhammad’s grandson, Hussein, were defeated by the much larger forces of the Umayyad dynasty in 680. Those Muslims who supported Hussein, and came to glorify his martyrdom, grew into the Shi’ite Islamic minority. Those Muslims who rejected Hussein’s claim to be caliph became the Sunni Islamic majority. The Sunni majority has historically accepted a more moderate, or mainstream, approach to Islam, whereas the Shi’ite minority has taken a more defiant, militant approach in its religious beliefs. The Shi’ite minority, which has been at the forefront of Islamic fundamentalism, has taken the historical view that the minority Shi’ites have been not only religiously but also socially and economically persecuted by the majority Sunnis. The rise of Islamic fundamentalism among Sunnis is therefore particularly indicative of the extensive appeal of fundamentalism within the Muslim community. For very readable inquiries into the origins of the Shi’ite-Sunni conflict, see, for example, Robin Wright, Sacred Rage, 37–38, and Muhammad Hanif, “Islam,” in William Spencer, ed., The Middle East, 170–175. Fadlallah’s beliefs are outlined in Mohammed Hussein Fadlallah, Islam and the Logic of Force. For more on Fadlallah’s views on radical Islamic fundamentalism and terrorism, see, for example, Kramer, “The Moral Logic of Hizballah.” For more on Islamic Jihad’s activities in the Palestinian territories, see Abu-Amr, Islamic Fundamentalism in the West Bank and Gaza. For Qutb’s works, see Sayyid Qutb, In the Shade of the Quran and Milestones.



[73] See Jansen, The Dual Nature of Islamic Fundamentalism, 69. For example, Faraj quotes a brief passage from Qutb’s In the Shade of the Quran in Johannes J. G. Jansen, ed., The Neglected Duty, 226. For an excellent analysis of Qutb’s early contributions to radical Islam, see especially Ahmad S. Moussalli, Radical Islamic Fundamentalism. See also Armstrong, The Battle for God, 239–244; John L. Esposito, Unholy War, 56–61; Mark Huband, Warriors of the Prophet, 87–90; and Malise Ruthven, A Fury for God, 72–98.




      

    

  
    
      

Understanding the Neglected Duty




Many students of radical Islam believe that Abd Al-Salam Faraj’s pamphlet, The Neglected Duty, is the most enduringly significant of these five works. As noted Islamic authority Charles J. Adams puts it, “The Neglected Duty is the only authentic and extended statement of radical Muslim resurgence views.” Adams also notes that Faraj’s work “presents the radical world view in a forceful and vividly clear way.” Jansen, who translated The Neglected Duty in 1986, states that this work “offers a comprehensive view of the history of Islam which is based on all relevant sources, and it does so impressively.” Pertinent too is that Faraj—who hailed from the majority Sunni Muslim community— helped lead the Islamic Group of Egypt (popularly known as “Al-Jihad,” or “armed movement against unbelief”) and was subsequently executed for the Al-Jihad-sponsored assassination of Egyptian President Anwar Sadat in 1981.[74]




The Neglected Duty is indeed an impressive and thorough work which repeatedly attempts to justify two basic themes: First, jihad, or armed struggle against moderate Muslims, apostates, and infidels, has been neglected by most Muslims throughout the world. Second, a united Islamic world governed by the shari’a must be achieved. This duty, too, has been neglected by a majority of Muslims.




Faraj begins his treatise with an attack upon the Ulama and other Muslim moderates:






Jihad (struggle) for God’s cause, in spite of its extreme importance and its great significance for the future of this religion, has been neglected by the ulama (leading Muslim scholars) of this age. They have feigned ignorance of it, but they know that it is the only way to the return and the establishment of the glory of Islam anew.... There is no doubt that the idols of this world can only be made to disappear through the power of the sword.... Whosoever did not comply and accept the unity of God, being called upon to do so by the text of the Qur’an, by arguments and by proof, would then be called upon with the sword.[75]







Faraj further insists that only through jihad may Muslims overcome their weakness and internal conflict. For “[n]eglecting jihad is the cause of the lowness, humiliation, division and fragmentation in which the Muslims live today.”[76]




Like most radical Islamic fundamentalists, Faraj demands that an Islamic nation-state be introduced throughout the Muslim world:






The establishment of an Islamic State ... [was] not only predicted by the Apostle of God [i.e., Muhammad]—God’s peace be upon him— but they are, moreover, part of the Command of the Lord—Majestic and Exalted He is—for which every Muslim should exert every conceivable effort in order to execute it.[77]







The issue of precisely how far this Islamic nation-state is to extend is also addressed:






... the establishment of the Rule of God over this earth ... must be considered to be obligatory for all Muslims.... If, moreover, such a state cannot be established without war, then this war is an obligation as well.[78]







It must be noted, however, that, although the creation of a global Islamic society is certainly desirable to Islamic fundamentalists as an ultimate goal, the purification and revitalization of existing Muslim societies must be accomplished first. As Jansen puts it,






Islamic fundamentalists represent a serious danger, but to their own compatriots and coreligionists. Except in Palestine and Israel, fundamentalism propagates the concept of an Islamic struggle against an internal enemy.[79]







In other words, jihad must first be conducted against nonfundamentalist Muslims before, perhaps long before, the time comes for armed struggle against the non-Muslim world. According to Faraj, “apostasy is worse than rebellion against the prescripts of a religion which comes from someone who has always been outside this religion [i.e., resistance by infidels, or those who have never accepted Islam].”[80]




Although Islamic fundamentalists do not insist upon the immediate creation of a global Islamic nation-state, Faraj is nevertheless firm in his demand that jihad must be waged against both apostates and those infidels who assist them. In The Neglected Duty, he excerpts the following from noted fourteenth-century Islamic scholar Ibn Tamiyah’s writings on jihad:






Every army commander and every soldier who goes over to them is to be judged like them. They are as much apostates from the prescripts of Islam as they (themselves) are apostates from the prescripts of Islam. When the Pious Forefathers used to call apostates the [nonMuslim] people who [disobeyed some Muslim laws yet] did not fight the Muslim community, how much more must we regard as apostates those who became in the same camp as the enemies of God and His Apostle and who kill Muslims?[81]







This statement makes clear that both apostates and infidels must be targeted, and banished or destroyed through the conduct of jihad. Hence “when the infidels descend upon a [Muslim] country, it becomes an individual duty for its people to fight them and drive them away.” For without internal collaborators (i.e., apostates) among the ranks of the Muslims, the external infidel becomes powerless. Radical Islamic fundamentalists further believe that Allah will always favor Muslims who wage jihad no matter what the odds may be.[82]




Jihad is the duty of all Muslims who are physically capable of carrying arms and conducting war against moderate Muslims and infidels. Faraj emphasizes the following quotation from the eighth-century Muslim scholar Abu Hanifah:






It is a well-established rule of Islamic Law that the punishment of an apostate will be heavier than the punishment of someone who is by origin an infidel (and has never been a Muslim), and this in many respects. For instance, an apostate has to be killed even if he is unable to carry arms and go to war. Someone, however, who is by origin an infidel and who is unable to carry arms and go to war against the Muslims should not be killed.[83]







What manner of fighting is permitted in this jihad? According to Faraj, virtually any strategies and tactics are permitted. For “Muslims are free to choose the most suitable method of fighting so that deception, which is victory with the fewest losses and by the easiest means possible, is realized.” Any type of deception, even lying, “is essentially permitted,” although “it is better to limit oneself to speaking ambiguously, and God knows best.” Muslim fighters are even permitted to kill the children of their enemies if they “do not do it on purpose without need for it,” which is to say, when such casualties are unavoidable during a justifiable attack. Given certain circumstances, even suicide attacks may be permitted. But above all, Muslim fighters must never allow themselves any form of weakness. Quoting from the Quran, Faraj emphasizes the following:






Missions which further the cause of Islam require solid, straightforward, steady, and healthy constitutions which can withstand a long and difficult strife. Military ranks which are permeated with the weak and the soft cannot effectively resist because these weak and soft soldiers will abandon the ranks in the hour of difficulty. They will cause failure, weakness, and confusion to spread through the ranks. It is necessary to banish those who are weak and stay behind far away from the military ranks, in order to protect these from becoming disjointed and being put to flight. Indulgence towards those weak people is a crime towards the whole army.[84]







These, then, are the most significant general rules on how to conduct the type of transnational terrorist campaign favored by radical Islamic fundamentalists.




Before continuing, it is necessary to keep three very significant points in mind:




	

Not all Islamic fundamentalists are in agreement about precisely what these goals, and the tactics necessary to achieve them, should be.





	

Many Islamic fundamentalists agree that they must place some limitations upon the types of tactics which they may utilize in order to achieve their goals.





	

Like any movement, Islamic fundamentalism is unlikely to achieve all, or even most, of its goals.










Islamic fundamentalism is thus neither monolithic nor all-powerful. Although many Islamic fundamentalists agree with the writings of Faraj, Fadlallah, and Qutb, many others have come to different conclusions.[85] Firm generalizations may be drawn about how radical Islamic fundamentalist religious beliefs are used to justify seemingly indefensible acts of terrorism. By analyzing a seminal work such as The Neglected Duty, it is possible to understand how radical Islamic fundamentalists believe that a prolonged and wide-ranging terrorist campaign is not only justified, but entirely appropriate, given present circumstances. Most critically, these radical Islamic fundamentalists insist that God not only permits, but actually demands these acts of violence.




In summary, The Neglected Duty presents the following key themes:




	

An Islamic society, encompassing the Islamic world and then, ultimately, the world as a whole, must, and will, be established.





	

An initial focus upon the Islamic world is necessary because internal enemies (apostates) must be defeated before external enemies (infidels) may be ultimately vanquished.





	

Although any individuals residing within the ranks of the apostates may be directly targeted, infidels, particularly those who provide support to the apostates, must be targeted as well.





	

Only those infidels who are physically capable of carrying arms and conducting war against Muslims may be directly targeted; however, unavoidable casualties against the defenseless are permitted.





	

God will grant ultimate victory to true Muslims regardless of the size or strength of their opponents.





	

Virtually any tactics are allowed, particularly those which serve to bring about the most rapid and easy victory.





	

Weakness of any kind is prohibited among the ranks of true Muslims.










In essence, these seven rules provide guidance to those radical Islamic fundamentalists who wage war, through terrorist means, against their opponents.




A better appreciation of these rules might assist in answering the other key questions posed earlier in this chapter. One is the issue of how deeply held religious beliefs may be used to justify seemingly wanton acts of terrorism. The other is the relationship between radical Islamic fundamentalism and transnational terrorism.



[74] Adams’s points are presented in Charles J. Adams, “Foreword,” in Jansen, ed.,The Neglected Duty, xv. Jansen’s own points are made on 152. Faraj’s work is also accorded much notice in Emmanuel Sivan, Radical Islam, and Kepel, Muslim Extremism in Egypt. It is interesting to note that Faraj was neither a member of the Islamic clergy nor a Muslim scholar; he was, rather, an electrician with no formal religious training. On this point, see David C. Rapoport, “Sacred Terror,” in Reich, ed., Origins of Terrorism, 105. Rapoport observes that Faraj’s background follows “a pattern common throughout Sunni Islamicist movements, which, unlike their Shia counterparts, are profoundly hostile to the [traditional] religious establishment.” Another earlier, mid-twentieth-century example of this pattern is that of Abul Ala elMawdudi, the Pakistani founder of a similar organization, Jama’at-i-Islami.



[75] Jansen, ed., The Neglected Duty, 160–161. The term jihad is also spelled gihad or jihaad.



[76] Ibid., 205.
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[78] Ibid., 165 (emphasis added).



[79] Jansen, The Dual Nature of Islamic Fundamentalism, 22. Or, as Faraj puts it, “To fight an enemy who is near is more important than to fight an enemy who is far.” See Jansen, ed., The Neglected Duty, 192.



[80] Jansen, ed., The Neglected Duty, 169. On the conflict between the classical and more recent Sunni and Shi’ite views of how far jihad is to extend, see, for example, Rapoport, “Sacred Terror,” 110–111.
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[84] Ibid., 210, 211, 217, 226–227. On the issue of suicide attacks, see, for example, Raphael Israeli, “Islamikaze and Their Significance,” Terrorism and Political Violence 9 (1997): 96–121; Kramer, “Moral Logic of Hizballah,” 141–149; Harvey W. Kushner,“ Suicide Bombers,” Studies in Conflict and Terrorism 19 (1996): 329–337; and Ariel Merari, “The Readiness to Kill and Die,” in Reich, ed., Origins of Terrorism, 192–207.
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Performing One’s Neglected Duty




How may deeply held religious beliefs be used to justify seemingly indefensible acts of terrorism? If God’s demand that an Islamic society be established, originally encompassing the present Islamic community and eventually the entire world, is to be met, then it is believed necessary to first rid the Islamic community itself of apostates and infidels. Although no rules restrain the elimination of apostates, certain limited rules govern the treatment of those infidels who provide support to apostates. Recall that, within the boundaries set by those rules, virtually any tactics, particularly those which speed victory, are allowed. Recall, too, the belief that God will grant ultimate victory to true Muslims regardless of whether they are outnumbered or outarmed. Also remember that weakness of any kind is prohibited among the ranks of Muslim warriors. Given the necessity to use the most efficient tactics, the fact that the West is numerically and physically stronger than the Muslim world, and God’s prohibitions against weakness, it becomes clear that even the most seemingly savage acts of terrorism are not only allowed, but demanded. Terrorism, and terrorism alone, is that form of warfare which fulfills each of these requirements. Since the Muslim world does not possess the conventional military might of the West, unconventional tactics—particularly those which produce the most efficient results—are required. And terrorism—the “weapon of the weak”—is in fact the most efficient means available to an outnumbered, outarmed opponent whose tactics, even brutal ones, can know no bounds. Only a sustained, wide-ranging, and unlimited campaign of terrorism, then, can provide Islamic fundamentalism with the victory that God guarantees.




A related issue is the relationship between radical Islamic fundamentalism and transnational terrorism. First, although Islamic fundamentalists do favor the establishment of modern nation-states within the Muslim world, the boundaries between these nation-states have little real meaning. This is because many Islamic fundamentalists also adhere to a “pan-Islamic” ideology that recognizes the brotherhood of all Muslims regardless of where they may happen to reside, and to the eventual establishment of a single—and ultimately global—Islamic society.[86]




For radical Islamic fundamentalists, the perception is that the enemies of Islam, both apostates and their allies, the infidels, reside throughout the world. Their struggle must, therefore, be waged on a truly transnational basis within Muslim and non-Muslim nation-states alike. Throughout the last decade, most radical Islamic terrorist attacks were confined to targets within the Middle East. During that same period, however, a growing number of terrorist operations were also executed (with varying degrees of success) within the United States—the “great Satan” itself. Moreover, nations spanning every continent of the globe (Russia, China, India, Britain, France, Kenya, Tanzania, Argentina, and Panama are but a few examples) have endured terrorist attacks with firm links to radical Islamic TTOs.



[86] For a practical exploration of this point, see, for example, Haggay Ram, “Exporting Iran’s Islamic Revolution,” Terrorism and Political Violence 8 (1996): 7–24.




      

    

  
    
      

Masterminding the Performance




Most of these attacks have been traced to a single individual, Osama bin Laden, and a single organization, al-Qaeda. The relationship between the two is both instructive and fascinating. Bin Laden has played the leading role in establishing an extraordinarily well-financed, carefully organized, highly disciplined, superbly equipped, unusually resourceful, and extremely secretive terrorist organization. Al-Qaeda, with its links to many other like-minded radical Islamic fundamentalist organizations on every continent, is also the first terrorist organization with a truly global reach. The result has been nothing less than the creation of an organization which may well serve as a model for the transnational terrorist organization of the future.[87]




Al-Qaeda and Osama bin Laden bear major responsibility for a substantial number of deadly terrorist attacks during the last decade. Major examples of these attacks include: (1) the 1993 World Trade Center bombing, (2) the 1995 and 1996 bombings of two U.S. military facilities in Saudi Arabia, (3) the 1998 bombings of the U.S. embassies in Kenya and Tanzania, (4) the 2000 bombing of the USS Cole, (5) the September 11, 2001, terrorist attacks against the World Trade Center and the Pentagon, and (6) the 2002 bombing of a U.S. consulate in Karachi, Pakistan. Al-Qaeda is also clearly linked to the 1995–1996 terrorist campaign within France, the 2002 suicide bombing of a historic synagogue in Djerba, Tunisia, and dozens of other bloody acts. Scores of attempted al-Qaeda-supported terrorist operations have also been thwarted in recent years. Even more ominously, Western intelligence reports based upon recovered videotapes and documents and testimony furnished by captured members suggest that al-Qaeda may have trained, funded, or otherwise supported as many as 110,000 radical Islamic fundamentalists now operating within the borders of up to ninety nation-states.[88]




It is widely acknowledged that al-Qaeda in effect declared war against the United States and her allies on February 23, 1998. On that date, an organization identifying itself as the World Islamic Front for the Jihad against Jews and Crusaders issued a fatwa (religious edict or judgment) to all Muslims. This fatwa, signed by Osama bin Laden and other radical Islamic fundamentalists, warned that “[t]he ruling to kill the Americans and their allies—civilian and military—is an individual duty for every Muslim who can do it in any country in which it is possible to do it.” The fatwa then went on to warn:






We—with God’s help—call on every Muslim who believes in God and wishes to be rewarded to comply with God’s order to kill the Americans and plunder their money wherever and whenever they find it. We also call on Muslim Ulema, leaders, youths, and soldiers to launch the raid on Satan’s U.S. troops and the devil’s supporters allying with them, and to displace those who are behind them so that they may learn a lesson.[89]







Who is Osama bin Laden? In what ways have he and al-Qaeda served to reshape the very nature of global terrorism?




There is fairly wide concurrence about the basic facts of bin Laden’s life. Osama bin Laden was born on July 30, 1957, in Riyadh, Saudi Arabia. He is the seventeenth son of fifty-two children fathered by Muhammad bin Laden, a Saudi Arabian construction firm magnate who was of Yemeni origin. In accordance with Muslim practice, Muhammad bin Laden had no more than four wives at any one time. On various occasions during Muhammad bin Laden’s life, he married and divorced a number of other women, and also had numerous concubines, or mistresses. Osama’s mother, Hamida, who remarried after Muhammad’s death in a 1968 helicopter crash, is of Syrian origin. She played the major role in raising the future al-Qaeda leader, who in turn would marry one of his mother’s distant Syrian relatives.[90]




The bin Laden family, one of the wealthiest in Saudi Arabia, has an estimated net worth of at least $5 billion. After his father’s death, Osama bin Laden received an inheritance share of $25–30 million. Most of this sum was placed in careful and hugely profitable investments outside of Saudi Arabia. How much did bin Laden earn from these investments? According to Rohan Gunaratna’s fine analysis, “Swiss [authorities], with access to superior banking information, opt for a [net earnings] figure of $250–500 million.” These figures are in line with other government estimates.[91]




The course of Osama bin Laden’s university education may have served as something of a harbinger of his future activities. Apparently intending to join his family’s construction business, he studied economics and management at one of Saudi Arabia’s finest schools, King Abdul Aziz University in Jedda. Although undistinguished in these disciplines, bin Laden demonstrated a keen interest in government, global politics, and, in particular, Islamic studies. Whatever his college-age experiences may have been in the unusually cosmopolitan seaport of Jedda and the particularly vice-filled environment of Beirut, Lebanon, during the mid1970s, Osama bin Laden was clearly persuaded by the arguments of strict Islamic fundamentalists. He seems to have been particularly influenced by two men. The first was Muhammad Qutb, the brother of Sayyid Qutb, one of the chief ideologists of the Muslim Brotherhood in Egypt. The other was Abdullah Azzam, the original founder of al-Qaeda. Perhaps as a result, bin Laden abandoned his formal educational plans during his third year at King Abdul Aziz University.[92]




A few short years later, bin Laden joined those thousands of Muslims who had journeyed to Afghanistan during the early 1980s in order to resist the Soviet occupation of that unfortunate land. It was in the rugged Hindu Kush mountains of eastern Afghanistan and western Pakistan that bin Laden’s already fervent acceptance of strict Islamic belief became stronger still. During his early years in Pakistan, bin Laden encountered again the man who would become his chief mentor: radical Islamic ideologist Abdullah Azzam, whose lectures bin Laden had already attended at King Abdul Aziz University. The two set up an organization intended to recruit and train foreign resistance fighters. This organization, the Maktab al-Khidmat lil Mujahidin al-Arab (MAK, or Afghan Service Bureau), was led by the two men for several years after its establishment in 1984. In 1988, Azzam personally founded another organization, al-Qaeda al-Sulbah (“the Solid Base”). Azzam laid down eight principles—which endured long beyond his death—by which this “pious group” and “pioneering vanguard” was to be guided:






[They] must jump into the fire of the toughest tests and into the waves of fierce trials.




The training leadership shares with [its recruits] the testing march, the sweat and blood. The leadership must be like the motherly warmth of a hen whose chicks grow under its wings, throughout the long period of hatching and training.




This vanguard has to abstain from cheap worldly pleasure and must bear its distinct stamp of abstinence and frugality. In like manner, it must be endowed with firm belief and trust in the ideology, instilled with a lot of hope for its victory. There must be a strong determination and insistence to continue the march no matter how long it takes.




Travel provision is among the most important items on this march.




The provision consists of meditation, patience and prayer.




Loyalty and devotion.




They must be aware of anti-Islam machinations all over the world.[93]







After the Soviet withdrawal from Afghanistan in 1989, MAK and alQaeda al-Sulbah merged into what has now become known as al-Qaeda. For a few months, Azzam and his designated successor, Osama bin Laden, shared the leadership of al-Qaeda. The organization provided refuge to those thousands of Afghan resistance fighters who, after receiving billions of dollars in U.S. financial and material aid during these last gasps of the cold war, had been abruptly abandoned by their former American patrons. Following a power struggle between Azzam and bin Laden, the former was killed by a powerful bomb almost certainly set off on bin Laden’s orders. By this point, bin Laden had already come under the influence of a new, even more radical faction in al-Qaeda led by Egyptian Islamic Jihad founder Ayman al-Zawahiri, who would become al-Qaeda’s chief ideologist. Following the Afghan war, bin Laden returned to Saudi Arabia.[94]




Operation Desert Storm led to the stationing of hundreds of thousands of American troops in Saudi Arabia. Bin Laden, who had unsuccessfully offered his al-Qaeda forces in place of these “infidels,” became particularly enraged when thousands of American military personnel continued to “occupy” Saudi soil. It was not long before bin Laden’s loud and incessant anti-American rhetoric and activities forced the firebrand from his homeland. Bin Laden eventually settled in Sudan. The radical Islamic fundamentalist beliefs which bin Laden shared with Sudanese president Omar Hassan Ahmed al-Bashir enabled the al-Qaeda leader to remain in Sudan until American and Saudi Arabian demands— spurred by major anti-American terrorist attacks on Saudi soil—effected a second exile. In 1996, bin Laden returned to Afghanistan, where he was reunited with thousands of joyous al-Qaeda loyalists. It was also at this time that bin Laden was joined by Al-Jihad (also known as Islamic Group of Egypt) leader Muhammad Atef, who would become alQaeda’s “chief of operations.”[95]




At this juncture, Osama bin Laden oversaw the unprecedented creation of a vast, loosely arranged network of transnational terrorist organizations. Dissecting this organization is similar to peeling away the layers of an onion. At its outer reaches, bin Laden’s network consisted of layer upon layer of other radical Islamic terrorist organizations, as well as other groups which were useful to his purposes because of their hostility to Western, particularly American, interests. The next layer consisted of Atef’s Islamic Group of Egypt, which had largely merged with bin Laden’s primary organization. (It is interesting to note that this merger constituted a kind of organic link between Osama bin Laden and Abd Al-Salam Faraj, author of The Neglected Duty and one of the executed leaders of Al-Jihad.) Next was al-Qaeda itself, which served as bin Laden’s own vehicle for the authorization and financing of a radical Islamic transnational terrorist campaign. At the center of the entire network was bin Laden’s personal organization. During al-Qaeda’s heyday in Afghanistan, bin Laden was surrounded by an entourage of some three thousand fully committed followers, many of them battlehardened veterans of the struggle against the former Soviet occupation of Afghanistan. These forces were—and to large extent probably still are—armed with relatively advanced artillery, rocket launchers, and other sophisticated weapons left over from that campaign, as well as from much more recent sources.[96]




What is most striking about Osama bin Laden’s vast transnational network of organizations is how little is precisely known about its surviving membership, sponsorship, past activities, and future plans. Even less is known about bin Laden’s own role. This is due to several factors:




	

Osama bin Laden may have had few if any direct ties to, and in all likelihood may have never had the need to personally order, any alQaeda-related terrorist acts.





	

Although a growing number of individuals responsible for alQaeda-linked terrorist acts have been apprehended, many more simply disappear—or seem to disappear—after their missions have been completed.





	

These amorphous, relatively obscure organizations have few if any links to one another; furthermore, the cells, or semi-independent subunits of these organizations, have extremely brief shelf lives.





	

Osama bin Laden’s most important roles in this campaign clearly seem to be those of authorizer and fund-raiser, rather than those of chief ideologist or tactical commander.





	

Above all, bin Laden’s organizational network is financed primarily through private sources.










In reference to al-Qaeda’s networking structure, Gunaratna astutely observes:






The conventional wisdom among intelligence specialists was that the emerging pattern of terrorism was one based on autonomous cells acting independently of each other, largely because we were unaware of how Al Qaeda and other groups had cleverly reverted to one-toone contact, primarily via couriers, as a means of keeping in touch that circumvented governments’ technical means of intelligencegathering. This explains why the fact that Al Qaeda’s German, British, Spanish, Dutch and Belgian cells were acting in concert was overlooked, something discovered only during [the investigation into the September 11, 2001, terrorist attacks].[97]







Another factor which makes al-Qaeda and its transnational activities so difficult to counter is that a growing number of radical Islamic fundamentalists are already agreed upon basic ideology, strategy, and tactics. Thus it is perfectly understandable that bin Laden’s key role was primarily financial, rather than ideological or operational. Indeed, what bin Laden did, in effect, was to set up a kind of “terrorist foundation” to which radical Islamic fundamentalists might apply for what amount to “grants” to fund their activities.




An excellent example of this activity occurred during 1998 and 1999 when bin Laden provided financing to Harkat-ul-Jihad, a large yet obscure radical Islamic fundamentalist organization based in Bangladesh. After Harkat had recruited students from local Muslim seminaries, they received bin Laden–financed training in southeastern Bangladesh. Bin Laden was then able to provide his Taliban partners with reinforcements for use in fighting against other factions in the continuing Afghan civil war.[98]




It is firmly believed that al-Qaeda continues to help finance radical Islamic fundamentalist activities in India, Pakistan, China, Russia, and even Iran. Other obvious targets for bin Laden’s efforts are the former Soviet Muslim republics of Azerbaijan, Uzbekistan, Kazakhstan, Turkmenistan, Tajikistan, and Kyrgyzstan. It has also been reported that bin Laden has financed an Albanian-based TTO which has infiltrated various European nations.[99]




This “foundation for terrorists” was originally funded from bin Laden’s own pockets. After many of his personal resources were seized, frozen, or clandestinely “transferred” out of his hands, bin Laden turned not to nation-state sponsors but to new private funding sources. Until Saudi Arabian authorities reputedly stepped in to halt the practice, these sources—primarily Saudi Arabian and other Persian Gulf businessmen—may have provided bin Laden with hundreds of millions of dollars. Other reported sources of al-Qaeda funding include (sometimes unwitting)Islamiccharitableorganizations,thediamondandgoldtrade, stock investments, and even drug trafficking and cigarette running.[100]




The uncanny endurance of al-Qaeda illustrates the enormous difficulties of effectively countering a transnational terrorist organization with true global reach. After Afghanistan’s former Taliban regime failed to obey a U.S. ultimatum to extradite al-Qaeda’s leadership following the September 11, 2001, terrorist attacks, U.S.-led Operation Enduring Freedom helped quickly topple that regime. Yet the fall of the Taliban by December 2001 in no way resulted in the destruction of alQaeda. By late 2001, the al-Qaeda leadership—and most of its forces, only some hundreds of whom had been captured and detained by the United States—had already hastily fled much of its main Afghan base. The reported death of Mohammad Atef during American bombing raids and the subsequent captures of “operations director” Abu Zubaydah and September 11 mastermind Khalid Shaikh Muhammad in Pakistan appear to have been the only losses sustained by al-Qaeda’s top leadership.[101]




Prior to September 11, 2001, Western and pro-Western experiences with al-Qaeda had already indicated the difficulty of countering terrorist organizations whose activities both cross nation-state boundaries and are sponsored privately, rather than by nation-states. Privately sponsored intranational terrorist organizations, which conduct their activities within the borders of a single nation-state, are relatively easy for that nation-state to counter. International terrorist organizations, which conduct their activities across nation-state boundaries, are the concern of several, sometimes many, nation-states. Given, however, (1) proper intelligence concerning which nation-states sponsor particular international terrorist organizations, and (2) international agreement upon how to proceed, it is a relatively straightforward matter for nation-states targeted by such organizations to impose relatively effective economic, military, or other forms of retaliation against their nation-state sponsors.




Transnational terrorist organizations, which transcend both nationstate boundaries and nation-state sponsorship, present an entirely new type of problem. The fact that TTOs tend to operate within, and target, multiple nation-states means that broad international agreement upon how to counter them is a necessary first step. Yet in the case of privately sponsored TTOs, those nation-states which fall prey to them have to look long and hard when deciding against whom to retaliate.




One example was the American attempt to punish al-Qaeda for its role in the massive bombings of U.S. embassies in Kenya and Tanzania. On August 20, 1998, dozens of U.S.-launched Tomahawk cruise missiles were directed against what was reported to be bin Laden’s “terrorist university” in Afghanistan and an apparently civilian pharmaceutical factory in Sudan. This provoked angry protests, particularly from the Sudanese government, whose links to bin Laden were then even weaker than civil war–wracked Afghanistan’s. Producing what appeared to be credible evidence, the Sudanese government strongly denied that its pharmaceutical plant was producing chemicals used in the production of VX nerve gas. In addition, questions were raised about just how willingly Taliban authorities in Afghanistan had tolerated bin Laden’s presence. These reactions led the Clinton administration to claim an even broader U.S. right to retaliate against nation-states which either sponsor international terrorist organizations or (willingly or unwillingly) host TTOs such as al-Qaeda. In helping topple the former Taliban regime, the administration of President George W. Bush demonstrated that mere retaliation could, and would, be transformed into full regime change. Yet Operation Enduring Freedom, too, has led to unavoidable casualties among innocent Afghan civilians.[102]




Since September 2001, al-Qaeda has planned and executed—in several cases successfully—several terrorist attacks against the United States, as well as other Western and pro-Western targets. This is despite the fact that no confirmed sightings of, or new videotaped appearances by, top al-Qaeda leaders Osama bin Laden or Ayman al-Zawahiri have been released since late 2001. A small number of audiotaped messages from bin Laden and al-Zawahiri were, however, released in 2002 and 2003. A number of mid-level al-Qaeda operatives, who are remolding the TTO into an even looser and more decentralized organization, continue to seriously menace U.S. and other interests. Its new leaders now include three Egyptians, Muhsin Musa Matwalli Atwah, Mustafa Mohamed Fadhil, and Abdullah Ahmed Abdullah; a Saudi, Saif al-Adel; Fazul Abdullah Muhammad, a native of the Comoro Islands; and Fahid Muhammad Ally Msalam (nationality unknown). This remodeled TTO continues to maintain links throughout the world, but is particularly well represented in a vast area from north Africa to southeast Asia. For example, the newly restructured al-Qaeda has forged a firm alliance with Jemaah Islamiyah, a major Islamic transnational terrorist organization in its own right. Although it presently lacks true global reach, Jemaah Islamiyah operates cells in numerous southeast Asian nations, including Malaysia, Indonesia, and Singapore.[103]




Gunaratna’s analysis of the post–September 2001 al-Qaeda organization paints a richer and even broader portrait:






Since the U.S. intervention in Afghanistan in October, 2001, Al Qaeda has lost its main base for planning and preparing terrorist operations. Hence the Al Qaeda leadership is relying on a wider network to plan and execute new operations with the support of its associate groups. After relocation, the current, or new, leadership will reorganize the group’s lines of command and communication. Al Qaeda is structured in such a way that it can operate without a centralised command. Its regional bureau[s] function as the nodal points of its horizontal network outside Afghanistan and liaise with associate groups and Al Qaeda cells.... The severe disruption to Al Qaeda’s command and communication structures in 2001/2 has only emphasized the usefulness of such a decentralised structure. To adjust to the new reality, Al Qaeda is rapidly learning from its mistakes. With the sustained targeting and hunting down of its cells, their cadres are bringing forward many operations. Other Al Qaeda cells have tactically retreated, either “sleeping” for the time being or seeking the protection of their allies operating in disrupted zones in Asia, Africa and the Middle East.... Functional and regional compartmentalisation of the organisation—both in its infrastructure and networks— ensures that the highest standards of operational security are maintained. [Al Qaeda] also has a proven capacity to regenerate new cells: its networks are intertwined in the socioeconomic, political, and religious fabric of Muslims living in at least eighty countries.[104]







As noted at the beginning of this chapter, the major religions of the world have all given rise to radical fundamentalist sects which have all too frequently embraced terrorist tactics. It is not insignificant that the holy rage borne by radical Islamic fundamentalists has spawned the most profound, unremitting, and extensive transnational terrorist campaign in contemporary global politics. Yet the single most enduring contribution which holy rage may have made to the new global disorder is to provide the model for the transnational terrorist organization of the future.
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[98] See “Bin Laden Financing Muslim Militants in Bangladesh,” Dallas Morning News, February 20, 1999.



[99] See “Bin Laden Runs European Terrorist Network,” Dallas Morning News, November 30, 1998. See also Lee Michael Katz, “Terrorism’s Money Web,” in Schecterman and Slann, eds., Violence and Terrorism, 187–190.



[100] See “Businessmen Reportedly Gave bin Laden Millions,” Dallas Morning News, July 7, 1999. (In an attempt to sow dissension within bin Laden’s organization, the U.S. Central Intelligence Agency and National Security Agency are reported to have electronically transferred funds from bin Laden’s own treasury to the accounts of his closest followers.) It is also suspected that al-Qaeda operatives invested heavily in the U.S. airline and insurance sectors—which were particularly hard hit by the September 11, 2001, terrorist attacks—and traded those holdings just days before the attacks.



[101] On Mohammed Atef’s reported death, see Richard Whittle, “Bin Laden Deputy Reportedly Killed,” Dallas Morning News, November 17, 2001.



[102] On the reaction to the August 20, 1998, U.S. raids against Sudan and Afghanistan, see for example Paul Richter, “U.S. Has Right to Kill Terrorists,” Dallas Morning News, October 29, 1998. See also “U.S. Asserts Right to Attack Governments Hosting Terrorists,” Dallas Morning News, February 8, 1999; “Bin Laden Reportedly Has New Afghan Base,” Dallas Morning News, July 5, 1999; Edward G. Shirley, “The Etiquette of Killing bin Laden,” in Schecterman and Slann, eds., Violence and Terrorism, 185–186; and Ryan C. Hendrickson, “American War Powers and Terrorists,” Studies in Conflict and Terrorism 23 (2000): 161–174.



[103] On the newly reconstituted al-Qaeda, see for example David Johnston, Donvan Natta, Jr., and Judith Miller, “Surviving al-Qaeda Seen as Loosely Knit But Potent,” Dallas Morning News, June 16, 2002. On al-Qaeda’s emerging alliance with Jemaah Islamiyah, see for example “Malaysia Accuses Man of Terrorist Ties,” Dallas Morning News, September 28, 2002; and “Singapore: Man Met with Moussaoui,” Dallas Morning News, September 28, 2002.



[104] Gunaratna, Inside al Qaeda, 10.




      

    

  
    
      

Chapter Six: Superterrorism: What’s in It for You?






Above ground it was pandemonium. Hundreds of commuters streamed from subway exits into the bright morning sun. The pavements and soon the roads were blanketed with casualties lying where they had fallen, or clutching tissues to staunch blood flowing from their noses and mouths. It was an eerie kind of chaos. The commuters made little noise, since the nerve gas had crippled their lungs and stolen their voices. On this subway line alone, eight people would soon be dead, and nearly 2,500 injured.




David E. Kaplan and Andrew Marshall, The Cult at the End of the World







THE MARCH 20, 1995, CHEMICAL ATTACK against the Tokyo subway system was a watershed event in the history of terrorism. This single terrorist act aroused a new kind of collective horror from which, it seems, no one is immune. Granted, this was by no means even close to being the most deadly of recent terrorist attacks. Nor, for that matter, was the Tokyo subway attack the first instance of chemical terrorism. Nevertheless, the Tokyo incident, and the anthrax attacks of late 2001, have compelled us all to grudgingly accept an entirely new perspective—not merely toward terrorism, but toward our own physical, and ultimately emotional, security. For we are now forced to acknowledge the long-dreaded onset, rather than the merely frightening prospect, of what has come to be known as “superterrorism.”[105]




Since the Tokyo subway attack, the global news, entertainment, and academic media have directed steadily increasing attention toward the threat of superterrorism. Several acclaimed television documentaries, such as Frontline’s “Plague War”; numerous best-selling novels, such as Richard Preston’s The Cobra Event; and a growing number of motion pictures, such as The Peacemaker and Twelve Monkeys, are but a few examples. The popular success of these works indicates that the theme of superterrorism will continue to entertain and frighten—if not always responsibly inform—a greatly intrigued, yet bewildered and apprehensive, global audience. Most significant, the issue of superterrorism now receives very serious attention from government policymakers, scientists, and the academic community.[106]




The purpose of this chapter is to analyze—seriously, yet soberly— the fiercely debated problem of superterrorism. In examining this controversial issue, the following key questions will be addressed:




	

What is meant by the term superterrorism?





	

What is meant by the term weapons of mass destruction?





	

What are the differences between conventional and nonconventional weapons of mass destruction?





	

What arguments have been made for and against the general likelihood of future terrorist use of nonconventional weapons of mass destruction?





	

What are the major types of superterrorism?





	

What is the nature of, and what are the prospects for, chemical terrorism?





	

What is the nature of, and what are the prospects for, biological terrorism?





	

What is meant by the terms radiological terrorism and nuclear terrorism? What are the prospects for radiological terrorism and nuclear terrorism?





	

Why is superterrorism such an attractive option for transnational terrorist organizations?









[105] Prior to the Tokyo subway attack, terrorists had used, or planned to use,chemical weapons on several occasions. For example, in 1972, a terrorist conspiracy to use chemical warfare agents against a U.S. nuclear storage site in Europe was successfully detected and thwarted by authorities. In February 1978, the Arab Revolutionary Army Palestinian Commandos terrorist organization accepted responsibility for injecting mercury and other harmful chemicals into Israeli citrus products. During the latter part of 1978 and the early part of 1979, four hundred kilograms of chemicals suitable for the manufacture of organophosphates, which are used as components for nerve gas, were detected in a terrorist safe-house in West Germany. On these three incidents, see Joseph D. Douglass, Jr., and Neil C. Livingstone, America the Vulnerable, 183–184. On organophosphates, see for example Leonard A. Cole, The Eleventh Plague, 152.



[106] Preston’s novel is actually one of the more thoroughly researched fiction—or,for that matter, nonfiction—treatments of the superterrorism theme. The Cobra Event has also become one of the most influential of these works. Former U.S. president Bill Clinton’s reading of Preston’s novel reportedly led Clinton to issue an executive order directing drastically increased funding for research on the threat of advanced biological terrorist weapons. See Richard Preston, The Cobra Event. On Clinton’s alarmed reading of The Cobra Event, see for example “U.S. Still Unprepared for Biological Attack,” Dallas Morning News, April 26, 1998.




      

    

  
    
      

Superterrorism and Weapons of Mass Destruction: An Analysis




Superterrorism is the terrorist use of nonconventional weapons of mass destruction. Weapons of mass destruction (WMD) are weapons which are capable of causing mass, or large-scale, total casualties (deaths plus injuries). There seems to be no general civilian or even military agreement upon precisely where the respective thresholds between smallscale, medium-scale, and large-scale casualties lie. Let it be understood, then, that the term mass casualties implies a minimum of one thousand total casualties per attack.




Conventional weapons of mass destruction are, quite simply, commonly used weapons which lead to large-scale casualties. Nearly every nation-state possesses conventional WMD, and many nation-states have used them against enemy military and, in somewhat more limited cases, civilian targets. Among the most powerful of these conventional weapons are trinitrotoluene (TNT), cyclonite, high-brisance explosive, ammonium picrate, and tetryl explosives housed in artillery shells, demolition charges, bombs, torpedoes, and missile warheads. Since the invention of TNT during the 1890s, these conventional WMD have been widely deployed against military targets. By the First World War, these fearsome weapons were beginning to cause large-scale civilian casualties as well. During the Second World War, the use of conventional WMD actually caused more civilian than military deaths. Examples of nation-state use of conventional WMD against civilian targets during the Second World War include:




	

German aerial bombings and missile launches against British cities





	

British, American, and Russian aerial bombings of German cities





	

American aerial bombings of Japanese cities





	

German, British, American, Russian, and Japanese torpedoing of civilian shipping[107]










Actual cases involving the successful terrorist use of weapons of mass destruction, however, remain extremely few in number. The 1993 World Trade Center bombing, which led to six deaths and nearly one thousand injuries, and the 1998 bombing of the U.S. Embassy in Nairobi, Kenya, which led to a total of more than two hundred deaths and more than five thousand injuries, appear to be the closest that terrorists have (so far) actually come to the successful use of conventional WMD. And, until September 11, 2001, no single terrorist attack of any kind had ever led to a total of one thousand or more fatalities.




Nonconventional WMD are far less commonly used weapons which, like conventional WMD, lead to mass casualties. Nonconventional WMD are chemical, biological, radiological, and nuclear (CBRN) weapons. An increasing number of nation-states possess varying stockpiles of certain CBRN weapons. Moreover, both Western and non-Western armies have resorted to the sporadic use of crude chemical and biological weapons for many centuries. The first truly large-scale nation-state use of chemical WMD was the deployment of chlorine gas, sulfur mustard, phosgene, hydrogen cyanide, chloropicrin, and other deadly chemical agents by Germany, France, and Britain against enemy military personnel during the First World War. These chemical WMD attacks led to many tens of thousands of deaths and many hundreds of thousands of injuries. More recently, chemical WMD were deployed by both Iran and Iraq during the Iran-Iraq War (1980–1988). These attacks led to many tens of thousands of casualties. The first and only successful nation-state use of biological WMD came during the Second World War, when Imperial Japanese forces released fifteen million fleas, infected by plagueridden rats, over Changteh and other Chinese civilian targets. The Changteh attack alone reportedly led to approximately ten thousand casualties. The Japanese, however, endured thousands of self-inflicted casualties when their own forces were infected while developing and deploying these weapons. This deployment of biological WMD would soon be followed by the American nuclear bombing of Hiroshima and Nagasaki, Japan. Despite the primitive nature of the nuclear bombs dropped over Hiroshima and Nagasaki, each of the two weapons deployed in these attacks led to many tens of thousands of deaths and many hundreds of thousands of injuries due to nuclear bomb blast effect and radiation exposure. These acts, which still constitute the sole nation-state use of nuclear (or for that matter radiological) WMD “in anger,” against either a military or civilian target, brought a swift end to by far the bloodiest war in world history.[108]



[107] The First World War was not the first major military conflict in which civiliantargets served key roles. Most military historians regard the American Civil War (1861–1865, which predates the invention of conventional WMD by at least three decades) as the first truly “modern” war in that both military and civilian targets played key tactical and strategic roles. Unlike the First (and certainly the Second) World War, however, civilian targeting during the American Civil War primarily resulted in property, rather than human, losses. Note too that dynamite (a mixture of nitroglycerine—a highly unstable explosive first invented in 1846—wood pulp, and sodium nitrate), first devised in 1867, has for technical reasons never played a significant combat role. This is due to the fact that dynamite, although potent, lacks the explosive power to serve as an effective weapon of mass destruction. Dynamite was, however, fairly frequently employed by terrorists and assassins during the late nineteenth and early twentieth centuries. On the enthusiastic—and highly instructive— use of dynamite by these earlier terrorists, see David Ronfeldt and William Sater, “The Mindsets of High-Technology Terrorists,” in Yonah Alexander and Charles K. Ebinger, eds., Political Terrorism and Energy, 15–38.



[108] Among terrorism analysts, the term chemical, biological, radiological, and nuclear (CBRN) terrorism seems to have replaced earlier terms such as nuclear, biological, and chemical (NBC) terrorism and chemical, biological, and nuclear (CBN) terrorism. This new, more comprehensive term takes into account the critical, and often overlooked, fact that terrorists need not employ fully functioning nuclear weapons in order to create a nonconventional WMD. Indeed, radioactive materials themselves may be deployed either alone or with conventional explosives. For an excellent historical survey of the use of chemical and biological weapons, see John Cookson and Judith Nottingham, A Survey of Chemical and Biological Warfare. Perhaps the finest and most comprehensive work on chemical warfare during the First World War is L. F. Haber, The Poisonous Cloud. On the Japanese use of biological WMD in China, see for example George W. Christopher, Theodore J. Cieslak, Julie A. Pavlin, and Edward M. Eitzen, Jr., “Biological Warfare,” Journal of the American Medical Association 278 (1997): 413. Two of the best works on Japan’s biological weapons development program prior to and during the Second World War are Sheldon H. Harris, Factories of Death, and Peter Williams and David Wallace, Unit 731. For an authoritative, and shocking, account of U.S. Army experimentation with biological agents on American citizens during the cold war, see Leonard A. Cole, Clouds of Secrecy. There is conclusive evidence of the Iraqi use of chemical WMD in a 1988 attack against the Iraqi city of Birjinni, which was home to tens of thousands of Kurds. For more on this topic, see for example Lois Ember, “Chemical Weapons,” Chemical and Engineering News, May 3, 1993, and Alastair Hay and Gwynne Roberts, “The Use of Poison Gas against the Iraqi Kurds,” Journal of the American Medical Association 263 (1990): 1065–1066.




      

    

  
    
      

The Prospect of Superterrorism




Since the 1995 Tokyo subway attack, superterrorism has become a fiercely debated topic among government policymakers, scientists, and academicians alike. Curiously, and although the study of superterrorism is almost as old as the existence of recent terrorism itself, the debate over superterrorism has actually become a particularly bitter one since, rather than before, superterrorism finally reared its ugly head. This seemingly paradoxical development is in part due to the fact that, since the Tokyo subway attack, more and more counterterrorist funding has been designated for the threat of superterrorist rather than conventional terrorist scenarios. Some terrorism analysts warn that this new funding emphasis is coming at the expense of programs to counter the far more likely prospect of continued conventional terrorist attacks. For these observers, the conventional bomb and gun, rather than more exotic weapons, should continue to be the chosen stock-in-trade of terrorists.[109]




Since the attacks of September 11, 2001, considerable concern has also been expressed about a new form of terrorism which is neither conventional nor nonconventional in nature. In this type of terrorism, objects which are not normally viewed as weapons (commercial jetliners, for example) are used as delivery devices for dangerous substances also not typically regarded as weapons (such as large amounts of jet fuel) against a civilian or military target. The net result, however, remains the same: mass destruction. This third and newest category of terrorist weaponry may be termed quasi-conventional weapons of mass destruction.




In recent years, numerous arguments have been made both for and against the inevitability of future terrorist attacks involving nonconventional WMD. Although this debate has become a sharp and polarized one, it cannot be overemphasized that the threat of superterrorism must, as Chemical and Biological Arms Control Institute president Michael L. Moodie has put it, “neither be hyped nor ignored.” Richard A. Falkenrath, Robert D. Newman, and Bradley A. Thayer put it well in their superbly researched and highly influential work, America’s Achilles’ Heel:






For decades, public discourse on [CBRN] terrorism and covert attack has been dominated by two opposing schools of thought. At one extreme is the alarmist view, which considers future terrorist use of weapons of mass destruction a virtual certainty. Complacency characterizes the other extreme, a conviction grounded in assumptions about terrorist motivations and the technical difficulty of acquiring [CBRN] weapons. Each school of thought contains grains of truth, but the correct view lies somewhere between the two extremes.[110]







What arguments—both for and against—have been made regarding the general likelihood of continued terrorist use of nonconventional WMD? In essence, arguments warning of the inevitability of further superterrorist attacks are predicated on these points:




	

Terrorists have a long history of technological innovation.





	

Given extremely significant recent political, military, and technological trends, a growing range of terrorist organizations have developed abundant, albeit varying, capabilities of acquiring CBRN materials and of fashioning these substances into crude yet functional weapons.





	

In engaging in a number, however limited, of actual chemical, biological, and radiological incidents, terrorists have already violated what had appeared to be the grave taboo against the use of these weapons.





	

The evolving nature and motivations of today’s terrorist organizations make the use of nonconventional WMD an increasingly attractive and likely option.





	

Higher and higher body counts may be necessary to compel attention from a global audience which has become jaded by and desensitized to overused, and perhaps even shopworn, traditional terrorist tactics.





	

A wide range of terrorist organizations have already demonstrated an increasing willingness to cause larger and larger numbers of casualties against softer (i.e., less secure) targets.





	

It appears to be difficult for terrorist organizations to cause largescale total casualties (i.e., deaths and injuries totaling over one thousand), and impossible to cause mass deaths (i.e., deaths totaling over one thousand), through the use of conventional WMD.





	

Increasing urbanization drastically expands the range of particularly vulnerable potential CBRN targets.





	

In most democracies, respect for civil liberties makes it difficult to counter terrorist organizations seeking, acquiring, and deploying nonconventional WMD.





	

There is little or no effective proactive defense against superterrorist attacks.





	

Public panic over the terrorist use—or even credible threatened use—of CBRN weapons will accomplish many of the short-term goals of certain terrorist organizations.[111]










By contrast, positions against the likelihood of additional superterrorist attacks are based on these arguments:




	

Although terrorists do indeed have a long history of technological innovation, the number of actual superterrorist attacks to date is minuscule compared to the number of conventional terrorist attacks.





	

Despite undeniably profound recent political, military, and technological trends, few terrorist organizations possess the capability of acquiring CBRN weapons, let alone causing large-scale casualties with them.





	

Despite a substantial number of CBRN threats and hoaxes, there have been a mere handful of publicly documented incidents of superterrorism.





	

Despite the evolving nature and motivations of today’s terrorist organizations, terrorists tend to regard nonconventional WMD (which are generally more expensive and technologically challenging than conventional weapons, and with which terrorists are relatively unfamiliar) as too difficult to handle safely.





	

Terrorists are perpetually awaiting that actual first use of superterrorist weapons which both leads to mass fatalities and may be replicated; the implied tautology is that no first use leads to no first use.





	

The achievement of sufficiently high body counts through the deployment of conventional—and, certainly, quasi-conventional—weapons continues to compel intense attention by a global audience.





	

Despite the willingness of many terrorist organizations to impose much larger numbers of casualties against softer targets, the use of CBRN weapons continues to constitute the breaching of a kind of threshold which many terrorist organizations (and indeed, most nationstates) may still remain reluctant to cross.





	

There are many means of making the acquisition and deployment of nonconventional WMD by terrorist organizations a far more difficult task even in democratic nation-states.





	

There are varyingly effective means of reactive defense against threatened or actual superterrorist attacks.





	

Public reaction to the use of CBRN weapons by terrorists would ultimately be one of profound and counterproductive rage against the perpetrators.





	

The deployment of superterrorist weapons would lead to massive counterterrorist strikes and other actions—perhaps in certain cases even the use of nuclear weapons—by targeted nation-states and their allies.[112]










The major types of superterrorism are, as noted above, chemical, biological, radiological, and nuclear. Chemical terrorism is the terrorist use of lethal or otherwise toxic chemicals, usually in gaseous or aerosol form, as nonconventional WMD. Biological terrorism is the terrorist deploymentofeithernaturallyexistingorartificiallyengineeredbacteria, viruses, or biotoxins as nonconventional WMD. Radiological terrorism is the terrorist dispersal of deadly radioactive materials, particularly plutonium or highly enriched uranium, against human targets. Nuclear terrorism is the deployment of either stolen or terrorist-manufactured nuclear weapons against mass human and other physical targets.[113]




Thus far, the only nonconventional act of terrorism leading to mass casualties has been the 1995 Tokyo subway attack by Aum Shinrikyo. Other major instances of actual CBRN weapons deployment not leading to mass casualties include




	

a June 1994 chemical attack in Matsumoto, Japan, which, although leading to eight deaths and over two hundred injuries, received little public attention until linked to the Tokyo subway attack





	

the September 1984 biological contamination of salad bars by the Oregon-based Rajneeshee religious cult, which led to the Salmonilla typhosa–induced sickening of 751 victims





	

the November 1995 planting of a radioactive canister in a Moscow park, probably by Chechen terrorists, who later claimed responsibility and issued threats of further radiological attacks





	

the fall 2001 dispersal of anthrax spores through the U.S. mail by as-yet-unidentified perpetrators, which led to five deaths and dozens of nonfatal casualties[114]









[109] On the point that terrorists may well continue to use more familiar weaponry,see for example Brian M. Jenkins, “Keynote Address,” presented to Terrorism and Beyond: The 21st Century Conference, April 17–19, 2000, at Oklahoma City, Oklahoma. It is widely agreed that the first terrorist act to receive truly global attention during the second half of the twentieth century was the kidnapping and subsequent killing of eleven Israeli athletes and coaches at the 1972 Munich Olympics. This event, and similar acts which soon followed, sparked the first serious study of terrorism as a contemporary phenomenon. It is interesting to note that the first general study of superterrorism was published during that same year. See B. J. Berkowitz et al., Superviolence. Other early general studies of superterrorism include (in chronological order): Brian M. Jenkins, High Technology Terrorism and Surrogate War; R. William Mengel, “Terrorism and New Technologies of Destruction,” in National Advisory Committee on Criminal Justice Standards and Goals, eds., Disorders and Terrorism, 443–473; Robert K. Mullen, “Mass Destruction and Terrorism,” Journal of International Affairs 32 (1978): 63–89; Brian Clark, Technological Terrorism; Yonah Alexander, “Super-Terrorism,” in Yonah Alexander and John M. Gleason, eds., Behavioral and Quantitative Perspectives on Terrorism, 343–361; and Ronfeldt and Sater, “The Mindsets of High-Technology Terrorists.”



[110] On Moodie’s observation, see Michael L. Moodie, “The Chemical WeaponsThreat,” in Sidney D. Drell, Abraham D. Sofaer, and George D. Wilson, eds., The New Terror, 35. For Falkenrath, Newman, and Thayer’s remarks, see Richard A. Falkenrath, Robert D. Newman, and Bradley A. Thayer, America’s Achilles’ Heel, 27.



[111] Some of the better recent general works on the likely use of CBRN weaponsby terrorists include Falkenrath, Newman, and Thayer, America’s Achilles’ Heel, 167–215; Sam Nunn, “Weapons of Mass Destruction Pose a Terrorist Threat,” in Laura K. Egendorf, ed., Terrorism, 35–40; Bruce Hoffman, Responding to Terrorism across the Technological Spectrum; Hoffman, Terrorism and Weapons of Mass Destruction; Jessica Stern, The Ultimate Terrorists, 48–68; and Glenn E. Schweitzer, Superterrorism. See also Yonah Alexander and Milton M. Hoenig, eds., Super Terrorism, and James K. Campbell, Weapons of Mass Destruction and Terrorism. For a highly abridged version of Campbell’s work, see James K. Campbell, “Excerpts from Research Study ‘Weapons of Mass Destruction and Terrorism,’” Terrorism and Political Violence 9 (1997): 24–50. For somewhat earlier perspectives on the likely use of CBRN weapons by terrorists, see for example Neil C. Livingstone, The War against Terrorism, 109–122; Yonah Alexander, “Terrorism and High Technology Weapons,” in Lawrence Zelic Freedman and Yonah Alexander, eds., Perspectives on Terrorism, 225–240; Neil C. Livingstone, “The Impact of Technological Innovation,” in Uri Ra’anan et al., eds., Hydra of Carnage, 139–153; and Robert H. Kupperman and Jeff Kamen, Final Warning, 87–115. For more on this topic, see Kathleen Bailey, Doomsday Weapons in the Hands of Many; Richard A. Falkenrath, “Confronting Nuclear, Biological, and Chemical Terrorism,” Survival 40 (1998): 43–65; Bruce Hoffman, “The Debate over Future Terrorist Use of Chemical, Biological, Radiological and Nuclear Weapons,” in Brad Roberts, ed., Hype or Reality? 207–224; Hoffman, Inside Terrorism, 196–213; Karl Heinz Kamp, Joseph Pilat, Jessica Stern, and Richard A. Falkenrath, “WMD Terrorism,” Survival 40 (1998): 168–183; John F. Sopko, “The Changing Proliferation Threat,” in Charles W. Kegley, Jr., and Eugene R. Wittkopf, eds., The Global Agenda, 78–88; Robert Wright, “Be Very Afraid,” New Republic, May 1, 1995; Jerrold M. Post, “Superterrorism,” Terrorism 13 (1990): 165–176; Pearlstein, The Mind of the Political Terrorist, 177– 179; William B. Wark, “Managing the Consequences of Nuclear, Biological, and Chemical (NBC) Terrorism,” Low Intensity Conflict and Law Enforcement 6 (1997): 179–184; and Paul Wilkinson, “Editor’s Introduction,” in Paul Wilkinson, ed., Technology and Terrorism, 1–11. See also Richard K. Betts, “The New Threat of Mass Destruction,” Foreign Affairs 77 (1998): 26–41; Ashton Carter, John Deutch, and Philip Zelikow, “Catastrophic Terrorism,” Foreign Affairs 77 (1998): 80–94; and Frank Barnaby, Instruments of Terror. One recent work warning of the likely terrorist acquisition and deployment of chemical and biological weapons is Vinod Jain and Bharati Dhruva, “Chemical and Biological Terrorism Is a Serious Threat,” in Jennifer A. Hurley, ed., Weapons of Mass Destruction, 17–21. Two somewhat earlier works which focus upon the likely terrorist acquisition and deployment of chemical and biological weapons are Neil C. Livingstone and Joseph D. Douglass, Jr., CBW, and Douglass and Livingstone, America the Vulnerable. Two recent works which warn of the growing likelihood of both radiological and nuclear terrorism are Sharon Begley, “Nuclear Arms Increase the Threat of Terrorism,” in A. E. Sadler and Paul A. Winters, eds., Urban Terrorism, 27–29; and Andrew Loehmer, “The Nuclear Dimension,” in Wilkinson, ed., Technology and Terrorism, 48–69.



[112] For careful analyses of why future CBRN attacks may not materialize, at leaston a large scale, see Falkenrath, Newman, and Thayer, America’s Achilles’ Heel, 45– 62; and John V. Parachini, “Mass Casualty Terrorism,” paper presented to Terrorism and Beyond: The 21st Century Conference, April 17–19, 2000, at Oklahoma City, Oklahoma. Two works which not only discount but outright ridicule the current political, scientific, and academic obsession with superterrorism are Ehud Sprinzak, “The Great Superterrorism Scare,” in Glenn P. Hastedt, ed., American Foreign Policy, 186–193; and Hastedt, “Weapons of Mass Destruction Do Not Pose a Terrorist Threat,” in Egendorf, ed., Terrorism, 41–44. For a challenge to the likelihood of chemical and biological terrorism, see Marie Isabelle Chevrier, “The Threat of Chemical and Biological Terrorism Is Exaggerated,” in Hurley, ed., Weapons of Mass Destruction, 22–25.



[113] This definition of biological terrorism has been culled in part from U.S. Congress, Office of Technology Assessment, Technology against Terrorism: Structuring Security, 35.



[114] On the Matsumoto attack, see for example Kaplan and Marshall, The Cult at the End of the World, 140–146; Lifton, Destroying the World to Save It, 39–40; Stern, The Ultimate Terrorists, 63–64; and “Japanese Cult Member Admits 1994 Gas Attack,” Dallas Morning News, January 24, 1996. On the 1984 Wasco County, Oregon, Salmonilla typhosa contamination, see especially Christopher, Cieslak, Pavlin, and Eitzen, “Biological Warfare,” 416. Like Aum Shinrikyo, the transnational organization responsible for the Matsumoto and Tokyo assaults, the Rajneeshee group which perpetrated the Oregon biological attack combined the qualities of a transnational religious cult, a transnational corporation, and a transnational terrorist organization. On the Moscow radiation incident, see for example “Radioactive Container Found at Park in Moscow Not Dangerous, Officials Say,” Dallas Morning News, November 25, 1995; “Chechen Rebel Threatens Radiation Attack,” Dallas Morning News, December 23, 1995; and Steve D. Boilard, Russia at the TwentyFirst Century, 165.




      

    

  
    
      

Bad Chemistry




Thus far, only chemical weapons have served as true superterrorist WMD. Chemical weapons are either natural or, more typically, artificially engineered chemical agents which are intended to cause widespread deaths or injuries. There are six important characteristics and properties underlying the multitude of potential chemical weapons. According to Michael L. Moodie, these include:




	

Lethality: the extent to which the agent will cause fatalities





	

Mode of action: the route by which the agent causes its effects (inhalation, dermal [skin] exposure, mucous membrane, or oral ingestion)





	

Speed of action: the time between exposure and effect





	

Stability: the resistance of the agent to degradation [loss of chemical strength], which is important during storage and dissemination





	

Persistence: the length of time an agent remains a hazard once it is released into the environment





	

Toxicity: the quantity of a substance required to achieve a given effect[115]










According to Moodie, chemical weapons are classified into the following five categories:




	

blister agents, which are delivered in vapor, aerosol, and liquid form, have a high persistency, and attack the lungs, eyes, and skin [e.g., pure mustard, lewisite]





	

blood agents, which are delivered in vapor form, have a low persistency, and attack the lungs [e.g., hydrogen cyanide, cyanogen chloride]





	

choking agents, which are delivered in vapor form, have a low persistency, and attack the lungs, eyes, and skin [e.g., chlorine, phosgene]





	

incapacitants, which are delivered in aerosol or liquid form, have a low persistency, and attack the lungs and skin [e.g., lysergic acid diethylamide, or LSD; BZ]





	

nerve agents, which are delivered in vapor, aerosol, or liquid form, have a low to high persistency, and attack the lungs, eyes, and skin [e.g., tabun, sarin, soman, VX][116]










Of these five categories of chemical weapons, nerve agents—like those deployed in the Tokyo subway attack—are among the most potent, lethal, rapid-acting, persistent, and, not surprisingly, feared. Nerve agents are not quite as simple to manufacture as, for example, blistering agents like mustard gas (the manufacturing process for which has been thoroughly understood for over a century). Nevertheless, the techniques for manufacturing nerve agents such as tabun, soman, and sarin have been available in open scientific literature for over half a century. Many of the ingredients necessary in order to manufacture nerve agents are widely available. The ingredients for making sarin, for instance, are readily available from supply-house catalogs. All that is typically required in order to obtain these ingredients is the submission of a check and a written request on “official” letterhead stationary. Moreover, two of sarin’s main ingredients, ordinary rubbing (isopropyl) alcohol and methyl alcohol, may be purchased at any drugstore.[117]



[115] Moodie, “The Chemical Weapons Threat,” 6, 7.



[116] Ibid., 7–11.



[117] On the potency, lethality and persistence of nerve agents, see ibid., 9–11. Onthe ease of manufacturing nerve agents such as sarin, see Cole, The Eleventh Plague, 158–159. On the general issue of chemical terrorism, see Yonah Alexander, “Will Terrorists Use Chemical Weapons?” in Schecterman and Slann, eds., Violence and Terrorism, 169; Kathleen A. Buck, “Superterrorism,” Terrorism 12 (1989): 433– 435; Falkenrath, Newman, and Thayer, America’s Achilles’ Heel; Elliot Hurwitz, “Terrorists and Chemical/Biological Weapons,” Naval War College Review 35 (1982): 36–40; Harvey J. McGeorge II, “The Deadly Mixture,” Nuclear, Biological, and Chemical Defense and Technology 1 (1986): 56–61; Wayman C. Mullins, “An Overview and Analysis of Nuclear, Biological, and Chemical Terrorism,” American Journal of Criminal Justice 16 (1992): 95–119; Post, “Superterrorism”; Ron Purver, Chemical and Biological Terrorism; Brad Roberts, ed., Terrorism with Chemical and Biological Weapons; Schweitzer, Superterrorism, 83–108; Frederick R. Sidell, “Chemical Agent Terrorism,” Annals of Emergency Medicine 28 (1996): 223–224; Stern, The Ultimate Terrorists, 38–40; Stern, “Will Terrorists Turn to Poison?” Orbis 37 (1993): 393–410; Eric R. Taylor, Lethal Mists; Jonathan B. Tucker, “Chemical/Biological Terrorism,” Politics and the Life Sciences 15 (1996): 167–183; Jonathan B. Tucker, ed., Toxic Terror; and U.S. Congress, Office of Technology Assessment, Technology against Terrorism: The Federal Effort, 32, 51–54. On the public availability of information on how to produce VX nerve gas, see for example Nicholas Wade, “Going Public with VX Formula,” Science 187 (1975): 414.




      

    

  
    
      

Supreme Harbinger




The March 20, 1995, sarin nerve gas attack against the Tokyo subway system by Aum Shinrikyo, or “Supreme Truth,” marks the first and only successful use of nonconventional WMD by any terrorist organization, transnational organization, or, for that matter, nonstate actor. As such, this act and the bizarre organization which brought it to fruition merit close attention.




In order to fully comprehend Aum Shinrikyo, it is essential to examine its supreme, highly autocratic leader, or “guru,” Shoko Asahara. Born Chizuo Matsumoto in 1955, Shoko Asahara is a native of southern Japan. Totally sightless in his left eye and only partially sighted in his right eye, the young Asahara habitually bullied and intimidated his fully sightless fellow students during his years at a boarding school for the blind. The frustrated, and eternally ambitious, Asahara then went on to pursue a life of chronic fraud, theft, and manipulation, which led ultimately to his formation of the Aum Shinrikyo religious cult in 1987. Asahara’s teachings were a bizarre blend of yoga, Hindu and Buddhist mysticism, and the Christian notion of apocalypse. In creating Aum Shinrikyo, Asahara was fully aware of the fact that Japanese religious organizations had enjoyed nearly complete freedom since the end of the Second World War.[118]




By the early 1990s, Aum Shinrikyo had become far more than a simple religious cult. By this juncture, Aum Shinrikyo was something of an astonishing cross between a huge transnational religious cult with tens of thousands of members in at least six nations, a prosperous transnational corporation, and, most ominously, a powerful transnational terrorist organization. Asahara’s combined transnational organization, which by some credible estimates held total assets in excess of one billion dollars, had corporate subsidiaries (in fact, front companies) in Japan, Russia, Australia, Sri Lanka, Germany, Yugoslavia, Taiwan, and the United States.




Asahara’s extravagant prophesies of renewed, final warfare between Japan and the United States, of the resulting destruction of global society, and of Aum Shinrikyo’s rise to supreme global power, came at the very time that the organization was making plans to deploy CBRN weapons against the Japanese and American power establishments. Which nonconventional weapons of mass destruction most intrigued Asahara and his top disciples? Although Asahara had a particular fascination with chemical weapons, it is of no small significance that Aum Shinrikyo had also acquired serious biological and nuclear weapons expertise, if not actual weapons, from Russia and numerous other sources.[119]




Given the relative—and, in the case of Aum Shinrikyo, proven— technical difficulties of successfully acquiring, yet alone deploying, biological, radiological, or nuclear weapons on a grand scale, Asahara opted to utilize deadly sarin nerve gas against a mass target, the Tokyo subway system. In June 1994, Asahara ordered a trial run of a crude yet highly lethal sarin concoction against an apartment complex in Matsumoto. A large container of liquefied sarin was dripped onto a powerful electric heater, and the resulting vapors were then fan-blown out of a window inside a refrigerated truck. The Matsumoto sarin deployment led to eight deaths and over two hundred injuries.[120]




Following the success of the Matsumoto attack, Asahara felt emboldened to approve the Tokyo subway operation. That event was carried out by five Aum Shinrikyo members: Kenichi Hirose, Masato Yokoyama, Toru Toyoda, Ikuo Hayashi, and Yasuo Hayashi. Each of these five men was a highly educated scientist or medical doctor. Hirose and Yokoyama were applied physicists. Toyoda was a particle physics graduate student. Ikuo Hayashi was a cardiovascular surgeon. Yasuo Hayashi was an electronics engineer. Each was also a high-ranking “official” of Aum Shinrikyo’s Ministry of Science and Technology, a “cabinet ministry” in the organization’s shadow government. And each had been given PAM, an antidote to sarin nerve gas.[121]




Kaplan and Marshall set the stage for the Tokyo subway attack:






Tokyo, March 20, 1995. For nearly 400 miles the Tokyo subway system sprawls beneath this vast metropolis, a maze of concrete and steel tunneling into the night like a giant ant farm. It is the world’s busiest underground railway, used by 9 million passengers each day. It is also an ideal site for mass murder.... At 7:45 a.m., five members of the Aum Supreme Truth cult blend into this massive press of humanity. The cultists board five trains at different ends of the subway system. They know the exact times and locations for each train at each station. They also know that by 8:15, all five trains will converge upon Kasumigaseki, the center of power in Japan, being home to the bureaucracies that rule over 125 million Japanese.... Now aboard the trains, it is all for real: each bag holds a chemical solution that is 30 percent sarin, a nerve gas invented by the Nazis. Sarin is colorless, odorless and deadly. In minutes, perhaps seconds, it can destroy the nervous system of every living being within 100 feet.... At the prescribed moment, [the five Aum Shinrikyo members] will place their bags on the floor beneath their seats, puncture them [with plastic umbrellas], and let the sarin evaporate into a lethal gas.[122]







As a result of the sarin gas release, twelve people died either immediately or after the slow, agonizing symptoms of nerve gas exposure. It is estimated that as many as six thousand people were sickened by this operation. In the frantic weeks following the attack, various Aum Shinrikyo leaders were apprehended by Japanese security forces. Asahara himself was arrested on May 16, 1995, almost two months after the Tokyo attack.[123]




Police raids of Aum Shinrikyo facilities yielded grim confirmation of the organization’s obsession with chemical weapons. Police seized as evidence huge quantities of sarin, VX, tabun, soman, pure mustard (a precursor, or key ingredient, to sulfur mustard gas), the precursors to a variety of nerve agents, such as sodium fluoride, phosphorous trichloride, and isopropyl alcohol, and the precursors to hydrogen cyanide, such as sodium cyanide and sulfuric acid. One Japanese newspaper, Mainichi Shimbun, reported that Aum Shinrikyo had stockpiled enough chemical weapons to kill ten million people. Reliable sources also reported that Aum Shinrikyo had planned to launch sarin attacks within the United States.[124]




Aum Shinrikyo’s deployment of sarin nerve gas in the Tokyo and Matsumoto attacks is exceedingly instructive. First, these events demonstrate that terrorist organizations—even the most financially and technologically well endowed—are, at least presently, more likely to resort to chemical than to biological, radiological, or nuclear attacks. Aum Shinrikyo actually deployed biological WMD on several occasions, without resulting casualties, and, despite its mightiest efforts (including the probable payment of substantial bribes), the organization seems to have been unable to secure radiological or nuclear materials from either Russia or other sources. Moreover, it is ominous to consider that, but for lack of a more effective delivery system, the Tokyo subway attack might have been far deadlier:






The importance of aerosolizing the chemical agent was demonstrated by the Aum Shinrikyo subway attack. The fact that the sarin was allowed to evaporate rather than be delivered as an aerosol was one of the key factors in limiting casualties. Had Aum been able to develop an effective aerosolization mechanism—which they tried to do—the number of casualties would likely have been much higher.[125]







Second, Aum Shinrikyo exemplifies one of the types of transnational terrorist organizations which many terrorism analysts predict are most likely to turn to CBRN attacks. One is the theoterrorist organization. For example, al-Qaeda has attempted to acquire, and may have indeed actually acquired, certain CBRN capabilities. The other is the apocalyptic cult. These latter groups, as the title of Robert Jay Lifton’s book implies, really do intend to “destroy the world in order to save it.” For fanatical theoterrorist groups (such as al-Qaeda), or cults that also function as terrorist organizations, there is scant regard for global opinion and the relatively limited goals which seem to have restricted most left-wing and ethnoterrorist organizations from pursuing nonconventional WMD.[126]




Third, Aum Shinrikyo’s acquisition of chemical (as well as biological) weapons was greatly facilitated by the organization’s contacts with various Russian politicians and scientists. These included Asahara’s meeting with Russian vice president Aleksandr Rutskoi and various national legislators, such as Russian parliament member Ruslan Khasbulatov. More critically, it has been fairly well established that Aum Shinrikyo recruited several members at Russia’s Mendeleyev Chemical Institute, where, as Kaplan and Marshall observe, “every chemistry graduate had the know-how and materials to synthesize World War II nerve gases.” Cameron is even more explicit in his point that






... Aum received the instructions for a sarin nerve gas plant and the recipe for the agent itself from a Russian source, possibly Oleg Lobov, an allegation that [Lobov] vehemently denies, but which was made by Yoshihiro Inoue, Aum’s head of intelligence, at his trial in May 1997.... The accusation of a Russian connection is further supported by the method Aum used in their sarin-making. There are at least six different main methods for producing the nerve agent but, of the various states possessing chemical weapons, only the Russian military uses Aum’s formula, utilizing phosphorous trichloride rather than phosphorous pentachloride. This further supports the suggestion that Lobov was the source of the “recipe.”[127]







These points offer strong indications that Russia and other former Soviet republics may actually be more likely sources for chemical—as well as for biological and radiological—materials and expertise than for nuclear weapons.




Fourth, Aum Shinrikyo’s choice of the Tokyo subway system certainly reinforces the argument that increasing urbanization greatly expands the range of targets which are highly vulnerable to CBRN terrorist attacks. Examples of urban targets which are particularly vulnerable to superterrorist attacks are major airports, lengthy transportation tunnels, huge domed stadiums and indoor arenas, large shopping malls and theaters, key financial centers, major embassies, large places of religious worship, major resorts, famous landmarks, and significant office and residential buildings. In point of fact, any infrastructure accommodating over one thousand people, particularly in an indoor setting, is an extremely attractive setting for a superterrorist attack.




Finally, the fact that Aum Shinrikyo’s status as a religious organization shielded it from investigation by Japanese authorities illustrates the point that democratic respect for civil liberties makes it more difficult (although not impossible) to counter religious organizations which seek to acquire nonconventional—or conventional—WMD. This is also an issue in the United States, where precious constitutional guarantees of religious freedom shield organizations which, like Aum Shinrikyo, may not merely pursue innocent religious practices. Precisely where to draw the line between religious cults, corporations, and terrorist organizations (transnational or otherwise) is a difficult matter. It must certainly be granted, however, that when the activities of religious organizations present such a blatant threat to public safety as those of Aum Shinrikyo, then those activities, at minimum, demand the closest scrutiny by authorities.
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Lethal Yet Living




The gloomy menace of chemical terrorist attacks is far overshadowed by the prospective terrorist employment of biological weapons of mass destruction. For one thing, as Jessica Stern astutely observes, “[p]lagues and diseases can be even more frightening than toxic chemicals.” Second, many once-commonplace and dreaded diseases, such as smallpox, were only recently declared to be eradicated. Indeed, just prior to the current specter of superterrorism, even passing reference to these scourges seemed to have disappeared from common public discourse. It is therefore natural for revived, and serious, discussion of these seemingly vanquished public health threats to create deep anxiety.[128]




There are many other terrifying dimensions of biological terrorism. Most people, as Stern so keenly points out, “tend to fear unusual diseases,” such as those typically contemplated by such terrorists, even “more than well-known killers,” such as cancer or heart disease. It is also difficult to determine whether outbreaks of newly emerging diseases, such as the West Nile virus which has swept much of the United States, the current spate of livestock diseases (like Britain’s “mad cow” disease), or the recent Severe Acute Respiratory Syndrome (SARS) epidemic, are truly naturally occurring, or, perhaps, terrorist-induced phenomena. Lastly, and in the words of a retired U.S. Army general involved in both chemical and biological weapons programs, “chemical agents will cover only tens of square miles, whereas biological agents can blanket hundreds of thousands of square miles.”[129]




There are few publicly confirmed instances of fatalities resulting from the terrorist use of biological weapons of mass destruction. Nevertheless, influential government officials—particularly U.S. policymakers— have warned that biological terrorism may represent the single most significant national security threat of the twenty-first century. Conversely, a number of government officials and terrorism analysts might still secretly wish to paraphrase Winston Churchill’s oft-quoted words of homage to England’s Royal Air Force pilots that “never was so much owed by so many to so few.” For these cynics, it might rather appear that “never was so much made by so many about so little.” What is the nature of, and what are the prospects for, biological terrorism?[130]




Biological terrorism is the terrorist deployment of either (1) naturally existing bacteria, viruses, or biotoxins, or (2) artificially engineered viruses or combinations of viruses (recombinant viruses, or chimeras) against human targets. These agents enter the body through inhalation or ingestion, causing illness and, all too frequently, death. The major distinction between bacteria and viruses is that bacteria are fully intact, living organisms which may reproduce themselves outside of a biological host, whereas viruses are merely combinations of genes (the smallest “building blocks” of life) which may reproduce only within a biological host. Bacteria and viruses all contain the tiny ribbon-shaped genetic material known as deoxyribonucleic acid (DNA) or ribonucleic acid (RNA). Biotoxins most frequently result from, for example, the combination of bacteria and parasitic molds.[131]




According to Jessica Stern, the major threats—and limitations—of biological agents are:




	

Toxicity: Tiny amounts of biological agents can kill.





	

Speed of action: Live biological agents act slowly. The agent must multiply in the victim before the victim will exhibit symptoms, a process that can take from several hours to several weeks.





	

Specificity: Biological agents are specific: most affect either plants, humans, or other animals exclusively.





	

Controllability: The effects of biological agents are highly dependent on difficult-to-control variables such as meteorological conditions and terrain.





	

Residual effects: Most biological agents will not survive long in the atmosphere.[132]










It will be important to keep these characteristics in mind when considering both naturally occurring and genetically altered biological agents.




One of the most deadly, and readily available, forms of natural bacteria is Bacillus anthracis, commonly known as anthrax. Schweitzer accurately predicted in 1998 that anthrax was a “likely bioagent of choice by future terrorists”:






Unfortunately, the bacteria are relatively easy to obtain from infected cattle or sheep or from other sources. They can be made to multiply rapidly in small biological laboratories. The spores remain stable for a period sufficiently long enough to allow their dissemination onto distant targets.[133]







Steven M. Block, however, stresses the problems associated with the deployment of anthrax—which must be delivered, through airborne means, over a mass target—as a true terrorist WMD:






Anthrax is by no means the perfect bioweapon, however, for several excellent but unrelated reasons. First and foremost, it is nontrivial to target a ground population with any airborne agent, due to the many difficulties of dissemination, that is, producing just the right aerosol, adjusting for the vagaries of wind and weather, and so forth. Second, prolonged exposure to sunlight kills most anthrax spores after release. Third, the minimal lethal dose for inhalation (reported to be 5,000 to 10,000 spores) is high compared with some other biological agents. Fourth, if diagnosed and treated early, anthrax may be cured with sufficient doses of penicillin-type antibiotics. Fifth, specific vaccines can be prepared that prevent infection by known strains of anthrax.[134]







Perhaps most significant, anthrax is not contagious on a human-tohuman basis.




Although easy to acquire and cultivate, anthrax is relatively difficult to deliver as a genuine weapon of mass destruction. This is demonstrated by Aum Shinrikyo’s failure to infect Tokyo inhabitants with anthrax spores sprayed from an eight-story Aum facility in June 1993. The post–September 11, 2001, U.S. anthrax attacks are another illustration of the poor candidate that anthrax makes for a true WMD. In those attacks, the delivery of a particularly potent, weapons-grade form of anthrax through the U.S. mail service ultimately led to the inhalation anthrax deaths of a Florida newspaper photo editor, two Washington, D.C., postal workers, a New York City hospital worker, and an elderly Connecticut woman. Despite these deaths, the infection of dozens of others, the preventive treatment of hundreds more, and the spread of intense fear among tens of millions of already panicky Americans, anthrax-related casualties remained far below the threshold of true mass destruction.[135]




Another form of deadly natural bacteria is Yersinia pestis, also known as bubonic plague, or simply plague. Plague bacteria are typically spread to humans by fleas originally hosted by infected rodents. Bubonic plague, then referred to as the “Black Death,” wiped out as much as onethird of Europe’s human population from 1348 to 1350. Like anthrax, plague is relatively easy to acquire and cultivate. Its ease of delivery as a terrorist WMD was demonstrated by the devastating Japanese attack over Changteh, China, during the Second World War. As indicated by Japan’s experiences, however, the issue of how perpetrators may handle Yersinia pestis without infecting themselves is an extremely difficult one. Ominously, terrorists already bent on suicide missions would not be deterred by such constraints.[136]




Viruses are another form of biological WMD which may be employed by terrorist organizations. Although quite contagious, most viruses, such as rhinoviruses, which cause the common cold, are generally not lethal. Certain strains or subtypes of influenza (commonly referred to as the flu) may, however, be highly lethal, as was the case during the influenza pandemic of 1918–1919. In point of fact, that pandemic actually led to more American fatalities than all of the combined wars fought by the United States during the twentieth century. Examples of naturally existing viruses identified as leading candidates for use as terrorist biological WMD include Poxvirus variolae (commonly known as smallpox) and Filoviridae (the Ebola virus). The contraction of these viruses leads to gruesome and agonizing symptoms. Both smallpox and Ebola are also highly lethal. Aum Shinrikyo’s failed 1992 attempt to acquire Ebola cultures in Zaire is certainly an indication of that newly emerging disease’s desirability as a biological weapon, if not an effective WMD.[137]




Smallpox, the more contagious of the two viruses, is a far more attractive bioterrorist weapon. Given the possible terrorist deployment of smallpox, American and foreign officials have debated whether potential target populations, which have not been immunized against the virus for decades, should be vaccinated. Even those vaccinated against smallpox prior to the announced eradication of the disease would have to be revaccinated, since earlier vaccinations no longer provide sufficient immunity to smallpox. Enough stockpiles of vaccine now exist, for example, to inoculate the entire population of the United States. Even if a target population were vaccinated against smallpox, however, certain other complications would almost certainly arise. For example, a tiny percentage of any treated population will die from the vaccine itself. It is also highly likely that any administered smallpox vaccine would not protect a target population from certain strains of smallpox. In 1971, for example, Soviet open-air field testing of a weaponized, and particularly potent, smallpox strain led to three accidental deaths and the sickening of seven people who had actually received vaccinations against the virus.[138]




Biotoxins are chemicals produced by various organisms. Biotoxins cannot reproduce, nor are their effects contagious. The most deadly of all biotoxins is Clostridium botulinum, commonly known as botulinum toxin. In 1980, a sizable amount of botulinum toxin was discovered in a West German Red Army Faction safe house in Paris. Aum Shinrikyo actually deployed botulinum toxin, without success, on two occasions in June 1993. The organization’s targets were the Japanese Diet (national legislature) and the Crown Prince’s wedding. Ricin, a byproduct of castor beans, is also highly lethal. Extraordinarily tiny amounts—less than a millionth of the size of the period at the end of this sentence—of either botulinum toxin or ricin are extremely deadly. The question of how to deliver these biotoxins as true weapons of mass destruction, however, has probably yet to be answered; one hopes it never will be.[139]
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[139] On biotoxins, see for example Cole, The Eleventh Plague, 85, and Stern, The Ultimate Terrorists, 23. On the Red Army Faction’s production of botulinum toxin, see for example Douglass and Livingstone, America the Vulnerable, 185. On Aum Shinrikyo’s unsuccessful deployment of botulinum toxin, see for example Kaplan and Marshall, The Cult at the End of the World, 93–94, and Lifton, Destroying the World to Save It, 186–188. Cameron notes that al-Qaeda also attempted to acquire, and may have indeed acquired, anthrax and other biological agents. See Cameron, “Multi-track Microproliferation,” 290–293. Two Algerian men alleged to have ties to al-Qaeda and arrested in Manchester, England, in January 2003 were in possession of a substantial quantity of ricin. On this incident, see for example “Algerian Terrorists Linked to Poison Plot,” Dallas Morning News, January 17, 2003. On the medical response to terrorist attacks involving botulinum toxin, see for example Roger L. Shapiro, Charles Hatheway, John Becher, and David L. Swerdlow, “Botulism Surveillance and Emergency Response,” Journal of the American Medical Association 278 (1997): 433–435.




      

    

  
    
      

The Engineering of Doom




Artificially engineered combinations of viruses (recombinant viruses, or chimeras) are the most bewildering, frightening, and likely pathways toward the terrorist use of biological weapons of mass destruction. Named after the mythological chimera—a horrifying monstrosity with a lion’s head, a goat’s body, and a serpent’s tail—a recombinant virus is a combination of the genetic material of two or more viral, or nonviral, organisms.[140]




Recombinant viruses are an unfortunate by-product of the biotechnological revolution. One of the crowning achievements of that revolution is the complete mapping of the human genome. This scientific achievement actually enables genetic therapists to alter human genes in order to prevent, or cure, genetically induced diseases. This process is based on the use of delivery vehicles, known as vectors, to deliver therapeutic genes to disease-causing cells within human DNA. These projects are based on extremely well-established and easy-to-master methods of genetic manipulation. For example, even high school biology students are now being taught how to (1) remove DNA from living organisms, (2) alter bacteria by placing genes into them, and (3) isolate DNA materials from the transformed bacteria.[141]




Profound concern has been raised in the policymaking, government research, and academic communities regarding the use of these simple, widely available, and extremely inexpensive technologies by terrorists seeking the perfect biological weapon of mass destruction. Block puts the matter very articulately:






Modern bioscience has led to the development of many powerful tools for manipulating genes. Such tools hold the key to revolutionary medical advances, among them gene therapy and the eventual abolition of fatal diseases such as cancer. But they make equally possible the creation of entirely new WMD, endowed with unprecedented power to destroy. It seems likely that such weapons will eventually come to exist, simply because of the lamentable ease with which they may be constructed. In contrast to nuclear weapons, [recombinant viral weapons] do not require rare materials, such as enriched uranium and plutonium. They do not require rare finances: development and production are relatively inexpensive. They do not require rare knowledge: most of the techniques involved are straightforward, well documented, and in the public domain. Today, thousands of biologists worldwide possess the requisite skills, and more are trained every day (most often at U.S. universities). Finally, they do not require rare infrastructure: some [recombinant viral weapons] can be produced by small terrorist groups almost as easily as through national biological warfare programs. Inevitably, someone, somewhere, sometime seems bound to try something. So, for better or worse, genomics will change our world. It would be tragic if it took the biological equivalent of Hiroshima to muster our response. Like it or not, we need to begin certain preparations now.[142]







Block, a Stanford University–based molecular biologist, actually thinks like a genetic terrorist when he speculates how recombinant viruses might be employed for the most diabolical purposes. These may include:




	

Safer handling and deployment. Biological warfare agents pose direct threats to those who use them and many deaths appear to have resulted from accidental releases of agents, not from their use as weapons. What if this “boomerang problem” could be alleviated?





	

Easier propagation and/or distribution. What if one could produce a better aerosol? Better yet, what if one didn’t need an aerosol at all, but relied on a different mechanism for distribution?





	

Improved ability to target the host. What if an agent could be developed that specifically targeted one or another population group? Or, what if some group could be protected against infection in advance?





	

Greater transmissivity, infectivity. What if one could engineer a viral disease with the lethality of (say) Ebola, but with the communicability of measles?





	

More difficulty in detection. What if the disease was hard to diagnose? Or had never even been encountered before? Or had a long latency? Or behaved in a cryptic way?





	

Greater toxicity, more difficulty in combating. What if the disease had [an] unusually high [susceptibility] or mortality [rate]? What if it was resistant to all known antibacterial or antiviral agents? Or defeated all existing vaccines?





	

More (self-limiting, self-enhancing ...). What if some pathogen could produce a localized outbreak but then render itself harmless? Conversely, what if a pathogen could continually alter itself in such a way as to evade treatment?[143]










Block further warns that biotechnology might actually enable genetic terrorists to create: (1) binary biological weapons (which are perfectly safe to handle until their two components are combined), (2) “designer genes and life forms,” (3) “gene therapy as a weapon,” (4) “stealth viruses,” (5) “host-swapping diseases,” or (6) “designer diseases.” These are all very chilling prospects.[144]




The entire world now knows that the former Soviet Union, in complete violation of the 1972 Convention on the Prohibition of the Development, Production, and Stockpiling of Bacteriological and Toxin WeaponsandonTheirDestruction,haddevelopedahuge,well-financed, and highly sophisticated offensive biological weapons program known as Biopreparat. Former Russian president Boris Yeltsin admitted that a 1979 anthrax outbreak in Sverdlovsk (now Yekaterinburg), Russia, which led to more than one hundred fatalities, was in fact due to an accidental release of anthrax spores cultivated by Soviet scientists. Ken Alibek, the first deputy chief of the Biopreparat program, defected to the United States in 1992. Alibek’s fine book, Biohazard, provides unnerving details of the Soviet biological offensive weapons program, which developed both natural and genetically altered biological weapons. Alibek discusses a particularly disturbing episode involving a research colleague, Nikolai Ustinov, who was accidentally injected with the deadly and highly contagious Marburg virus in April 1988. During his agonizing, nearly three-week bout with the virus, Ustinov kept a careful chronicle of its symptoms. Throughout this ordeal, Alibek and all other Biopreparat scientists were ordered to continue their work. After Ustinov’s death, genetically altered samples of the Marburg virus were actually harvested from his body for further development. The new virus was named “Marburg Variant U” (for Ustinov). According to Alibek, Soviet (and later Russian) scientists were developing the most highly advanced genetic WMD program in the world. Not surprisingly, Aum Shinrikyo’s own scientists also conducted extensive research into genetic WMD during the early 1990s.[145]



[140] On the use of the term chimera, see for example Alibek, Biohazard, 259. This particular use of genetic engineering is sometimes referred to as “black biology.”



[141] Some of the better recent works on the genetic/biotechnological revolution,the Human Genome Project, and the controversies surrounding these issues include Susan Aldridge, The Thread of Life; Charles R. Cantor, Cassandra L. Smith, and the Human Genome Project, Genomics; Robert Cook-Deegan, The Gene Wars; Kevin Kelly, Out of Control; Maxwell J. Mehlman and Jeffrey R. Botkin, Access to the Genome; Charles Piller and Keith R. Yamamoto, Gene Wars; Matt Ridley, Genome; Jeremy Rifkin, The Biotech Century; and Enzo Russo and David Cove, Genetic Engineering. On the issue of genetic WMD, see for example Malcolm Dando, Biological Warfare in the 21st Century; Dando, The New Biological Weapons; James B. Engel, Defense against the Military Use of Genetic Engineering; Macha Levinson, “Custom-Made Biological Weapons,” International Defense Review 19 (1986): 1611–1615; National Consortium for Genomic Resources Management and Services, The 1997 GenCom Conference on Improving U.S. Capabilities for Defense from Bioterrorism; Stephen Rose, “Biotechnology at War,” New Scientist 113 (1987): 33–37; Jonathan B. Tucker, “Gene Wars,” Foreign Policy 57 (1985): 58–79; U.S. Department of Defense, Advances in Biotechnology and Genetic Engineering; Susan Wright and Robert L. Sinsheimer, “Recombinant DNA and Biological Warfare,” Bulletin of the Atomic Scientists 39 (1983): 20–26; and U.S. Congress, Office of Technology Assessment, Technology against Terrorism: Structuring Security, 39.



[142] Block, “Living Nightmares,” 42.



[143] Ibid., 46–47.



[144] Ibid., 52–71. Alibek notes: “There are two principal challenges in altering thegenetic makeup of disease-producing bacteria. The first is to find the right mechanism for transporting genes into the DNA of another microorganism. The second is to achieve the transfer without reducing the bacteria’s virulence.” See Alibek, Biohazard, 160.



[145] On the Sverdlovsk accident, see Alibek, Biohazard, 70–86. On the Ustinov episode, see ibid., 124–132. On Soviet (and charges of later Russian) development of a genetic WMD program, see ibid., 160–167, 259–260. On Aum Shinrikyo’s genetic WMD research, see Kaplan and Marshall, The Cult at the End of the World, 233. Concern has also been expressed that terrorists might attempt to further develop and deploy emerging viruses such as Ebola and Marburg.




      

    

  
    
      

Food for Thought




Given the wide range of possible biological weapons, terrorists are very likely to target a nation’s food supply. Seed, soil, crops, and livestock are all inviting and utterly vulnerable targets for future agroterrorists. Indeed, agriculture, and the food industry in general, may be the softest of all potential transnational terrorist targets. Farms, ranches, food processing plants, food warehouses, and supermarkets are safeguarded by few (if any) measures. Yet a skillful and coordinated agroterrorist attack would deal a devastating blow to those billions of people dependent upon others for their food supply.[146]




The use of biological weapons against agricultural targets was seriously researched by Britain during the Second World War and by the Soviet Union throughout its decades-long development of an offensive biological weapons program. The British government considered, but did not develop, anti-crop and anti-livestock weapons for use against Nazi Germany and her allies. According to Alibek, anti-agricultural weapons were in fact successfully developed by the Soviet Union:






One of the most successful programs was created by the Ministry of Agriculture. A special division was established to research and manufacture anti-livestock and anti-crop weapons. The division was given the uninspired title of Main Directorate for Scientific and Production Enterprises. The biowarfare program was code-named “Ecology.” Scientists at the agriculture ministry developed variants of foot-and-mouth disease and rinderpest for use against cows, African swine fever for pigs, and ornithosis and psittacosis to strike down chickens. Like anti-personnel biological weapons, these agents were designed to be sprayed from tanks attached to Ilyushin bombers and flown low over a target area along a straight line for hundreds of miles. This “line source” method of dissemination could cover large stretches of farmland. Even if only a few animals were successfully infected, the contagious nature of the organisms ensured that the disease would wipe out agricultural activity over a wide area in a matter of months.[147]







Thus far, there have been few documented instances of agroterrorism. The most successful example came in February 1978, when a limited number of Israeli oranges were contaminated by liquid mercury. As a result of these relatively low-level attacks, Israel was forced to reduce her orange exports by nearly half. The Israeli citrus industry was devastated by these events.[148]




Although no known terrorist attack against U.S. agriculture has yet taken place, the likelihood of such an attack remains highly disturbing. The agriculture industry is one of the largest employers in the United States, and agricultural products represent about two-thirds of all U.S. exports. Moreover, as Joseph W. Foxell, Jr., points out, U.S. agriculture is particularly vulnerable since the livestock industry is concentrated in a very few geographically isolated areas; the vast bulk of the nation’s seed supply derives from a very limited number of locales; “agribusiness” farms are extremely large, highly centralized, and lacking in crop diversity; and herbicides, pesticides, and antibiotics are being overused, thus leading to new vulnerabilities. Should terrorist organizations target the American food supply, public loss of confidence in U.S. agricultural products might lead to widespread panic, hunger, and devastating economic losses.[149]



[146] On the issue of agroterrorism, see especially Alibek, Biohazard, 37–38; Joseph W. Foxell, Jr., “Current Trends in Agroterrorism,” Studies in Conflict and Terrorism 24 (2001): 107–129; Peter Chalk, Terrorism, Infrastructure Protection and the U.S. Food and Agricultural Sector; Thomas W. Frazier and Drew C. Richardson, eds., Food and Agricultural Security; Jason Pate and Gavin Cameron, Covert Biological Weapons Attacks against Agricultural Targets; and Simon M. Whitby, Biological Warfare against Crops. See also Alexander, “Super-Terrorism,” 346; Eric Croddy, Chemical and Biological Warfare; Frist, When Every Moment Counts, 146–152; Harris and Paxman, A Higher Form of Killing, 88–89; and Dean A. Wilkening, “BCW Attack Scenarios,” in Drell, Sofaer, and Wilson, eds., The New Terror, 8–82.



[147] Alibek, Biohazard, 37–38.



[148] See Alexander, “Super-Terrorism,” 346. On Britain’s agricultural weaponsprogram, see for example Harris and Paxman, A Higher Form of Killing, 88–90.



[149] See Foxell, “Current Trends in Agroterrorism,” 111–113, and Chalk, Terrorism, Infrastructure Protection, and the U.S. Food and Agricultural Sector, 2–3.




      

    

  
    
      

Prospects for Bioterrorism




Given current circumstances, terrorists are very likely to acquire and use biological WMD in the near future. It is still far too easy to acquire these weapons. There are over fifteen hundred microbe supply houses, such as the huge American Type Culture Collection, throughout the world. Too few restrictions are still placed on the national or international purchase of even the most lethal biological agents. There have also been reports of thousands of unpaid or unemployed former Biopreparat scientists willing to sell their expertise to the highest bidder. Given the realities of the situation, the specter of biological and genetic terrorism is grim.




Potential scenarios for the terrorist use of biological WMD are not difficult to imagine. Schweitzer states, for example, that






... the most likely use of biological agents on a significant scale in the United States appears to be the release of a cloud of infected air, a biological aerosol, into a heating or air conditioning system or into a confined space bristling with people. Once released, it will be difficult to find the perpetrator.[150]







Another likely scenario would be the dropping of lightbulb-like objects containing bacteria onto subway station tracks just prior to the arrival of an approaching train. The wheels of the train would then spread bacteria over the entire subway route. This tactic was actually employed by American biological weapons scientists who conducted experiments in New York City subway stations during the cold war.[151]




The situation, nevertheless, is not a hopeless one. For one thing, the successful terrorist deployment of natural biological WMD is not nearly as simple a matter as some observers have speculated. Second, the United States has begun to take the threat of superterrorism very seriously. On November 14, 1994, former U.S. president Bill Clinton issued Executive Order 12938, which made it a federal felony offense to have any involvement in the potential or actual use of CBRN weapons. Clinton, in stating that CBRN weapons were “an unusual and extraordinary threat to the national security, foreign policy, and economy of the United States,” also placed the United States in a state of emergency. Few Americans are aware of the fact that that executive order has been renewed each year since 1994. In addition, new programs and interagency networking arrangements have been established to deal with the problem of CBRN weapons. The operational effectiveness of these multi-agency arrangements, or of the new U.S. Department of Homeland Security, is a matter of considerable debate. (A far more practical response would be the creation of a single agency to deal with the entire highly complex issue of terrorism.) The United States has also created a program to provide work for unemployed or underemployed Biopreparat scientists, which may, in effect, keep them off the open market, and potentially provide the United States with additional defensive biological weapons expertise.[152]




Although biological and (particularly) genetic terrorism is a daunting problem, there are practical, although not perfect, means of defense. It has been fairly well established that the use of vaccines is an extremely limited, impractical, and in all likelihood useless response to the complex range of biological or genetic WMD. As Alibek argues, however, “boosting our nonspecific immune system[s] may offer at least temporary protection from pathogenic agents” in the event of a biological or even genetic terrorist attack. One such technique is the stimulation of what are known as cytokines, natural bodily defenses which may “prompt the growth and activation of a host of essential immune cells,” thus “helping to destroy pathogenic bacteria and cells invaded by viruses.” Perhaps the most well-known—albeit expensive—example of a cytokine is interferon. Last, and most critical, although genetic engineering may provide terrorists with what appears to be the perfect doomsday weapon, it is also true that that same technology might enable scientists to quickly determine the genetic makeup of a particular agent and devise some genetic means of defense, or even attack, against it. Neither countermeasure is a perfect solution. There are bound to be mass casualties in any well-planned, well-orchestrated biological or genetic terrorist attack. But to either surrender to the problem, or to ridicule it, is an unacceptable response to this very real national security threat.[153]




It has long been maintained that terrorists want a lot of people watching, not a lot of people dead. In the case of biological terrorism, would it be enough to make a lot of people sick? This is a question which has yet to be definitively answered.[154]



[150] Schweitzer, Superterrorism, 136.



[151] Cole, The Eleventh Plague, 160.



[152] Clinton’s remarks are quoted in Alibek, Biohazard, 281. On U.S. funding assistance to Biopreparat scientists, see for example “U.S. Funding Biological Research in Russia,” Dallas Morning News, August 10, 1997.



[153] For Alibek’s remarks, see Alibek, Biohazard, 290, 289. Stern discusses means by which genetic engineering may provide “detection techniques” to warn a population to seek specific treatment. See Stern, The Ultimate Terrorists, 146–147. For more on defense against biological terrorism, see Arnold D. Kaufman, Martin I. Meltzer, and George P. Schmid, “The Economic Impact of a Bioterrorist Attack,” Emerging Infectious Diseases 3 (1997): 1–12; Schweitzer, Superterrorism, 131–132; and Wiener, “Terrorist Use of Biological Weapons.”



[154] This very question was posed by Brian M. Jenkins in Jenkins, “Keynote Address.”




      

    

  
    
      

Dirty Weapons




Government policymakers, scientists, and academicians once clustered the threats of radiological and nuclear terrorism together under a single category, nuclear terrorism. For many years, a general (although not universal) assumption was that radioactive materials stolen or otherwise acquired from military or civilian nuclear sites were, after all, intended for use in the fashioning of nuclear devices. It is now widely recognized that radiological and nuclear terrorism are distinctly different forms of superterrorism.[155]




Radiological terrorism is the terrorist dispersal of deadly radioactive materials. One such material is highly enriched uranium (HEU), a chemical substance which contains more than 20 percent uranium-235 (tiny amounts of which are found in raw uranium, otherwise known as uranium-238). Another is plutonium-239 (typically referred to simply as plutonium), an artificial element produced from the abundant isotope of uranium called uranium-238. When HEU or plutonium is paired with a low-intensity dispersal device (a relatively weak explosive), the combination is commonly referred to as a “dirty bomb.” HEU or plutonium may also be released as a result of the sabotage of civilian nuclear research or power facilities, or deployed through other means. If so dispersed, HEU and plutonium can cause radiation sickness and, ultimately, cancer and leukemia. Additional radioactive materials which may be fashioned into a dirty bomb include cesium, strontium, cobalt, and other substances. There are various sources for such radioactive materials, such as U.S. and foreign hospitals, universities, and industrial complexes. Radioactive materials suitable for use in a dirty bomb are also reportedly available within former Soviet republics such as Kyrgyzstan, Kazakhstan, and Tajikistan. It was to these nations that alleged alQaeda associate Ibrahim al-Muhajir (born José Padilla) traveled in his own quest for a dirty bomb.[156]




Nuclear terrorism is the terrorist deployment of either (1) stolen, intact, or (2) self-manufactured nuclear weapons against mass human and other physical targets. There are two basic types of nuclear weapons. Fission weapons are designed to cause uranium-235 or plutonium-239 atoms to split, leading to a runaway nuclear chain reaction, and, in an instant, an explosion leading to tremendous mass destruction. Fusion weapons utilize the effects of fission (splitting) to cause a fusion (uniting) of light chemical elements (such as hydrogen) to form heavier elements, which leads to even greater explosive effects than fission explosions. Nuclear weapons may contain either weapons-grade HEU, weapons-usable HEU, or plutonium. Weapons-grade uranium, which is that form of HEU most suitable for nuclear weapons use, has been enriched to a uranium-235 level of more than 90 percent. Weapons-usable uranium, or HEU enriched to a uranium-235 level of less than 90 percent, may also be employed in nuclear weapons. (In the latter case, however, the total amount of HEU which must be employed increases as the enrichment level decreases.) A second nuclear weapons ingredient is plutonium-239, an artificial element produced from uranium-238. Like HEU, plutonium is employed in both military and civilian nuclear programs. Plutonium, however, is far safer for terrorists to handle than HEU. In the case of nuclear terrorism, the relatively elaborate weapons used only contain deadly radioactive materials. In the case of radiological terrorism, on the other hand, these radioactive materials are themselves directly deployed against human targets.[157]




There are a number of reasons why radiological terrorism and nuclear terrorism are now regarded as separate issues:




	

Radiological terrorism and nuclear terrorism are, as seen above, technically quite different in nature.





	

The relatively unsophisticated dispersal of radioactive materials is a much simpler technical prospect than the deployment of either a stolen/intact or self-manufactured nuclear weapon. For this and other reasons, radiological terrorism is far more likely than nuclear terrorism.





	

Chemical and biological terrorism, which already represent a kind of “poor man’s atomic bomb,” offer instructive lessons to those terrorists contemplating the far more expensive and technologically challenging feat of nuclear terrorism. The relative ease of lower-technology chemical and biological terrorist attacks may well encourage terrorists to contemplate the much more realistic radiological scenario.





	

There has been at least one instance of radiological terrorism, whereas there has been no nuclear terrorist event.





	

There have been numerous attempted—and perhaps successful— instances of plutonium or HEU smuggling, whereas there has been no single credibly confirmed instance involving an intact nuclear weapon.





	

The simple fact is that the once seemingly probable, if not inevitable, prospect of intact nuclear weapons being smuggled from Russia, or other former Soviet republics, is now regarded as extremely, if not totally, unlikely. The prospect, on the other hand, of HEU or plutonium smuggling from those or many other sources, both Western and nonWestern, is considerably higher.[158]










A considerable volume of literature on the former Soviet republics suggests that “loose” radioactive materials, and possibly even nuclear weapons, will “leak” into various hands. Some of these works also suggest that Russian, Chechen, or other transnational crime syndicates would be naturally instrumental in this radiological and nuclear trade. This literature tends to stress (1) poor Russian and other former Soviet republic control over both civilian and military nuclear-related facilities and materials, (2) the miserable economies of the former Soviet republics, and (3) the natural inclination of organized crime to do virtually anything for a profit. These are, quite simply, naive generalizations.[159]




Another, much more realistic, set of literature emphasizes that although there have been—and continue to be—opportunities for radiological, if not nuclear, leakage from the former Soviet republics, there are no serious links between Russian organized crime and the few isolated radiological thieves. Writing in 1998, for example, noted transnational organized crime analyst Rensselaer W. Lee III deprecated the notion of such links. Lee argues that it is neither profitable nor practical for Russian organized crime syndicates to become involved in the dangerous, tedious process of radiological enrichment and smuggling. It is also almost certainly true that Russian organized crime is generally pleased with the political and economic status quo and wishes to do nothing to upset that applecart. Lee does raise the strong possibility, nevertheless, that the Chechen mafiya “already have made forays into the nuclear black market.” Writing in 1999, Stern notes that Chechen terrorists issued credible threats to attack Russian nuclear plants. One wonders whether these activities may have played a role in Russia’s brutal reinvasion of Chechnya very shortly after the publication of these two works.[160]




In reference to the prospect of nuclear terrorism, Bruce G. Blair, a highly respected nuclear weapons expert, provides perhaps the best argument against the potential smuggling of nuclear weapons out of Russia:






The evident effectiveness of safeguards on nuclear weapons and their ingredients reflects the high priority of nuclear command and control in the Russian political and military culture. The Soviets went to extraordinary lengths to ensure strict central control over nuclear force deployments, and this obsession with control ran through the entire weapons cycle—from production and assembly to operational deployment to dismantlement. The Russians show no signs of relaxing the traditional standards.[161]







The disintegration of the former Soviet Union, therefore, probably makes the prospect of nuclear terrorism no more likely than had been the case prior to 1991.[162]




Blair recognizes, however, that “[l]ooser security within the nonweapon nuclear infrastructure” may allow the leakage of weaponsusable, if not weapons-capable, HEU or plutonium. Like Lee and others, Blair acknowledges that the Russian mafiya has no use for this type of criminal activity, and that those “small-time opportunists” attempting to sell these materials had no buyers for their wares. The disincentives for radiological smuggling are, therefore, not to be ignored.[163]




What, then, of the prospects for radiological terrorism? There appear to be two schools of thought on this matter. One is that radiological terrorism would be a fairly simple means for terrorists to employ nonconventional WMD. As Louis Rene Beres, a veteran analyst of nuclear terrorism, observes, “The forms such weapons might take include plutonium dispersal devices (only 3.5 ounces of plutonium could prove lethal to everyone within a large office building or factory).” Lee paints an even gloomier portrait when he warns:






Even if traffic in weapons-grade or weapons-usable materials is successfully contained, widespread availability of toxic radioactive materials such as cesium-137, cobalt-60, and strontium-90 is in itself worrisome. Even ordinary [nuclear] reactor waste can be a weapon in the hands of terrorists.... Certain powdered radioactive substances introduced into a ventilation system of an office building or hospital could cause massive fatalities.[164]







Other observers discount the prospect that radiological weapons in the hands of terrorists would serve as true weapons of mass destruction. Stern, for example, asserts that “radiological materials [are] unlikely to kill or injure many people.” Mullen quite bluntly states, “The plutonium dispersal device is, simply, not a weapon of mass destruction.”[165]




In sum, radiological—and to some extent nuclear—weapons are not particularly cost-effective as true WMD. At present, chemical WMD are far less expensive, more available, and less complex than either nuclear or radiological WMD. In time, biological WMD—particularly the genetically altered variety—may prove less expensive, more available, and less complex than even chemical WMD. What WMD analyst R. William Mengel, in a chapter on nuclear terrorism, had to say about the matter in 1978 is, if anything, even more true today: “Much easier to initiate are acts using chemical and biological agents and their related technologies.”[166]



[155] Among the earlier literature on nuclear terrorism, one work which clearly recognizes the distinctions between radiological terrorism and nuclear terrorism is Louis Rene Beres, Terrorism and Global Security, 46–47. For other excellent examinations of nuclear facility sabotage, see Daniel Hirsch, “The Truck Bomb and Insider Threats to Nuclear Facilities,” in Paul Leventhal and Yonah Alexander, eds., Preventing Nuclear Terrorism, 207–222; and Craig W. Kirkwood and Stephen M. Pollack, Methodology for Characterizing Potential Adversaries of Nuclear Safeguard Systems.



[156] On the lack of security among radiation facility workers in the United States,see for example Robert Schlesinger, “Markey Decries Lack of Security Checks on Radiation Facility Staff,” Boston Globe, July 31, 2002. On the availability of radioactive materials in the former Soviet republics of central Asia, see for example Charles J. Hanley, “New States Trading in Radioactive Materials,” New Orleans Times-Picayune, June 15, 2002. On the Ibrahim al-Muhajir case, see for example “‘Dirty Bomb’ Suspect Found Islam while Living in Florida,” Dallas Morning News, June 16, 2002. For a technical discussion of HEU and plutonium, see for example David Albright, Frans Berkhout, and William Walker, World Inventory of Plutonium and Highly Enriched Uranium 1992, 9–11, 14–16.



[157] Much of the recent literature on radiological terrorism and nuclear terrorismdoes indeed deal with these two issues as separate threats. On this point, see for example Begley, “Nuclear Arms Increase the Threat of Terrorism”; Louis Rene Beres, “Responding to the Threat of Nuclear Terrorism,” in Charles W. Kegley, Jr., ed., International Terrorism, 228–240; Gavin Cameron, “Nuclear Terrorism,” Jane’s Intelligence Review, September 1996; Cameron, Nuclear Terrorism; Steven Friedman, “Nuclear Terrorism,” in Marc Genest, ed., World Politics, 74–76; Stanley S. Jacobs, “The Nuclear Threat as a Terrorist Option,” Terrorism and Political Violence 10 (1998): 149–163; Jenkins, “The Threat of Nuclear Terrorism Is Minimal”; John Liefer, “The Risk of Nuclear Terrorism Is High,” in Hurley, ed., Weapons of Mass Destruction, 26–33; Loehmer, “The Nuclear Dimension,” 48–69; Robert W. Marrs, Nuclear Terrorism; William C. Potter, Less Well-Known Cases of Nuclear Terrorism and Nuclear Diversions in the Former Soviet Union; Stern, The Ultimate Terrorists, esp. 54–60; and Paul N. Woesnner, “Chronology of Radioactive and Nuclear Materials Smuggling Incidents,” Transnational Organized Crime 3 (1997): 114–209.



[158] The term poor man’s atomic bomb was first suggested in Livingstone and Douglas, CBW.



[159] This literature includes, for example, Graham T. Allison, Owen R. Cote, Jr.,Richard A. Falkenrath, and Steven E. Miller, Avoiding Nuclear Anarchy, esp. 46– 47; Boilard, Russia at the Twenty-First Century, 165–166; Oleg Bukharin and William Potter, “Potatoes Were Guarded Better,” in George A. Lopez and Nancy J. Myers, eds., Peace and Security, 76–79; Andrew Cockburn and Leslie Cockburn, One Point Safe; Friedman, “Nuclear Terrorism”; Stephen Handleman, Comrade Criminal, 224–228, 236–241, 263–264; David Hoffman, “A Shrunken and Rusty ‘Nuclear Stick,’” in Richard W. Mansbach and Edward Rhodes, eds., Global Politics in a Changing World, 241–243; National Research Council, Proliferation Concerns; Liefer, “The Risk of Nuclear Terrorism Is High,” 29–31; Valentin Tikhonov, Russia’s Nuclear and Missile Complex; Christopher J. Ulrich and Timo A. Kivimaki, Uncertain Security; and Center for Strategic and International Studies, The Nuclear Black Market.



[160] On the involvement of Chechen elements in radiological terrorism, see Rensselaer W. Lee III, Smuggling Armageddon, 65, and Stern, The Ultimate Terrorists, 99–100. For more on the unlikelihood of organized crime involvement in either nuclear or radiological smuggling, see especially Lee, Smuggling Armageddon, 61–65; Mark Galeotti, The Age of Anxiety, 184–187; and Vladimir A. Orlov, “Export Controls and Nuclear Smuggling in Russia,” in Gary K. Bertsch and William C. Potter, eds., Dangerous Weapons, Desperate States, 172–175, 178–179, 184–186. See also Rensselaer W. Lee III, “Smuggling Update,” Bulletin of the Atomic Scientists 53 (1997): 52–56; Rensselaer W. Lee III and James L. Ford, “Nuclear Smuggling,” in Maryann K. Cusimano, ed., Beyond Sovereignty, 70–92; and Rensselaer W. Lee III, “Transnational Organized Crime,” in Tom Farer, ed., Transnational Crime in the Americas, 19–22. For a less optimistic view of Russian organized crime’s involvement in this form of smuggling, see Stern, The Ultimate Terrorists, 89, 102, 105, 106. Stern examines both sides of the debate. On the transnationality of radiological smuggling, Stern notes for example that “[o]rganized crime is taking advantage of permeable borders between Russia and the Baltic states to smuggle ... radioactive materials” (see 102).



[161] Bruce G. Blair, “Russian Control of Nuclear Weapons,” in George Quester,ed., The Nuclear Challenge in Russia and the New States of Eurasia, 71. (Emphasis added.)



[162] Cameron notes that both Aum Shinrikyo and al-Qaeda have made unsuccessful attempts to purchase nuclear weapons in Russia and the predominantly Muslim former Soviet republic of Kazakhstan, respectively. Cameron also observes ominously that but for lack of proper technical direction, Aum Shinrikyo—which had successfully mined an undetermined quantity of uranium on land it purchased in Australia—might have enjoyed better results in its haphazard endeavors to build a nuclear device. See Cameron, “Multi-track Microproliferation,” 285–289. On Aum Shinrikyo’s interest in nuclear weapons, see Lifton, Destroying the World to Save It, 193–201. On Aum Shinrikyo’s interest in Australian uranium mining, see Kaplan and Marshall, The Cult at the End of the World, 127.
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[164] Lee, “Transnational Crime,” 21–22. Nevertheless, gamma emitters such ascobalt-60 and the barium-137m product in cesium-137 would be very difficult to employ effectively.
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Superterrorism as a Transnational Threat




Despite all of the difficulties imposed by the acquisition, development, and deployment of nonconventional WMD, a number of factors make it extremely likely that transnational terrorist organizations will deploy superterrorist weapons. A growing range of terrorist organizations have developed abundant, albeit varying, capabilities of acquiring CBRN materials and of fashioning these substances into crude but functional weapons. This is particularly true of TTOs with the economic power and technological sophistication of Aum Shinrikyo. The financial resources, proven desire, ability to cause genuine mass destruction, and global reach of al-Qaeda imply that that TTO might also possess, or come to possess, certain CBRN capabilities. Other TTOs with similar arsenals are likely to emerge over the next few decades at most.




The evolving nature and motivations of today’s terrorist organizations make the use of nonconventional WMD an increasingly attractive option. Transnational terrorist organizations such as Aum Shinrikyo and al-Qaeda have none of the concern for public opinion which distinguished most earlier intranational and international terrorist organizations. Indeed, in Aum Shinrikyo’s case, members of that TTO were led to believe that CBRN attacks would be blamed not on their organization, but rather, on the United States! When questioned during a 1999 interview about whether al-Qaeda had acquired chemical and biological weapons, Osama bin Laden emphasized that God is the only audience who matters to him:






Acquiring weapons for the defense of Muslims is a religious duty. If I have indeed acquired these [chemical and biological] weapons, then I thank God for enabling me to do so. And if I seek to acquire these weapons, I am carrying out a duty. It would be a sin for Muslims not to try to possess the weapons that would prevent the infidels from inflicting harm on Muslims.[167]







In another interview, bin Laden twice made veiled references to the U.S. nuclear attacks on Hiroshima and Nagasaki during the Second World War. Again, other TTOs, of similar nature to al-Qaeda and with equivalent motivations, may well emerge during the next several decades, if not sooner.[168]




Those who have questioned the likelihood of future CBRN attacks have argued, among other things, that the deployment of superterrorist weapons would lead to massive counterterrorist strikes by affected nation-states and their allies. This assumption is based, of course, on the ability of targeted nation-states to identify the perpetrators of those attacks. In the case of the 2001 U.S. anthrax attacks, to cite one example, no perpetrator has yet been identified. Transnational terrorist organizations rarely, if ever, claim responsibility for their actions. In addition, the increasing permeability of national boundaries, the democratic respect for freedom of movement, and the intrinsic transnationality of TTOs makes it quite easy for members of those organizations to plant a CBRN device and exit a targeted nation-state days or even weeks before the effects are noticed. This is particularly the case with biological agents. In the words of one U.S. government report:






An advantage for the terrorists is that, in a well-planned and wellexecuted [biological] attack, there is less likelihood of apprehension than in case[s] where more conventional weapons are used— they may be thousands of miles away when the first casualties occur. Such attacks may leave no signature unless the participant terrorist group ... claims credit.... [In addition, biological agents] could be sent in small amounts in valises, parcels, or trunks and, over a period of months, stockpiled in major U.S. cities for later use. Since it is impossible, at present, to stop the arrival of relatively large amounts of drugs in the United States, it would similarly be impossible to prevent the arrival of much smaller quantities of living micro-organisms or toxins. Such shipments could even enter through normal shipping or airfreight routes. Alternatively, seed cultures could be smuggled into North America and the agents mass produced in clandestine laboratories in the United States or Canada.[169]







Consider, too, the case of radiological materials, which may take weeks, months, or even years to exhibit any noticeable effect.




The structure and behavior of many transnational terrorist organizations provide further incentives for TTOs to resort to superterrorist attacks. TTOs tend to have a relatively brief shelf-life and a fluid, amorphous, and unidentifiable membership of highly diverse individuals. Many TTOs are in fact ad hoc entities created for the purpose of conducting a single act of terrorism. Such TTOs are ideal for conducting bold CBRN assaults in that their fleeting organizational existence makes them difficult, if not impossible, to trace. In addition, many TTOs are characterized by ceaseless factionalism and multiple centers of decisionmaking. The desire of one particularly extreme subgroup or leader to overwhelm more moderate factions or decision-makers, or to present the latter with a fait accompli, makes superterrorism an irresistibly attractive and utilitarian option for certain transnational terrorists. These factors make it highly likely that tiny, more violent, and less risk-averse TTOs (i.e., radical religious fundamentalists, transnational religious cults, or perhaps, as suggested in certain literature, right-wing extremists) may embark upon future superterrorist attacks.[170]




The proper response to the prospect of superterrorism is neither rampant panic nor absurd ridicule of this very real threat. Superterrorism is a highly complex issue which must be dealt with in a sober and realistic manner. None of us can expect to live in a risk-free society. None of us can guarantee that events far more horrifying than the Tokyo subway, anthrax, or September 11 attacks will never take place. What we can and must do is to think seriously about the “unthinkable” in order to be properly prepared for these terrorist threats.[171]



[167] Rahimullah Yusufzai, “Conversation with Terror,” Time, January 11, 1999.



[168] Bin Laden’s remarks are quoted in an interview by John Miller with al-Qaeda’sleader. The interview is included in John Miller, “American Policies in the Middle East Justify Islamic Terrorism,” in Egendorf, ed., Terrorism, 123–130. On bin Laden’s specific comments, see 125, 127–128.



[169] U.S. Congress, Office of Technology Assessment, Technology against Terrorism: Structuring Security, 37.



[170] Al-Qaeda is an excellent illustration of these points. Aum Shinrikyo, on theother hand, was a rigidly centralized organization directed by a single supreme leader, Shoko Asahara, who was himself Aum Shinrikyo’s staunchest advocate of superterrorist attacks. On the differing organizational structures of Aum Shinrikyo and al-Qaeda, see Cameron, “Multi-track Microproliferation,” 282–284.



[171] The point that we cannot “expect to live in a risk-free society” was made by Brian M. Jenkins in Jenkins, “Keynote Address.”




      

    

  
    
      

Chapter Seven: After September 11: Responding to Transnational Terrorism






Man is his own star, and the soul that can




Render an honest and a perfect man




Commands all light, all influence, all fate. Nothing to him falls early, or too late.




Our acts our angels are, or good or ill, Our fatal shadows that walk by us still.




John Fletcher et al., The Honest Man’s Fortune







IT IS EXCRUCIATINGLY DIFFICULT to “conclude” a book about a global threat now unimaginably more ominous than when writing on that very book began. Yet that is the situation facing the author of the book which you now hold in your hands. As the new year of 2004 commences, the worldwide threat of transnational terrorism seems like the crest of an immense new wave of global disorder.




On September 11, 2001, the world’s sole superpower experienced the horror of a vicious war waged against—and within—her own homeland. The final death toll—3,056 lives lost in New York City, Washington, and Pennsylvania—seems incomprehensible, almost surreal. Other figures, although far less significant, are equally staggering. In New York City alone, 3.1 million hours of labor were required to remove 1,642,698 tons of debris from the Ground Zero site. The September 11 attacks also resulted in the largest single insurance loss in history: approximately $50 billion. The U.S. economy, which has lost hundreds of billions of dollars, has yet to recover from the events of that single day. Hundreds of books have been written about September 11. Even new terms—like ground zero and debris surge—have been added to our popular language.[172]




In a very real sense, the new global disorder confronts us with an entirely new paradigm. When putting together the puzzle presented by the old global order, all of the pieces (i.e., issues, challenges, and threats) were ultimately made to fit, albeit at times clumsily. In essence, what nation-states were faced with during the old global order period was the threat not of shadowy transnational organizations, but rather, that of other, clearly identifiable nation-states. It is supremely ironic that the cold war now seems like a much safer, much more predictable time.




As Thomas S. Kuhn points out in his brilliant work The Structure of Scientific Revolutions, when certain pieces simply refuse to fit into the old, “normal” puzzle, that is probably because they are actually part of an entirely new puzzle. As Kuhn observes, this creates a period of crisis during which the outlines of the new puzzle begin to take shape. What we are witnessing today are the vague outlines of that new global puzzle. Some observers have already coined a term for it: They call it the new normal.[173]




Most Westerners, and Americans in particular, impatiently demand quick, painless, and above all practical solutions to the world’s countless problems. The relatively recent challenge of transnational terrorism has received the same response. What seventeenth-century English political philosopher Thomas Hobbes emphasized in his major works is what we now accept as a given: that the most basic responsibility of any government is the physical—and by extension emotional—security of its citizens. Terrorism is above all a threat to our physical and emotional security. It is therefore natural for us to expect our national capitals to provide us with solutions to this scourge.[174]




It is a relatively simple matter for nondemocratic nation-states to respond to terrorist attacks. Their citizens enjoy few if any political or human rights, and their leaders generally care little for domestic or global opinion. What is particularly difficult is when nation-states which genuinely embrace democratic values and rights are confronted by major terrorist threats.




What does the recent historical record show? There are numerous illustrations of democratic governments whose struggles with terrorist organizations produced serious political fallout. In Spain, for example, so-called Anti-Terrorist Liberation Groups (GAL) killed at least twentyseven members or supporters of the Basque ethnoterrorist organization ETA. GAL’s four-year reign of terror, which took place between 1983 and 1987, targeted ETA enclaves in France’s Basque region. A government investigation into GAL led to the conviction and imprisonment of a former Spanish interior minister and eleven other officials. Although exonerated of direct involvement in the killings, Spanish prime minister Felipe González was politically tarnished by the scandal. In 1978, two members of the Armed Revolutionary Movement, a Puerto Rican ethnoterrorist organization, were gunned down well after having been fully subdued by Puerto Rican police forces. Seven Puerto Rican police officials were convicted and sentenced for the killings, and former Puerto Rican governor Carlos Romero Barcelo was defeated in his quest for reelection. In Corsica, Henri Mazeres, the disgraced former head of that French island’s military police, admitted that he ordered police officers to commit an arson attack against a restaurant frequented by members of the Corsican National Liberation Front. In Northern Ireland, a Protestant organization mysteriously known as the “Committee” is claimed to have systematically killed Irish Republican Army and Irish National Liberation Army members and sympathizers. In Spain, Germany, Italy, Britain, India, Colombia, and even the United States, stern new laws have been passed which allow for the use of secret courts, secret evidence, secret witnesses, warrantless arrests, arbitrary imprisonment, restrictions on legal representation in terrorism-related cases, and other measures. Since September 11, 2001, the United States has apprehended or killed hundreds of al-Qaeda members in Afghanistan and, in at least one case, in Yemen. Many of those transnational terrorists will probably face military tribunals which will decide their ultimate fate. Whether those U.S.-based al-Qaeda members who resist arrest will also be so targeted should certainly prove to be an extremely complex, difficult, and contentious issue.[175]




Despite these controversies, an increasing number of nation-states— and in particular the United States—have made significant strides in countering terrorism. Very encouragingly, many of these measures are of a financial or otherwise economic nature. Since September 11, 2001, budgets for counterterrorism programs have increased dramatically. The freezing of assets even remotely linked to transnational terrorist organizations has dried up some (but by no means all) TTO financial resources. The number of informants’ tips on suspected transnational terrorist activities (many of which have come as a result of government rewards and other incentives for producing such reports) has increased dramatically. Explosives detection systems for airports, government buildings, and other “hard targets” have been substantially improved. High-technology intelligence-gathering programs are undergoing continuous development. National borders are now more vigilantly guarded. The most significant restructuring of the U.S. federal government in over fifty years has culminated in an enormous and entirely new cabinet-level Department of Homeland Security.




These measures have been reasonably productive. Scores of low-, medium-, and (in a few cases) high-profile terrorist suspects have been apprehended since September 11, 2001. Although President George W. Bush’s “war on terrorism” neither has been won, nor ever (as Bush himself has admitted) will be, that war, for the first time in world history, is being fought, and seriously fought. But it will be up to tomorrow’s historians to judge whether today’s historic war on terrorism either was or was not an overall success.




Most important, international cooperation on counterterrorism has grown slowly, but steadily. By its very nature, transnational terrorism demands a broad international response. That international response is coming from (1) individual cooperation between nation-states, (2) intergovernmental organizations such as the United Nations, the North Atlantic Treaty Organization, the European Union (within which, due to the large-scale elimination of border checkpoints, transnational terrorism presents a particularly formidable threat), and Interpol (the international police organization), and (3) more informal contacts developed during, for example, the annual G-7 summit meetings, which are attended by the leaders of the United States, Canada, Britain, France, Germany, Italy, Japan, and Russia. In order for efforts at countering transnational terrorism to have any chance of success, nation-states must act to expedite deportation, extradition, and if necessary even the extraterritorial apprehension of transnational terrorists residing in foreign nations.[176]




It has been suggested that the Internet may become both a target for TTOs and a vehicle by means of which they might further pursue their respective agendas. To this point, what has been loosely dubbed cyberterrorism has in fact amounted to little more than aimless, albeit frightfully costly, high-technology vandalism. Whether the destruction or damage of computer files by lone actors with no discernible purpose other than highly sophisticated vandalism qualifies as terrorism— transnational or otherwise—is at best highly doubtful. In the future, of course, it is possible that such activities may become part of an organized transnational terrorist campaign against various governmental, business, academic, or other targets in order to advance some type of political, religious, social, or economic agenda. At present, however, this has simply not been the case.




In point of fact, transnational terrorists are most benefited not by damaging or destroying the Internet, but rather, by exploiting this extraordinary means of truly transnational, global communication. In 1995, Theodore Kaczynski, an intranational terrorist better known as the Unabomber, successfully demanded that his anti-industrial “manifesto” be published in major American newspapers. (Indeed, the publication of Kaczynski’s manifesto, which did lead to his capture, was itself a highly controversial counterterrorist issue.) Transnational terrorists of the future may simply e-mail their manifestos to millions of Internet users.




TTOs and their members make heavy use not only of the Internet but also of encrypted or coded e-mail. Encryption is one of the most hotly contested issues in the campaign against transnational terrorists, and transnational criminals in general. The U.S. Federal Bureau of Investigation (FBI) has sought broad powers to decode encrypted e-mail messages. Unfortunately, legitimate transnational corporations, which also make heavy use of encrypted e-mail messages in order to convey proprietary information, feel threatened by the FBI’s efforts. Whether this aspect of the war against terrorism may be pursued without unduly hampering legitimate transnational actors remains an open question.




The issue of chemical, biological, radiological, and nuclear terrorism is without a doubt the most difficult of all counterterrorist challenges. In reference to chemical and biological terrorism (particularly the latter), great emphasis has already been placed on the emergency medical response to such likely catastrophes. The extraordinary threat of genetic terrorism, and the need to develop genetically engineered and other immunological defenses from this horror, demands similar attention. Radiological and nuclear terrorist incidents, although relatively remote threats in light of the far greater prospect of chemical or biological terrorist scenarios, are by no means an impossibility. United States Nuclear Emergency Search Teams (NESTs), whose mission is to locate and remove radiological or nuclear weapons, have been in place for some years. Far greater priority should be placed on increasing NEST budgets than on nuclear missile defense appropriations. For years, America’s National Rifle Association has preached that “guns don’t kill; people kill.” In this case, it might be observed that nuclear missiles don’t kill thousands; nuclear warheads do. A transnational terrorist organization does not need a missile in order to trigger a radiological or nuclear scenario. Let us never lose sight of this vital fact.




Transnational terrorism is the most formidable, yet by the same token instructive, global threat of the twenty-first century. It is both part of the new global disorder and a key contributor to that disorder. In coming to grips with this new menace, we may yet bring a bit more order and security to a world in profound transition.
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