


OOP1 of letter sent to N.~ York Times. You oan print 1t 1n LWOD 1t you 11ke.
This is & message from the terrorist group FO.. To proy. Its authentio1tywe g1Te our identlfying number (to be k'pt .eoret). (omitted) .
WG ble" up Thomas Moseer-last Deoember beoause ht waa • Burston-Marst.l1erexeout1ve.. Among other miadeeda, Burston-Marsteller htlp.d E~on olean up1ts publl0 1mage atte~ the Exxon Valdes inoldent. But.e attacked Burlton-Marst~ller less tor 1ta speolfio m1sdeeds than on g.neral pr1nolples. Bur-

ston-Marsttl1er 1s about the bigBest organ1zat1on in the publ10 relationsf1eld.. This means that 1ts bus1ness 1s the development ot techniques tor
man1pulat1ng people's attitudes.. It was tor th1s more than tor 1ts aotionsin speolfl0' oaSes that we sent a bomb to an exeout1ve ot this oompany.

Some news reports havt made the mlaleadlng statement that we have been
attaoking universlties or soholars.. Tit have noth1ng agalmst unlverslt1es orsoholars as such •. All the unlversity people whom we have attacked have been
speo1a1ists in ~ t&Q~da. (We oons1der oertaln areas ot applied pay-oho1081, suoh a8bili&VlOr mOdi1'loation, to be teohnloal f1elds.) We wouldnot wan~ anyone to th1nk that we have any desire to hurt protessors who studyarohaeo10gy, h1ator.y, 11terature or harmless stutf 11ke that. The people we
are out to get are the soient1stl and engineers, eapeolal1y 10 orltlca1f1elds 11ke oomputers and genetioa.. As tor the bomb planted ln the Bus1ness.Sohool at the U. ot Utah. that was a botohed operat1on.. We won't Bay how orwhy it was botohed beoause we don't want to give the FBI any olues. No onewas hurt by that bomb.

In our pr'(!vlous1eit.er to you we ca.lled oureelvell ana.rohiats. Siulle "an-
arohist" i-s 8 \1ague fiOrd that han b!en applied to 'A variety of attItudes,further explanat10n 1s nesd6d. We oall ourBelv~B an~rohlst. beoause ~09
would 11ke. ld.&ally. to break down 5011 soo1ety tnt·o YfJl"y small. oomp1e tel, .
aut.encmcue \1nit8. Regrettably, 'We don' t se~ B.ny clear road to th18 goal, 110'
T.!I leave it to the ind9finlte future. OUr more immltdie.te 80a1. whli.ohwe
think may be atta1na'blo r.t some tlrJe dur1ns the next eeY~ral d.eol)dea. 1s the
daetruot1on of the ltcrldwlde 1ndugtrla1 system_ Through our bomb1ngs we
hope to promote: sooial 1nstabl11 t~,.1n lnCustriRl sooiety, propa~ate a.ntl-
industrial ldea6 and give enOOUr8(.~elT.entto thoa8 "ho hat·. tilt industr1al
system.

The FBI haa tr1ed ..to po~t,ralfthese bl'lmblngeV.S the ~ori: of an lso1a.ted
nut. We ~on' t waste our time arguj.llgabut'.t1'9hether. we al" nut.s, bu.t "e OElt'-
talnly- are not 1001& tad. For scouri tr reasons Tie \'Jon' t.. ~veal the number otmembers or (,lUX' (!roup. but anyone who wll1 read thE' 8.11P..I'()hlBt 6.lld rad1oa.l
envlrell1mantallst .1oumala will see that opposl tlon to tha lndu&tris.l-teahno-
loglQ&l system is wldespreau and growing.

"hl' do we announce our gOt\ls only now. thou{3h we made ow.~ tirst bomb aomeseventeen yea.rs ago'; Ou.r ec.rly bombs t!ore tot) ln~rfeC)tua.l to attraot much
p\.\bl10 &ttent,1on or e;lve enoour~w;f)ment to thof~e "ho hat., the Hysteru. fie
found by 8;ltl)er1rtn09that gunpowder bombs, it small enough to be oal"triedIn-
oonepl()u()uely. wer~ too feeble to do muoh dNIla()e,80 'We took 1\ couple ofyeare off to do some e:xperlliifsntlng..Yle letAl~\cd h.Olf to make pipe II" boml)s
t})f\i:. wftre powerful enough, and we used theoC!' in a couplft or 8uocfuHJful bomb-
ings as we-11 as in some U!lRUOO$SBfu1 ones. Unfortunately we c11soov,,~d that
thea~ bombs \'1ould not detonate SS...Qnplnentll "hon made with U1ree-quaI~t~r1nohf:.\1jaelwater p1ps. Th(l}Ydld. oeem to detonate oonoifltently when made ,,1th
massiyely reinforoed one lnoh oteel water p~pe•. but a bomb 01 this t.ype Mde
a lung, hea\ry paokal50, too ooneplouo\.\s atvl suop101oU6 loukins to~ our liking.

al) we went baok to work, and att9r a Long pe,,1od ot exper1men.tat1on we
doveloped a typo of bomb that does not requ1re a pipe, but 18 set Qtf by adetonating oap that oonsists or a olllorate exploalve paqks4 into a plooe orsmall diameter oopper tUbing_. (The detonat1ng oap 18 a mlnlt\ture p1pe bomb.)
'?is URad bomb3 of this tyre to blf.'w UA>till) gonctio eneinear Oluu-le8 Ep~t,"'ln
and ttho computal' ePGo1~11et Da'v1d Go2emtez-. fle dld uee t.t.- ohloratfJ plpEl
bomh to b1o\, Uk' 'l'ht1lt'.8.S liioaser oooa.u.ue V1e hnppen~d t.o he-Vii 9, pleoa or liGht •.
~elf;!ht aluminum pipe that wall Just· 1"1ght f(>l.' thf) Jl')b. T.he aal{ql~)t.er aDd
Epetoln bo:nblur.!-'.;'101'1:) not fatal, bu.t th(') t·30f3s~r. b')lIlbln~s lTl.\G f6\ t.f\l even t.ho~\f.l1
a ~maller amount or Hxploalvo1tiie. U.E~d." \10 th;\nk thl,! ~"l\sbt~t~au:Jo tJ.\\:l t.~T€I
of rrq5ll!.~nt.at..ion ;(Il$te:r.·i:ll ~hat ,~o u:?Qd· :In tn'9 \;()r~fJf'r blwlhlnG 10 me:", ilrf'!~1tr1vll tJmn \flla-c. 'lfe '-Ie U3~:l J.H;"evio'J/)IlX..'..~ _
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free of limitations on the slze and ahapes ot our bombs. Weare pretty sure
we..know:how to lnor-.J&sct th& powor ot our explosives and reduce ~-number ot
batto r1e 8 needed to sot th~m ott e· And. ~a w:!' vejua t indios. ted. 1tQ t.b 1n1t "e
nOll have r.nOl'$ lQi·reot1vs t~gmenta~i"'u mat.erial. 30 we exp.et to tie tlc:.,l.to
pa~ de~dly bD~~~ L~to svsr small~r, 11~ltar arLd~o~~ har.mle8~ louklng ~~k~
a.8ra~.. On t..'1e ether Cw!d, '.1'~ ~11tJV6 'W6 .••111 be able to maIc~'buw~ muoll b106CJ1"
thu!"l anT .•~ 've ::nads :oetore.. \'fl·~1. a. bl'ietolAse-£'tJ.ll or £1, i5u1tea.iit-l'ull ot .x-
plo9ive3 W'J cilvuld be c.bl;1 to '01011 out th~ Vla.lla of aulls"Gant1al 'b-wUJ1n~s.

. 01a~rl:r W~ Ill"" in Go poBl tlon to ~ do & gl"6a t deal ot dawage. A.,d 1i do~an t t
appear tilat thfJ ~'aI l~ Going to catwh ua an:, tl.m~ aoun. The FDI 1&\ & JOke.

'!'he people 1/ho e.re rJush1ng a.l1 th:1tl gl'Owth and pl'\)81'aaa garbage dasarv~ to
be s~ve~ll puniahed.. But our goa.l ls lea:a to punish tham than to propa.gatti
ldeaa. Anyhow we ~re getting t1red or Wtlk1n8 bombe. It's no tun hAwingto
spend 9011 lour eV9nings and weel:ondlJ pt'eparlng c1al1e;arou& m1.xUN6t tl1lng tr1g-
g9r ~9eb3nl2ms ?ut ~r Ber~pD ~t ~etal or aearohlng the 6ierr~a tor a plaoe
isolntede~ou~h to t~st ~ b~mb. So we offer a barsain.

ue ~Y9 a l~ng brtlcl~. betw$Qa 29,000 arJd 37,000 word6, tn£t W~ w~~t to have
,ubl1sh~d. If y':Jucan: get it pLlbl1io1hsd aoc:01''d1..''lg to our requirements we .111
perm~~.ntl1 daaist from terrorist QQtiv1t1ee. It mu&t be published L~ the N~w
YOr'4 T1m~s. Time cr N~H"aweek.or in some othar widely read, nr.tl01lal1l distr1b-
uted p9rlod1~al. Beaauae of ita 1un6th we auppoae it will hay. to be seria11-
zed.. Alternatlvel:r, 1t ean be published 9.6 a small book , bu"t. the book must be
well publicized end me.de ava.l1able at a mod__l'ata prioe in bookstores nat,ionwide
an.l in at least some pl~c8s abroad. \ihoever a~reti8 t.o publlah the wi,.t.er-lal
will hAve e~cluB! ve riQiltc to ropl"oduoe 1t for (~per1~d of six months and will
be l?cl~oce to any profits t.huy r:w.y ~,e fro& it. Att,8r six months from t..~.
f1rst e.ppearunce of the ~rt1~le or beck it l••uat bocowe publi0 property ~ se that
ani' one can repl'cduc:e or p·ublllBh 1to.· < If liAtsi'1al 16 sez'i£.l1.aad,. f1rst lna.tal-
ment becomes pub11c property s1x.months atter appearanoe ot tirst instalmont,
aaccnd 1.'ll:ltalment beceae s pub11~:property six months cltt61" appe&ns.n08 or second
insto.lment, etc.) lie ~\.1.ut h&Vti the 1'1&111,to ~ub11sh in the 1;8" l:ork T1m6B,
T!.~e or Newsweek, each yoar tor tllrvf:l yeal'u after- thti allpet.l"a.noe or our Article
or book, threCo! thoueand wcrds ~xpand1ng or olarifymg OU1" m¥.teriE.l or recut-
tine crit1ciame of it.Th~ article w11l not exp11citly Advooate v1olenoe. There w1ll be an un-
avole.abl~· 1!!1pl1cat:lC':1\that. we fa,,'or violenoe to the ext.ent that it r;.s.y be nece-
sear: ,. einof\ we advocat.e (ilirI.mA.t111g 1naustri&l sc;oiety an.d li9 oursslvea. have
been usine ,:,iolenClu to thnt end. But. the artiole w11l not advocate v,"o16noe
e~lioltly, I!Q1" \'riiJ. it P~()P06U tho overthrow of the Unitad States GOV8rmlent,
nor ,,111 1t eontL\1n·olH~ctn~l'~Y ~r Wl1thlng &1&&tb£t you would be likely t.o .
reeard as •• nl!3~te:~i~xb~ unaeel'ptable fer publication •.

Hcw do fOU kr..O\' tha.t. "'0 w111 kti.1$p· aUI' pl"om1se to d661&t from t.rrorlsm 11'
o\.~roondlt1c;ns aN.: tnot~ It will 00 to our advs.ntage to keep our promise. lie
want to win aoo~ptancft for ce)-ta~.l').d~aa. It we break our prom.1S8 peoplo -ill
10e9 reePf'ot fOl' us anC.eo w111 be 16tiE likely to aooept ths ld.8as.

Our ofter to desist trom t.erl'o4"'iGIil ls subjeot to tlu'S& qua11t1cat1onn.
F1ret~ Our vrcml~~ to d~B1at will not tak~ efrac~ wltil all part6 or our arti-
cle or book lie.ve e.pp~9.:red 1n pri.'1t. Se\lond: If" the &ut1101~1.1es 8hou.l.d l:Iucaeed
1n t.rackins us down and .U1 attampt 1u madt; to aA'l:'8st sr.y or ua, or even t.o
quest.lon us in connectioll .•,1th the 'Pomb1nt;s,. Via 1"'i;S61"Ve th~ r15ht to USG v1o-
lenoe. Third; Wedistinguish betlf&en terrol'ism and slJ.~otage. By tcirrorilUll
'."fe mean aCJt1on8 i'!\ot1v<~tecl by a desi1'6 to Lii'1.uanui? the development \if 0 s"~16 t,y
ar!u 1nt,~nd~d to oause Li.iury 0);' dfi&'tU tv huno&n. beinE,S. .iJy as.1;)"tage 'fiG lU6a!l
slml1!irly !rWt,lvs.ted. ;iotlo11S1ntended. t.o dOQt.roy prcp~ •.ty -;,'1t1lout lnjl.a'!J'4f; l4c.una.n
beln}';s.- 'lh.G pl."'::>Jliu:rr we orrer 10 t.c deals I;, r .!'Cm t,vrrOl"'ii31li.. WE) ,l-eDEi:'Vt! tifiG
rlEht, t.o en(.a~~eIn i3a.lxits.g~.

~t !i1a.y be .}:.t~'t ~:; \/:all t!l.:. t, !.'~11u:·~cf our £;;:;.rly bvL'.b::; d.1:'.ic.;:'i.lra~cc:. i~~ : J;.;)ili
ma.!dne nij" ~j'~tllu ~.'i;.atelllt:nt.u :lt t.:'l8.t t1:nQ. ~:~ ',.er'-.i ve"!.:·y YO....nF t.har~ ar.·i our
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thinking ?&8 eNCte. Over the yeatts W8 have given as much attention to> the
devft1.~pment of CU~ !'d~ee B-S to the development of bom1.1aa and we now bave
s01£ethlng $f'trl~ufJ to: ~!l"., And W'3feel -that. juat now the t.ime 19 r1pe foT' "t.he
~r.etan~"t1on" ef a!!t1-L~duetr1:tl ~.d~Hi!•

.~len.!!esee tt) it t...l:u!t th~ :!\:!lswer t.~ ou.l" offal" is; 'l!~11pUblicized in t.b.e
~er11a ~~ that ~~ ""en tt mise it. Be n',re to t.all us 'liaerl9 ~:~d.b.o-; .., •.ut

!Il'ltl!ri9.1 ?111 't9 publ.t9.."l~d an1. how lon~ it ,,111 '~~g to s.pP9&r in ?rint
ones "''it have gent tn th.P. m9.!l1.'!.lScr19t. If t,1:'U: nnuwp.r 1.9 Da.tisr~ctorr, "N~will
f1.n1:3h typ1!!e t..~~T~use~1!>t mvl ~nd 1.t. t.~ y·)u. If thq Bn5~i~~ri6 UD6ati.5-
fa ct:o:'l ry• 'W. -.rill et,~~n.bUi1""~i!1~ OU1-ne~t \)u;;ib.

We $noourage you to ~rint this l~tt~r.

is



-. ~ . CONFIDENTIALNOTE'-~ ,
Enolosed 1s a letter ~ULt presumably w111 require general disouss1on by

the LWODstart •. But this aont1dent1al note contains material th&t-should be
know to alS- te'" people aa poaa1ble. So wh10h0ver LWODperacn- opens this en-
velope, ·he or she sl'lould h1de thls note and reveal ita- existence to no one,
exoept when absolutely necessary.. Read the other mate~1al' ~ this envelope
betore readL"lS the "at ot th1a contldent1alns«: note. -

The ~at$r1al 1n this envelope const1tutoa ev1dence in &.telony case, 80
LilOD m1ght get in: trouble 1t 1t d08on't __ tum th1s ?Jtutt over to the FBI•.
It 1a alWAYS posaible that your group m&1 oonu1n an FBI lntUtrator who "Ul
report our letter to hi. bosi3Ge.. And lt you do publish OUI' manusoript the
FBI wUl know a.bout 1t. So LV:ODmay want to glv. thsse dooU!nenta to the FBI
(except tb.1= ocnt:l.d9nt1a.l ft;)te,-_ 1fh1oh can aa.tely be kept seoret).

1'll13 creates a pOl!slbl. pl'Oblem, because the FBI ,,111 be able to oontuae
you or Us by ssnding LWOD a take manuscript or placing a tBkQ ad. 1n the SF
Chron1ole or some suoh COINTEIl'RC trick. 01· th8 FBI 1MlIsIt the Chron1ale
not to print your ad on the grounds that 1t would contrlbUt9 to "cr1minal ft

a.otiv1t,.. To get around. that, we should haft soma oomplet&11 Clont1dentlal
way ot oommunicating. Th1s CJAi1 be established 9.8 tollows •.rlace an ad in the olassif1ed Q9ctlon ot the Loe Angelea Times" Ola8sit-
lcat1on' 11660, "Perao1"'..al IneSBa8ea. II The ad mould pl'8tere.:bll appear on llay,
9. 1995, but in: a.ny case leave a. tew dare between the t1me when the Chronicle
ad app~a.rs and the t1me when the LA Time 8 ad appears. The ad should bogin,
t1Dear Stargazer, the ID1stlc' numbers that control your tate .u...•••••• and 1t
should be slgned "Numerolog1st." In between there will be a sequence or num-
ber8 oonveying a coded meaBage.

The oode works thls way. It wl11 be a random number codo and theretore un-
breakable. Use the serles ot random numbers that "8 have given on another
sheet. Begin b7 enooding fOur mesSAse accord1n8 to the following slstem:
~or A put 1, tor B put 2. tor 0 ~ put 3. et~ •. up to 26 tor Z•. For apace
between two word.s pu.t; 27, to:r period put 28, ~or tSom& put. 29, for quf!tat,lon
mark put 30. When10U havcJ four messago coded bl this system you w111 have
a ser1.s ot numbers that W6 OM. aG.ll the Agler i.-gu!noe. You then ohan8e the
basi0 sequonce by a6.ding to it th$ numbf)r3 of thn random. sequence. ~o the
first numDel·0: the basic se'll.J.ence e.dd the tirst numbttr ot the random se-
quenoe,- to ~le seoond number ot the bas1c· 8aquono~ ~dd the seoond number ot
the r&ndom 3equono~ and so forth. \¥henever t.110 dum 15 gl'eater that 30, aub-
traot 30 trom 1t.. The rGElult,1ng sequence of :'lumbers 18 ':1ha.t you publish in
LA t'imea.. aGe 8:tam')le on ot.h~r sh.eet.

In your (,Iodedad pleatle give us an addrtts8 to "h1~.hwe can &end you mes-
aages w1th asauratlo8' that they w111 be ~dft..wa~~ia1x
oompletel; sate and oontldontu.l. (lie non t sttnd you any t.mooded mesAg.
that oould get you in trouble 1t it got into the wron8 banda.) Also please
tell us tn your coded ad whethAr Jour open ad L~ SF Chronlo1e 18 authentic
and can be tD.kUll at tace value •.

Your ooded ad probably won't use up all th~ nU!:Oere at the random seQ.uence•.
3dn the "S-t, et t..'1e aequel1c~ in oaB~ we ~~"lt it fer tuture ulSe. NEVERUSE
ANY PART OF TEE &\NIrJtJ SE~tJ"ENCil:T'NICE. 10 do so wo,.1l.d ens.blG the FBI to
deoode the massage.

We give & 3ep~ra~, oonE1dentlal ident1fying number ter ver1ficatlon ot
any messages we may sena. youc 8~771.·

Legally the FBI oan't open f1rst class :!'!aUwithout a warrant, but there' aalways a Chance '~ey might have op4ned the vreeent envelope ar.yway,- so th1s
ayst6m of passing cor.t1dent1al messages 18n t 100% secure.

Fe
(cvss)v V \
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