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Copy of letter sent to New York Times. You can hrint it in LWOD if you 1like.

This is a measage from the terrorist group FO.. To proyve its authentlcity
we give our identifying number (to be kept secret)s (omiZted)

e blew up Thomas Mosser last December because he was a Buraton-Marsteller
exeoutive. Among other misdeeds, Burston-Marsteller helped Exxon clean up
its public image after the Exxon Valdez inocident. But we attacked Burston-
Marsteller leass for its specific misdeeds than on general principles. Bupr=
ston=Marsteller is about the biggent organlzation in the public relations
fleld.. This means that its business is the development of techniques for
manipulating people's attitudes. It was for this more than for its actions
in gpeocific cases that we sent a bomb to an executive of this ocompany.

Some news reports have made the misleading statement that we have been
attacking universities or scholars.. We have nothing agaimst universities or
scholars as such.. All the university people whom we have attacked have been
specialists in ggg%n;ggl + (Ve oonsider certain areas of applied pay-
chology, such as behavior modification, to be technical fields.) ¥Fe would
not wani anyone to think that we have any desire to hurt professors who study
archaeology, history, literature or harmless stuff like that. The ooglo Vi@
are out to get are the mglentists and engineers, eapecially in oritiea
flelds like computers and genetios. As for the bomb planted in the Business
School at the U. of Utah, that was a botched operation.. We won't say how or

why it was botched because we don't want to give the FBI any clues. No one
was hurt by that bomb.

In our previous letter to you we called cureelves anarshiata. Since "an-
archist" is a vegue word that has bsen applied to 2 varlety of attitudes,
further explanation is needed. We oall curselveg anarchists because w3
would like, 1deally, to break down all soclety into very emall, complstely
autonomous unite. Regrettably, we don't see any olesr road to this goal, #o
ve leave it to the indefinite future., Our more lumediate goal, whloh we
think mai be attalnableo at scme time during the next several deasdes, 1s the
destruction of the werldwide industrial system. Through our bombings we
hope to promote soclial instabllity An industrial society, €§0pagato antl-
industrial ideas and give encouraprsrent to those who hate the industrial
system.

The FBI has tried to portray these bombings es the work of an isolated
nut. Ve won't waste our time arguing atout whether we are nuts, but we cer-
tainly are not iwolated. For security reausons we won't reveal the number of
members of cur group, but anycne who will read the anarechlst and radiocal
envirennentalist Journals will see that opposition to the industrisl-techno-
leogleoal system is widespread and growing.

Why Ao we announge our goals only now, thouch we made our firast bomb some
seventeen years apgo? Our eerly bombs wore too inaffectual to attract much
publie attention or give encouragzement to those who hate the system. Ve
found by experience that gunpowder bombs, if smell enough to be ocarried in-
conapieuounsly, wers too feeble to do mush damage, sc we took & agouple of
years off to do mome experinsnting. Ve learned how %o make pipe hm bombs
that ware powerful enough, and we used these in a couple of suacessful bomb-
ings as well as in some unsugcesaful ones. Unfortunately we dissovered that
thess bomba would not detonate gonasistently when made with three-quarter linch
ateel water pips. They 4Aid neem to detonate consimtently when made wiih
magsively reinforoed one inch stesl water pipe, but a bomb of this type made
a long, hsavy paokays, too oonspicuous and suspiolous loovking for our liking.

8o we went baok %o work, and after a long period of experimentation we
daveloped a type of bomb that Aves not require a iipe, but is set off by a
detonating cap that oonalats of a ohlorate explosive pacgked Into a pliloce of
small diameter gopper tubing. (The detonating cap is a miniature pipe bomb.)
%s usad bomba of this t{pe to blow up the genetlis engineer Charies Epateln
and the computer speclalist David Golernter. Ve did ure a onlorate vlpe
bomh to blow up Thowas iosseyr becauuse we hoppensd to have v plece of ligiate
weluiit aluminum pipe that wae Juat right for the job. The Gelaimter snd
Epstein bocbings vwere not fatal, but thae Hosser bombping was fatal even though
a smaller amovuni of ¢xplosive #ap uegad. Wo think this z2as basauvse the tyna
of fraszentasion muaterial thut ve uvzed In the Hogser hoabing 1a nowea effzabe
dva than wiat we've uaed previously. B
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free of limitations on the slze and shapes of our bombs. We are pretty sure
we know how to inorease the powar of our explosives and reduge the number of
battories nesded io set thaa off. And, aa w2've Just indicated, wa tilnk we
now have more effestlvs fragmentation matérial. Zo we expeet to be avis o
pask deadly bouos inio svsr smallur, liguter and more uvarmless lovkilng packe
ageds On the ciber zand, w9 Lslleve we will be able to maxe bomhs much bigger
than any we've mads before. Wiia a briefouse=full or a suilcass-tuli of ex~
plealves wo should be abls to blow out the walls of subsitantlial Tuildings.

Cilsapriy we ars in o posltion to dua 40 & Zreat deal of damaye. And it dossn't
appear that thae ¥3I 1y gelinz Yo catch us any time sceon.e The FUI L1a a Joke.

The peopls who ere pushing 211 this growth and piokress garvage desarve to
be s3verely punished. Bub our goal 1as leas to punlsn tham than to propagate
1dsas. d4nyhow we are gatting tired of making bombs. It's no fun having to
spend all your evenings snd weelkands preparing dailgsrous mixures, filing trig-
gor machaniams sul of sereps of metal or asearohlng ithe sisrras for a plage
izolated enough to test 2 bowd. 30 we offexr a bargaine

Ve have 2 long article, between 29,000 and 37,000 wmords, +* wo want to have
publighed, If you car get 1t publishsd aocording to our requirements we will
permanently dsaiat from terrorist sctivities. I must be publlsned in the New
Yorx Times, Time cor Newaweek, or in some othsr wldely read, nationally dlstrib-
uted periodisal. Begauae of its length we auppoase 1t #will have to La seriall-
zed, Alternatively, 1%t can be published as a small book, but the book must be
well publicized and made available at a moderats price in bookstores natlonwide
and in at least sowe plases abroad. Vhoever agress Lo publlah the materlal
will have excluslve riguts to reprcduce it for & perisd of six montns and will
be weleconme to any profits they may meke from it. Aftsr alx months from the
first eppearunce cf the article or boosk 1t wuat become public property. so that
anyone can reprcduce or publlsn 2t. (I waterial 1s serislisad, first instal-
ment becomes public property six months after appearance of first instalment,
sacond instalrent becomes publle property six months after aprearsnos of sscond
instalnent, ete.; Ve wuut have the right tc pubilsh in the iWew Xork Times,
Tine or Newsaweek, each yoar for tlrve years after the appe&ranae of our article
or ook, three thousand werds expanding or olarifying cur materlisl or retut-
ting criticiame of 1.

The artlecle will not explicitly advcecate violence. There will be an un-
avoldeble impliicatlicn that we favor viclence to the exitent that it may be nece-
gsary; since we advocate elimivatling industrisl scoisty and we oursslves have
heen uging viclence to that end. bBut the article will not advocate vioclenos
explieitly, nor will it propoee the overthrow of the United States Covernuent,
nor will 1% contain obmcenlty or wnything else thei you would bte iikely %o
refard as mxrreeRpredXexfae  uvaccepiable for publication.

Hew do you know that wo wlill keep our prouise to deslist from terrcrism if
our conditicns are mwe%5 It will ba to our advaniage to keep our promige. We
want 40 win acoeptance for certalin laeas. If we break our promise people will
lcee reepect for us ané sc will e lese likely toc accept the 1deas.

Our offer te desist rfrom terrcrism 1s subjeot to thase aualificaticna.
Filpeté Our promise t0 deslst will not taks effsct until all parts of our arti-
cle or beok bove appesred In print. Second: If the authorifies shiculd succeed
in tracking us down and an attsuaps i made to amrest any of us, or even o
questlon us in connection wlth the bombings, wo reserve ths right Lo use vio=
lence. Third: e diestinguish betwsen terrorism and sabotage. By lerrorisa
we mean actions motivatsd Ly a desire to infliusnces the development oi & soclety
and intended to cauge Injury oir dsathh & human beings. 3y sabotage w6 wsan
aimilaprly motlvated sotlons intended to dosiroy preperiy witioul injuring Laman
beings. Tha ppromics we offer lo 4 deslst f:rom terrorism. We reservy Lhae
rizht. to enga.e in szbolspe.

Tt ney be just a: wa2ll thst fallure of our carly bLouLLs dlscuuraged &o Jiom
making 2ny oublic statewenus ot taat tims. We wers very young tasn and ow
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thinking was crude. Over the years we have given as much attention to. the
developnent of cur 1ldece e to the davelopment of bomba, and we now have
gsomething garicug to 239.. And wa feel that jual now the time 1= ripe for the
¢recentation of anti-induetrisl Adasns,

. Please ge= tn it that the angwer t> our offsr is well publicized in the
medla 2o that we won't mias 14, Be apure to tall us waers sad how swr
materisl will ke publlished and haw loneg it will 3ake Lo sppesar in print
onae we have =ent in the memmgeriot. If the anewar i3 satisfzstory, »e will
finish {ypirg the manmugerln? and asend 1t to yau. I ths anstuer is unsatis=
factory, we will asterd buildine our next lLwaib.

e enccurage you to »rint thie letter.
Fu

is



‘ CONFIDENTIAL NOTE - . ,
Enclosed is a letter that presumadly will require general discussion by
the LWOD astaff. But thls confldential note contains material $hat-ghould be
known %o as few people as poasible. So whichgver LWOD perscn opens this en-
velope, he or she should hide this note and reveal it%a existence to no one,
exacept when absolutely necessary. Read the other material in thias envelope

before reading the reat of this confidentialmatax note.

The material in this envelope conatitutes evidenee in a. felony case, so
LYOD might get in trouble if 1t doesn't fmwx turn this stuff over to the FBI.
It 13 always possible that your group may contain an FBI infilirator who will
report our letier to his bosszea. And if you do publish our manuseript the
FBI will know about 1t. So LWOD may want to give thsse doouments to the FBI
(except thisz gcnfldsntial note, which can safely be kept secret).

Thia oreates a possibls problem, Lecauss the FBI will be able to confuse
you or us by sending LTOD a falks manuseript o placing a fake ad in the SF
Chronlole or scma sush COINTELPRC trick. Or the FBI may gak the Chronicle
not to print your ad on the grounds that it weuld contrilite to "eriminal
activity. To get around that, we should have some gompletely aonfidential
way of oommunicating. This csan be eatablished as follows.

Plagce an ad in the glassified section of the Los Angeles Times, classif-
ication #166C, "Peraonal messages." The ad should preferably appear on Yay
9, 1995, but in any case lsave & few daye between the time when the Chronigle
ad appears and the time when the 1A Times ad appears. The ad should bsgin,
"Dear Stargazer, the mystic numbers that conirol your fate are ..." and it
should be signed "Numerologist." In between there will be a sequsnce of num=
bers conveying a coded message. '

The code works this way. It will be & random number code and thersefore un-
breaksable. Use the series of random numbers that we have given on another
sheet. Begin by encoding your message according to the following system:

For A put 1, for B put 2, for O @mmiz put 3, ete. up to 26 for Z.. For space
between two words put 27, for period put 28, Zor asomasa put 29, for question
mark put 30. When you have your message cocded by this system you will have
a serlies of numbers that we can gall the hgsig gequenge. You then change the
baslo segquonce by adding to 1% the numbers of tho randon sequence. 7To the
first nuabesr of the baszic sequence add the firsd number of the random se=
quense, to tie second numbeyr 9f the basic sequonce 2dd the sscond number ef
the random zsgquoencs aad so fortlh. HFhenever the sum i3 greater that 30, sub-
tragt 30 from i1t. The resulting sequence »f aumbers is what you publish in
LA Times. Goe example on other sheet.

In your codsd ad please glva us an addrasa to which we can send you mes-
sages with assurance that they will be lll?ilti}XlKSSXIRGXIlntxllnitlix
completely safs and sonfldential. (7e non't send you any uncoded message
that sould get you in trouble if it got into the wrong hands.) Alao please
tell us in your coded ad whethar your open ad in 3F Chronligle is autheniic
and can be taken at face valua.

Your soded ad prebably won't use up all tho numbers of the randem sequence..
3ave the rest o¢f the assquence in cass we want 1t for future usse. NEVER USE
ANY PART OF TEE RANDOM SEGUENCE TWICE. o do a0 would snabls the FBI to
decode the massaza.

Ve glve a sepurate, confideatiel identifyinz number fer verificaticn of
any messages we may send yout B27Tl..

Legally the FBI can't open firat class mall without a warrsnt, but there's
always a shance they might have opened the ?reeent snvelope anyway, so tnis
system of passing confidential messages ien't 100% securse.
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